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2015 NATIONAL CYBER CRIME CONFERENCE 
MONDAY, APRIL 27, 2015 - CONFERENCE AGENDA - DAY 1 

 

REGISTRATION AND CONTINENTAL BREAKFAST 
TIFFANY BALLROOM - 7:30 AM - 8:15 AM 

  
OPENING CEREMONY 

CHIEF WILLIAM BROOKS, NORWOOD POLICE DEPARTMENT 
NORWOOD POLICE DEPARTMENT HONOR GUARD  

TROOPER KATHRYN DOWNEY, MASSACHUSETTS STATE POLICE  
 BOSTON POLICE GAELIC COLUMN OF PIPES AND DRUMS 

TIFFANY BALLROOM  
  

WELCOMING REMARKS 
MAURA HEALEY, MASSACHUSETTS ATTORNEY GENERAL 

TIFFANY BALLROOM - 8:30 AM - 8:45 AM 
  

KEYNOTE 
THE HONORABLE HOWARD SCHMIDT  

FMR. CYBER ADVISOR TO PRESIDENTS BARACK OBAMA AND GEORGE W. BUSH 
TIFFANY BALLROOM - 8:45 AM - 9:45 AM 

 
BREAKOUT SESSION 1 - 10:00 AM - 11:15 AM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE Search Warrants for Digital Evidence 
– Home/Business Environment 

Benjamin Hoerner 
Massachusetts Attorney General's Office  

102 LECTURE New Techniques, Tips and Tricks  
(Part 1 of 2) 

Michael Menz 
Sacramento County  

Hi-Tech Crimes Task Force 
Kipp Loving 

Special Services Group, LLC 

103 LECTURE Solid State Devices: If I Lose Evidence 
from an SSD, Where Does it Go? 

Dr. Gary Kessler 
Embry-Riddle Aeronautical University 

104 LECTURE How to Eliminate your Smartphone 
Backlog 

Trey Amick 
BlackBag Technologies 

105/106 CELLEBRITE 
LAB 

Cellebrite Logical Extractions and 
Hands-on Lab 

Martin Garcia 
Cellebrite 

107 LAB osTriage: Improving Workflow from 
the Field to the Lab and Beyond 

Eric Zimmerman 
Federal Bureau of Investigations 

108 MDEC Report Writing Massachusetts Digital Evidence 
Consortium 
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111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB Utilizing Cell Phone Forensic Tools Mark Bowser & John Sedoski 

NW3C 

113 NW3C 
LAB TUX4N6™ Overview Cynthia Gonnella & Michael Stern 

NW3C 

115 SEARCH 
LAB 

Introduction to Mobile Device Data 
Recovery  

(Part 1of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Field Triage and Data Acquisition 
(Part 1 of 3) 

Dean Chatfield & Chris Armstrong 
SEARCH 

117 MICROSOFT 
Emerging Technologies:  Data-driven 
policing – Leveraging Social Media to 

fight crime 

George Johnson 
Microsoft (NC4) 

201 
DME 

FORENSIC 
LAB 

Traditional CCTV DVR Recovery Jimmy Schroering & Kevin Illick 
DME Forensics 

202 LECTURE What the H#ck is a Hashtag? Aaron Kravitz 
Massachusetts Attorney General’s Office 

204 
3-Day 

PROSECUTOR 
CERT. 

Introduction Cyber Crime & 
Computer Forensics  

Justin Fitzsimmons 
SEARCH 

Lt. Dave McSweeney 
Massachusetts State Police 

BREAKOUT SESSION 2 - 11:30 AM - 12:45 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE "Revenge Pornography:" What It Is 
and What the Law Can Do About It 

Mary G. Leary 
The Catholic University of America, 

Columbus School of Law  

102 LECTURE New Techniques, Tips and Tricks  
(Part 2 of 2) 

Mike Menz 
Sacramento County  

Hi-Tech Crimes Task Force 
Kipp Loving 

Special Services Group, LLC 

103 LECTURE Social Media Investigations Mike Webber 

104 LECTURE iOS 8 and its Impact on Forensic 
Investigations 

Trey Amick 
BlackBag Technologies 

105/106 CELLEBRITE 
LAB Cellebrite UFED Link Analysis Danny Garcia 

Cellebrite 

107 LAB X-Ways Forensics Eric Zimmerman 
Federal Bureau of Investigation 
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108 MDEC Report Writing Massachusetts Digital Evidence 
Consortium 

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB Utilizing Cell Phone Forensic Tools Mark Bowser & John Sedoski 

NW3C 

113 NW3C 
LAB PerpHound™ Overview Cynthia Gonnella & Michael Stern 

NW3C 

115 SEARCH 
LAB 

Introduction to Mobile Device Data 
Recovery  

(Part 2 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Field Triage and Data Acquisition 
(Part 2 of 3) 

Dean Chatfield, Chris Armstrong 
SEARCH 

117 MICROSOFT 

Emerging Technologies:  How 
Modern Biometric Algorithms can 

Secure Data from unauthorized 
Disclosure 

Scott Swann 
Microsoft (Morpho) 

201 
DME 

FORENSICS 
LAB 

Traditional CCTV DVR Recovery 
(Hands-On) 
 (Part 1 of 2) 

Jimmy Schroering & Kevin Illick 
DME Forensics 

204 
3-Day 

PROSECUTOR 
CERT. 

Collection of Digital Evidence 
(Part 1 of 3) 

Greg Schiller 
Office of the State Attorney 

15TH  Circuit, Palm Beach County, FL 

LUNCH - FEATURED SPEAKER 
MAJID HASSAN 

 C.A.P.I.T 
“ISLAMIC TERRORISM & TECHNOLOGY” 

TIFFANY BALLROOM - 1:00 PM - 2:15 PM 

BREAKOUT SESSION 3 - 2:30 PM - 3:45 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE Search Warrants for Digital Evidence 
in the Cloud 

Nancy Rothstein 
Massachusetts Attorney General’s Office 

102 LECTURE IP Tracing: Where on the Internet is 
that Host System? 

Dr. Gary Kessler 
Embry-Riddle Aeronautical University 

103 LECTURE The Art of Interview and 
Interrogation 

Sgt. Peter Curran 
Norwood Police Department 

104 LECTURE Analyzing Child Exploitation Digital 
Evidence with Nuix Investigator 

Tim Moniot 
Nuix 
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105/106 CELLEBRITE 
LAB 

Cellebrite Physical Extraction 
(Hands-on Lab) 

Danny Garcia 
Cellebrite 

107 LAB  Connecting the Dots Between 
Multiple Cell Phones 

Rey Navarro 
MicroSystemation (MSAB) 

108 MDEC Report Writing Massachusetts Digital Evidence 
Consortium 

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB 

How Networks Work                               
(AWNI OSI concepts for BNII) 

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB What's New in Social Media Mark Bowser & John Sedoski 

NW3C 

115 SEARCH 
LAB 

Introduction to Mobile Device Data 
Recovery  

(Part 3 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Field Triage and Data Acquisition 
(Part 3 of 3) 

Dean Chatfield & Chris Armstrong 
SEARCH 

117 MICROSOFT Device Bar MICROSOFT 

201 
DME 

FORENSICS 
LAB 

Traditional CCTV DVR Recovery 
(Hands-On)  
(Part 2 of 2) 

Jimmy Schroering & Kevin Illick 
DME Forensics 

204 
3-Day 

PROSECUTOR 
CERT. 

Collection of Digital Evidence 
(Part 2 of 3) 

Greg Schiller 
Office of the State Attorney 

15TH  Circuit, Palm Beach County, FL 

JUDICIAL PANEL – TIFFANY BALL ROOM - 4:00 PM - 5:30 PM 

ROOM SESSION TOPIC PRESENTER 

TIFFANY 
BALL 

ROOM 
PANEL A View From the Bench:  Judicial 

Perspectives on Digital Evidence 

Honorable Ronald J. Hedges 
Justice Robert J. Cordy 

Honorable Joseph A. Grasso Jr. 
Honorable Frank M. Gaziano 

 
NETWORKING SESSION 

HOSTED BY HTICA NEW ENGLAND CHAPTER/MDEC 
 

EXHIBITOR HALL - 5:30 PM - 7:00 PM 
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2015 NATIONAL CYBER CRIME CONFERENCE 
TUESDAY, APRIL 28, 2015 - CONFERENCE AGENDA - DAY 2 

 

CONTINENTAL BREAKFAST 
EXHIBITOR HALL - 7:30 AM - 8:15 AM 

BREAKOUT SESSION 4 - 8:30 AM - 9:40 AM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE Expert Witness Preparation John Verner 
Massachusetts Attorney General's Office 

102 LECTURE 
Becoming an Internet Super Sleuth 

- Google it!  
(Part 1 of 2) 

Sgt. Kevin Branzetti 
New York Police Department 

103 LECTURE DOD Resources and Tools for Law 
Enforcement Eoghen Casey 

202 LECTURE DVR Triage - Best Practices for 
Recovering Digital Video Evidence 

Paul Melaragni 
Massachusetts Attorney General’s Office 

105/106 CELLEBRITE 
LAB 

Cellebrite Analysis of a JTAG 
Windows Phone Extraction 

Danny Garcia 
Cellebrite 

107 LAB RoundUp BitTorrent Forensics 
Artifacts 

Joseph Versace 
Ontario Provincial Police 

108 LAB Introduction to ProDiscover 
(Part 1 of 3) 

Anthony Reyes 
The Arc Group of NY  

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations (BNII) (Part 1 of 4)        

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB 

Basic Cell Phone Investigations  
(BCPI) (Part 1 of 5)  

Mark Bowser & John Sedoski 
NW3C 

115 SEARCH 
LAB 

Life Beyond Facebook  
(Part 1 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB Recovering Volatile Data Dean Chatfield & Don Lewis 

SEARCH 

117 MICROSOFT Police Body Worn Cameras – 
Lessons from the Early Adopters 

Steve Ward 
Microsoft 

201 
DME 

FORENSICS 
LAB 

CCTV DVR Recovery with DVR 
Examiner 

Jimmy Schroering & Tyler Schlecht 
DME Forensics 

202 
Human 

Trafficking 
Track 

A Multidisciplinary Approach to 
Investigations 

Deborah Bercovitch, Nikki Antonucci, 
Sgt. Mary McCauley 

Massachusetts Attorney General's Office 

204 
3-Day 

PROSECUTOR 
CERT. 

Collection of Digital Evidence 
(Part 3 of 3) 

Justin Fitzsimmons 
SEARCH 

213 MDEC Testimony Boot Camp Massachusetts Digital Evidence 
Consortium  
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BREAKOUT SESSION 5 - 9:50 AM - 11:00 AM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE Experts, Evidence, and Multimedia 
Exhibits 

Anne Yas & Coleen Crawford 
Norfolk District Attorney’s Office 

102 LECTURE 
Becoming an Internet Super Sleuth 

- Facebook!  
(Part 1 of 2) 

Sgt. Kevin Branzetti 
New York Police Department 

103 LECTURE Autopsy 3: Free, Windows-based, 
and Easy to Use 

Brian Carrier 
Basis Technologies  

104 LECTURE Islamic Terrorism & Technology Majid Hassan 
C.A.P.I.T 

105/106 CELLEBRITE 
LAB 

Cellebrite: Processing JTAG 
Extractions w/ Dedicated Chains 

Martin Garcia 
Cellebrite 

107 LAB Router Interrogation / Ports Joseph Versace 
Ontario Provincial Police 

108 LAB Introduction to ProDiscover 
(Part 2 of 3) 

Anthony Reyes 
The Arc Group of NY  

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations (BNII) (Part 2 of 4)        

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB 

Basic Cell Phone Investigations  
(BCPI) (Part 2 of 5)  

Mark Bowser & John Sedoski 
NW3C 

115 SEARCH 
LAB 

Life Beyond Facebook  
(Part 2 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB Tools for the Toolbox Dean Chatfield & Don Lewis 

SEARCH 

117 MICROSOFT 

Emerging Technologies:  How 
Machine Learning is Facilitating 

Criminal Investigations and Public 
Records Requests 

Sam Chan 
Microsoft 

201 
DME 

FORENSICS 
LAB 

CCTV DVR Recovery with DVR 
Examiner (Hands-On)  

(Part 1 of 2) 

Jimmy Schroering & Tyler Schlecht 
DME Forensics 

202 
Human 

Trafficking 
Track 

Understanding Victims: Identifying 
Trafficked and Commercially 
Sexually Exploited Children 

Audrey Morrissey 
My Life My Choice 

204 
3-Day 

PROSECUTOR 
CERT. 

Digital Evidence for Prosecutors 
(hands-on) 
(Part 1 of 3) 

Christopher Kelly 
Massachusetts Attorney General's Office 
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213 MDEC Testimony Boot Camp Massachusetts Digital Evidence 
Consortium  

BREAKOUT SESSION 6 -11:10 AM - 12:20 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE 
(PANEL) Emerging Technologies in Policing 

Serrin Turner 
United States Attorney’s Office - NY 

Jeff King 
Microsoft 

David Roberts 
International Association of Chief of Police 

Maj. Dermot Quinn 
Massachusetts State Police 

Owen Murphy 
Bristol County District Attorney’s Office 

102 LECTURE 
 

Introduction to Incident Response 
 

Mike Webber 

103 LECTURE Digital Devices Start to Finish and 
all the Good Stuff In-between 

Amber Schroader 
Paraben Corporation  

104 LECTURE 
Report Writing - Explaining What 
you did in that Forensic Exam and 

Why! 

Dr. Gary Kessler 
Embry-Riddle Aeronautical University 

105/106 CELLEBRITE 
LAB 

Ensuring Your Cloud Forensic 
Examination Stand Up in Court 

Shahaf Rozanski 
Cellebrite 

107 LAB 
Smartphone Forensics - Importing, 

Exporting and Decoding Binary Files 
with XRY & XACT 

Christopher Currier 
MicroSystemation (MSAB) 

108 LAB Introduction to ProDiscover 
(Part 3 of 3) 

Anthony Reyes 
The Arc Group of NY  

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations (BNII) (Part 3 of 4)        

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB 

Basic Cell Phone Investigations  
(BCPI) (Part 3 of 5)  

Mark Bowser & John Sedoski 
NW3C 

115 SEARCH 
LAB 

Life Beyond Facebook  
(Part 3 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 LECTURE Prepping for Public Presentations! Det. Kevin Connolly 
Barnstable Police Department 
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117 MICROSOFT Technical Support Scams: New 
Chapter in Cybercrime 

Rob McKenna 
Orrick, Herrington & Sutcliffe  

Craig Schmidt 
Microsoft 

201 
DME 

FORENSICS 
LAB 

CCTV DVR Recovery with DVR 
Examiner (Hands-On)  

(Part 2 of 2) 

Jimmy Schroering & Tyler Schlecht 
DME Forensics 

202 
Human 

Trafficking 
Track 

Introduction to Backpage.com Lt. Chad Gremillion 
Louisiana State Police 

204 
3-Day 

PROSECUTOR 
CERT. 

Digital Evidence for Prosecutors 
(hands-on) 
(Part 2 of 3) 

Christopher Kelly 
Massachusetts Attorney General's Office 

213 MDEC Testimony Boot Camp Massachusetts Digital Evidence 
Consortium  

LUNCH - FEATURED SPEAKER 
 

ASSISTANT U.S. ATTORNEY SERRIN TURNER 
UNITED STATES ATTORNEY’S OFFICE FOR THE SOUTHERN DISTRICT OF NEW YORK 

“UNMASKING THE DREAD PIRATE ROBERTS: LESSONS LEARNED FROM THE SILK ROAD CASE” 
 

TIFFANY BALLROOM - 12:30 PM - 1:45 PM 

BREAKOUT SESSION 7 - 2:15 PM - 3:30 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE Future of the 4th Amendment 

Thomas Clancy 
University of Mississippi School of Law 

Dean Mazzone 
Massachusetts Attorney General’s Office 

102 LECTURE 
The Role of Online Social Media 

ODINT in Predicting and 
interdicting Spree Killings 

Lt. Chuck Cohen 
Indiana State Police 

103 LECTURE Scam School 101 

Michael Menz 
Sacramento Valley  

Hi-Tech Crimes Task Force 
Kipp Loving 

Special Services Group, LLC 

104 LECTURE 

Triage and Assessment of Child 
Exploitation Bulk Evidence: A 

Targeted / Intelligent Approach 
with Nuix Investigator 

Tim Moniot 
Nuix 

105/106 CELLEBRITE 
LAB 

Ensuring Your Cloud Forensic 
Examination Stand Up in Court 

Shahaf Rozanski 
Cellebrite 

107 LAB 
Forensic Analysis of Databases on 

Smartphones (SQLite and ESE) 
(Part 1 of 2) 

Eoghen Casey 
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108 LAB Introduction to ProDiscover 
(Part 1 of 2) 

Anthony Reyes 
The Arc Group of NY  

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations  

(BNII) (Part 4 of 4)        

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB 

Basic Cell Phone Investigations  
(BCPI) (Part 4 of 5)  

Mark Bowser & John Sedoski 
NW3C 

115 SEARCH 
LAB 

Searching Facebook and Using 
Google (Part 1 of 2) 

Timothy Lott, Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Introduction to Wireless 
Geolocation 

Don Lewis & Dean Chatfield 
SEARCH 

117 MICROSOFT 
Cloud Computing in Law 

Enforcement: The CJIS Cloud is 
Here 

Jeff King 
Microsoft 

201 
DME 

FORENSICS 
LAB 

Vehicle Make/Model 
Determination 

J. Schroering, K. Illcik, T. Schlecht 
DME Forensics  

202 
Human 

Trafficking 
Track 

Utilizing Social Media in your 
Investigations 
(Part 1 of 2) 

Todd Shipley 
Vere Software 

204 
3-Day 

PROSECUTOR 
CERT. 

Digital Evidence for Prosecutors 
(hands-on) 
(Part 3 of 3) 

Christopher Kelly 
Massachusetts Attorney General's Office 

213 MDEC Testimony Boot Camp Massachusetts Digital Evidence 
Consortium 

BREAKOUT SESSION 8 - 3:45 PM - 5:00 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE 
(PANEL) Perspectives from the Defense Bar 

Peter Elikann, Esq. 
Michael Doolin, Esq. 

David Hoose, Esq. 
Matthew Segal 

102 LECTURE New Tools for Digital Forensics 
Investigators 

Jeff Hedlesky 
Guidance Software 

103 LECTURE Examining Wireless Networks at 
Digital Crime Scenes 

Tpr. Brian Gavioli 
Massachusetts State Police 

104 LECTURE 
Mobile Device Forensics: 

What Do I Do with a Mobile Device 
Once I Have it in my Hands 

Dr. Gary Kessler 
Embry-Riddle Aeronautical University 
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105/106 CELLEBRITE 
LAB 

Cellebrite: UFED Open Lab  
and 1-1 with CCI's 

Danny Garcia & Martin Garcia 
Cellebrite 

107 LAB 
Forensic Analysis of Databases on 

Smartphones (SQLite and ESE) 
(Part 2 of 2) 

Eoghen Casey 

108 LAB Introduction to ProDiscover 
(Part 2 of 2) 

Anthony Reyes 
The Arc Group of NY  

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB JTAG Forensics Mark Bowser 

NW3C 

113 NW3C 
LAB 

Basic Cell Phone Investigations  
(BCPI) (Part 5 of 5)  

John Sedoski 
NW3C 

115 SEARCH 
LAB 

Searching Facebook and Using 
Google (Part 2 of 2) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Utilizing Virtual Machines in ICAC 
Investigations 

Timothy Lott & Don Lewis 
SEARCH 

201 
DME 

FORENSICS 
LAB 

Working with Private Digital 
Forensic Laboratories 

Jimmy Schroering 
DME FORENSICS 

202 
Human 

Trafficking 
Track 

Utilizing Social Media in your 
Investigations 
(Part 2 of 2) 

Todd Shipley 
Vere Software 

204 
3-Day 

PROSECUTOR 
CERT. 

Experts, Evidence, and Multimedia 
Exhibits 

Anne Yas & Coleen Crawford 
Norfolk District Attorney’s Office 

213 MDEC Testimony Boot Camp Massachusetts Digital Evidence 
Consortium 

 
NETWORKING SESSION 
HOSTED BY CELLEBRITE 

 
ZACHARIAH'S - 5:00 PM - 7:00 PM 
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2015 NATIONAL CYBER CRIME CONFERENCE 

WEDNESDAY, APRIL 29, 2015 - CONFERENCE AGENDA - DAY 3 
 

CONTINENTAL BREAKFAST 
EXHIBITOR HALL - 7:30 AM - 8:15 AM 

BREAKOUT SESSION 9 - 8:30 AM - 9:40 AM 
ROOM SESSION TOPIC PRESENTER 

101 LECTURE Stored Communication Act in 
Practice 

Allyson Portney 
Massachusetts Attorney General’s Office 

102 LECTURE 
Lock Picking Office Locks, 

Computer Locks, and Accessing 
Computers 

Michael Menz 
Sacramento Valley 

Hi-Tech Crimes Task Force 
Kipp Loving 

Special Services Group, LLC 

103 LECTURE Online Officer Safety: Staying Safe 
in the Age of the Internet of Things 

Lt. Chuck Cohen 
Indiana State Police 

104 SANS 
LECTURE 

Advanced Browser Forensics - 
What your tools don't reveal 

(SANS FOR408) 

Rob Lee 
SANS 

105/106 CELLEBRITE 
LAB 

Understanding Logical Extraction 
(Hands-on Lab) 

Martin Garcia 
Cellebrite 

107 LAB 
Forensic Analysis of Databases on 

Smartphones (SQLite and ESE) 
(Part 1 of 2) 

Eoghen Casey 

108 LAB Investigating and documenting 
Internet evidence – Hands-on 

Todd Shipley 
Vere Software 

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations 

(BNII) (Part 1 of 4) 

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB JTAG Forensics Mark Bowser & John Sedoski 

NW3C 

115 SEARCH 
LAB 

Introduction to Mobile Device Data 
Recovery (Part 1 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Introduction to Windows Forensic 
Environment (WinFE) (Part 1 of 3) 

Chris Armstrong & Dean Chatfield 
SEARCH 
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117 MICROSOFT 
Emerging Technologies: 

Intelligence Led and Predictive 
Policing - Azure Machine Learning 

Jeff King 
Microsoft 

201 
DME 

FORENSICS 
LAB 

CCTV DVR Recovery with DVR 
Examiner 

Jimmy Schroering & Tyler Schlecht 
DME FORENSICS 

204 
3-Day 

PROSECUTOR 
CERT. 

Hot Topics (Panel) 

Howard Wise 
Ventura County District Attorney’s Office 

Gregg Schiller 
Office of the State Attorney 

15TH  Circuit, Palm Beach County, FL 
David Haslett 

Illinois Attorney General’s Office 
Justin Fitzsimmons 

SEARCH 
Abigail Abraham 

AOL 

213 MDEC MDEC Handler Certification Massachusetts Digital Evidence 
Consortium 

BREAKOUT SESSION 10 - 9:50 AM - 11:00 AM 
ROOM SESSION TOPIC PRESENTER 

101 LECTURE 
(PANEL) 

Cyber Cross Fire: Emerging 
Challenges 

Christopher Kelly 
Massachusetts Attorney General’s Office 

Lt. Chuck Cohen 
Indiana State Police 

Gregg Schiller 
Office of the State Attorney 

15TH  Circuit, Palm Beach County, FL 
Howard Wise 

Ventura County District Attorney’s Office 
Kevin Swindon 

Federal Bureau of Investigation 

102 LECTURE All Things Facebook Andrea Kirkpatrick 
Facebook 

103 LECTURE Cloud Forensics: Bringing Evidence 
Back to Earth 

Jad Saliba 
Magnet Forensics 

104 SANS 
LECTURE 

Smartphone Malware: 
Identification and Examination 

(SANS FOR585) 

Det. Cindy Murphy 
Madison Police Department 

105/106 CELLEBRITE 
LAB 

Cellebrite Physical Extractions 
(Hands-on Lab) 

Danny Garcia 
Cellebrite 

107 LAB 
Forensic Analysis of Databases on 

Smartphones (SQLite and ESE) 
(Part 2 of 2) 

Eoghen Casey 
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108 LAB Undercover Operations & Policies Todd Shipley 
Vere Software 

111 NCMEC 
LAB 

Child Victim Identification Program 
(CVIP) NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations 

(BNII) (Part 2 of 4) 

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB 

Social Media and Legal 
Documentation 

Mark Bowser & John Sedoski 
NW3C 

115 SEARCH 
LAB 

Introduction to Mobile Device Data 
Recovery (Part 2 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Introduction to Windows Forensic 
Environment 

(WinFE) (Part 2 of 3) 

Chris Armstrong & Dean Chatfield 
SEARCH 

117 MICROSOFT Device Bar MICROSOFT 

201 
DME 

FORENSICS 
LAB 

Recovering Deleted or Inaccessible 
Video from CCTV DVRs – Without 

the DVR 

Jimmy Schroering 
DME Forensics 

204 
3-Day 

PROSECUTOR 
CERT. 

Authenticating Digital Evidence Justin Fitzsimmons 
SEARCH 

213 MDEC MDEC Handler Certification Massachusetts Digital Evidence 
Consortium 

BREAKOUT SESSION 11 - 11:10 AM - 12:20 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE Google Data Disclosure Policies Cathy McGoff 
Google 

102 LECTURE 
The Path of Child Sex Abuse 

Images: From Victimization to 
Restitution 

Erin Wickersham 
NCMEC 

103 LECTURE 
Nuix and NetClean, A Partnership 

to Attack the Child Exploitation 
Quandry 

Tim Moniot 
Nuix 
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104 SANS 
LECTURE 

Smartphone Forensics - Third 
Party Application 

(SANSFOR585) 

Det. Cindy Murphy 
Madison Police Department 

105/106 CELLEBRITE 
LAB 

Processing JTAG Extractions with 
Dedicated Chains 

Martin Garcia 
Cellebrite 

107 LAB Using Tools to Facilitate Your 
Online Ads Investigation 

Lt. Chad Gremillion 
Louisiana State Police 

108 LAB Undercover Operations & Policies Todd Shipley 
Vere Software 

111 NCMEC 
LAB 

Child Victim Identification 
Program 

(CVIP) 
NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations 

(BNII) (Part 3 of 4) 

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB Social Media Investigative Tools Mark Bowser & John Sedoski 

NW3C 

115 SEARCH 
LAB 

Introduction to Mobile Device 
Data Recovery (Part 3 of 3) 

Timothy Lott & Lauren Wagner 
SEARCH 

116 SEARCH 
LAB 

Introduction to Windows Forensic 
Environment (WinFE) (Part 3 of 3) 

Chris Armstrong & Dean Chatfield 
SEARCH 

117 MICROSOFT Fighting Online Child Exploitation: 
PhotoDNA and Project Vic 

Craig Schmidt 
Microsoft 

Eric Zimmerman 
Federal Bureau of Investigation 

201 
DME 

FORENSICS 
LAB 

Recovering Deleted Video from 
CCTV DVRs – Without the DVR 

(Hands-On) (Part 1 of 2) 

Jimmy Schroering & Tyler Schlecht 
DME FORENSICS 

204 
3-Day 

PROSECUTOR 
CERT. 

Witness Prep Jeanne Vaughan 
Mississippi Attorney General’s Office 

213 MDEC MDEC Handler Certification Massachusetts Digital Evidence 
Consortium 
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LUNCH - FEATURED SPEAKER 
 

LIGHTNING TALK MODERATED BY ROB LEE, SANS 
A 360 SECOND DISCUSSION OF THE HOTTEST CYBER CRIME TOPICS YOU NEED TO KNOW ABOUT 

 
TIFFANY BALLROOM - 12:30 PM - 1:45 PM 

BREAKOUT SESSION 12 - 2:15 PM - 3:30 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE 
(PANEL) Social Media Panel 

Abigail Abraham 
AOL 

Andrea Kirkpatrick 
Facebook, Instagram 

Nicole Jones 
Google 

102 LECTURE 
Top 5 Changes in Online 

Investigations: What Investigators 
Need to Know 

Lt. Chuck Cohen 
Indiana State Police 

103 LECTURE JTAG, Chip-off and ISP - A One-
Hour Overview 

Bill Teel 
Teel Technologies 

104 SANS 
LECTURE 

Rapid Timeline Analysis using 
Plaso 

(SANS FOR508) 

Rob Lee 
SANS 

105/106 CELLEBRITE 
LAB 

CCME Exam Prep 
(Part 1 of 2) 

Danny Garcia & Martin Garcia 
Cellebrite 

107 LAB RoundUp eMule Forensic Artifacts Joseph Versace 
Ontario Provincial Police 

108 LAB 
ShellBags Explorer/Registry 

Explorer: Understanding and 
Leveraging its Contents 

Eric Zimmerman 
Federal Bureau of Investigations 

111 NCMEC 
LAB 

Child Victim Identification 
Program 

(CVIP) 
NCMEC 

112 NW3C 
LAB 

Basic Network Intrusion 
Investigations 

(BNII) (Part 4 of 4) 

Cynthia Gonnella & Michael Stern 
NW3C 

113 NW3C 
LAB 

Social Media and Legal 
Documentation 

Mark Bowser & John Sedoski 
NW3C 

117 MICROSOFT MICROSOFT DEVICE BAR MICROSOFT 
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201 
DME 

FORENSICS 
LAB 

Recovering Deleted Video from 
CCTV DVRs – Without the DVR 

(Hands-On) (Part 2 of 2) 

Jimmy Schroering & Tyler Schlecht 
DME FORENSICS 

204 
3-Day 

PROSECUTOR 
CERT. 

Trial Demo - Live Direct and Cross 
of Digital Forensic Expert 

Howard Wise 
Ventura County District Attorney’s Office 

David Haslett 
Illinois Attorney General’s Office 

Det. Cindy Murphy 
Madison Police Department 

213 MDEC MDEC Handler Certification Massachusetts Digital Evidence 
Consortium 

BREAKOUT SESSION 13 - 3:45 PM - 5:00 PM 

ROOM SESSION TOPIC PRESENTER 

101 LECTURE Online Terrorism of Women in the 
Tech Industry Brianna Wu 

102 LECTURE Introduction to Backpage.com Lt. Chad Gremillion 
Louisiana State Police 

103 LECTURE Hidden Challenges with the Cloud Stephen Ramey 
Navigant 

104 SANS 
LECTURE 

Rapid Response and Data 
Collection - Triage for the Real 

World 

Rob Lee 
SANS 

105/106 CELLEBRITE 
LAB 

CCME Exam Prep 
(Part 2 of 2) 

Danny Garcia & Martin Garcia 
Cellebrite 

107 LAB RoundUp Ares Forensic Artifacts Joseph Versace 
Ontario Provincial Police 

108 LAB 
osTriage: Improving Workflow 
from the Field to the Lab and 

Beyond 

Eric Zimmerman 
Federal Bureau of Investigations 

111 NCMEC 
LAB 

Child Victim Identification 
Program 

(CVIP) 
NCMEC 

112 NW3C 
LAB JTAG Forensics Mark Bowser 

NW3C 

113 NW3C 
LAB Social Media Investigative Tools John Sedoski 

NW3C 

117 MICROSOFT MICROSOFT DEVICE BAR MICROSOFT 
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201 
DME 

FORENSICS 
LAB 

Digital & Multimedia Evidence 
Legal Considerations 

Jimmy Schroering 
DME Forensics 

204 
3-Day 

PROSECUTOR 
CERT. 

Trial Demo - Live Direct and Cross 
of Digital Forensic Expert 

Howard Wise 
Ventura County District Attorney’s Office 

David Haslett 
Illinois Attorney General’s Office 

Det. Cindy Murphy 
Madison Police Department 

213 MDEC MDEC Handler Certification Massachusetts Digital Evidence 
Consortium 

CONFERENCE ADJOURNS - 5:00 PM 

 


