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[bookmark: _Toc238016731][bookmark: _Toc438127608]Purpose & Scope
The purpose of this document is to describe MassIT’s Product offerings for backup and recovery support.

[bookmark: _Toc238016732][bookmark: _Toc438127609]Document Ownership
This document is owned by the Product Manager for Backup and Recovery:
Mike Motta
Mike.motta@state.ma.us
Backup and Recovery Manager

This document is reviewed and approved by the Director of Operations:
Ron Thompson
ron.thompson@state.ma.us
Operations Director
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Product Offerings

MassIT's Backup and Recovery Product offering  provides backup and recovery for mission critical data for fully managed (distributed and mainframe) and co-located systems.  Using CommVault Simpana software, Open Systems application data is backed up to a centralized storage facility.  Mainframe data backups are performed using Innovations Data Processing FDR, Sun Microsystems EXHPD and Computer Associates CA Disk backup products.  Once all data is backed up to the central storage facility, data is encrypted and sent offsite as determined by customer requirements.


[bookmark: _Toc238016734][bookmark: _Toc438127611]Data Backup and Recovery

Backup for Distributed Hosts 
MassIT’s Backup and Recovery includes multiple levels and configuration options for backup and recovery.  MassIT works with each customer to determine backup and retention requirements and then configures the backup and retention services with the appropriate parameters to meet the customer’s requirements.  All backup tapes are stored off site as specified by the customer requested retention period.
Backup Cycle: 
Full backups can be scheduled Daily, Weekly, Monthly, Quarterly, etc.
Incremental backups can be scheduled every day except on the day the full backup is performed.
Retention Period Options: 
Backup tapes are sent off-site, based on the customer’s required retention period.  
Standard retention periods include 15 days, 30 days, and 90 days. Retentions greater than 90 days can be accommodated on request.   
If retentions are not supplied by the customer the default retentions will be used. 90 days for Production Data, 30 Days for Non Production data.

Filtered Files and File Extensions 
By default the following files/extensions are filtered from a standard backup, these files/extensions can be backed up on request:


Recovery/Restore for Distributed Hosts
Data restores from backups are initiated and completed by MassIT’s system administrators.  The majority of data restores are disk based. In the event that data needs to be restored from tape, a request for the appropriate backup media is sent to the MassIT backup administrator for data retrieval.  Once the media is available for restore, the MassIT hosting system administrator is notified and the restore can continue. 
If the restore is to be performed for a non-MassIT managed or a co-located host, the restore will be jointly performed by the customer and MassIT’s backup administrator.
A standard restore from disk can be initiated immediately, depending on how much data needs to be restored, the entire process can usually be completed within an hour. Restores from tape require a 24 hour turnaround time, due to the fact that backup tapes are stored off site. If customers are requesting off-site tapes on an immediate basis, there is a minimum three hour turnaround.


Backup for Mainframe
There is only one level of support for mainframe backup. Full backups are performed weekly.  Incremental backups are performed daily. Both on-site and offsite copies are created simultaneously.
The mainframe customer’s administrator initiates point-in-time backups directly without MassIT’s backup administrator’s involvement. Weekly full and incremental backups (and restores) are managed by the MassIT system administrators.  Mainframe full backups are retained for 3 weeks and incremental backups are retained for 15 days.
Data Encryption
Before any tapes are moved offsite they must be encrypted.  MassIT uses AES (Advanced Encryption Standard) 256 bit encryption.  The encryption keys are managed by four key management appliances: two appliances are located at MITC and two are located at the MITC Springfield datacenter.

Any restores involving encrypted data stored off site will be decrypted and restored at MITC.  All data in transit to and from Iron Mountain (MassIT’s offsite tape storage vendor) will be encrypted.  MassIT conforms to the U.S. Government standard that AES 256 bit encryption is suitable for data considered “top secret”.

Please note: At this time, MassIT does not offer archiving services. 
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· Commvault Simpana CommCell (Server)
· Commvault Simpana Client Agent
· Commvault Simpana Database Support Module (Oracle, SQL Server)
· Hitachi AMS 2300 Adaptable Modular Storage
· Sun Storage Tek SL8500 Tape Library Units with:
· LTO4 mid-range tape drive units
· Key Management Service (KMS) for distributed hosting
2 Key Management Appliances (KMAs) in MITC and two are in SDC
· IBM 9840C mainframe tape drive units
· Sun Storage Tek ACSLS TLU Management Station (distributed at end-of-life)
· Sun Storage Tek Powderhorn Tape Silo Units (mainframe at end-of-life)
· IBM 9840C tape drive units
· IBM 36-track tape drive units
· Innovation Data Processing FDR Backup software
· Sun EXHPD Backup Volume Manager
· Computer Associates CA Disk Backup Software
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The table below outlines the Backup and Recovery support standards to maintain a viable production environment with high availability data.

	Service Requirement
	Description

	Service Availability
	Service availability hours are 24x7x52. 

	Incident Management*
	MassIT Service Management Office has standard processes for managing incidents, requests and changes.

	Request Fulfillment*
	Staff will respond to service requests during the hours of 8:00 am to 5:00 pm Monday though Friday excluding holidays. 

	Maintenance
	Planned maintenance occurs weekly on Wednesdays 8:00 am – 2:30 pm.  Ad hoc maintenance is scheduled through Change Control and customers are notified as part of the change (e.g. firmware updates to tape drives).


*Incidents, requests, or changes that are outside the scope of the defined service description or normal service hours will be direct charged to the customer.
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The following reporting information is provided to customers as part of this service:
	Report
	Description
	Reporting Interval

	Backup Success/Failure Reports
	This is a summary of successful and unsuccessful backup jobs, by server.
	Daily upon request via email to CommonHelp. 
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	COMiT Service Request
	Description
	 Lead Time-Business Days

	Request a New Backup Job for a Distributed Host
	This request is to create a new backup job for an existing system or IT Solution (application).  Full and incremental backups are scheduled based on customer request.  This service requests includes :
· Configure a backup schedule for a new host
	14 Days

	Modify an Existing Backup Job for a Distributed Host
	This request is to modify an existing backup job for a specific system or IT Solution (application).  Services supported by this request include deleting a backup job or changing an IP addresses or host name. This service request includes:
· Modify a backup schedule for an existing host. 
· Delete a distributed host's backup schedule.
· Request a file restore.
· Recall tapes from off-site for data restore.
	
2 Days

	Mainframe Services
	This request is to add, remove or restore a mainframe backup of an application (including databases).  This service includes:
· Recall tapes from offsite for data restore. 
	
½ Day-2 Days

	Database Restore
	This request is to restore a database.
	2 Days

	File System Restore
	This request is to restore a file system. 
	2 Days
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	Performance
	Description
	Measurements 

	Not available at this time. 
	 
	 






	Availability
	Description
	Measurements

	CommVault Availability
	CommVault availability excluding planned maintenance.
	96%
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This section describes scope of responsibility for both customers and MassIT in order to provide the defined service. This section will be included in a customer Service Level Objective (SLO).

[bookmark: _Toc238016740][bookmark: _Toc438127618]Summary Customer and MassIT Responsibilities
This section describes the scope of responsibility for MassIT and customers for Backup and Recovery services. 
The customer will procure licenses for all application hosts and is also responsible for verifying that backups are executing according to schedule.

	Responsibilities
	Customer  
	MassIT

	Define and publish backup schedules
	
	X

	Identify backup requirements
	X
	

	Define and publish data retention periods
	
	X

	Identify retention requirements
	X
	

	Manage standard backup procedures
	
	X

	Manage offsite tape activities
	
	X

	Publish notifications of backup infrastructure OS and backup product compatibility updates and refreshes as needed.
	
	X

	Verify application data backup  is successful (as scheduled); troubleshoot all failures to resolution
	X
	X

	Verify backups of host data are executing according to approved schedule
	 
	X

	Verify the integrity of the application data restored from backups 
	X
	

	 Provide and publish standard maintenance windows and administrator support for infrastructure upgrades (hardware and software), product refreshes and repairs as required
	
	X

	Provide daily backup success/failure reports for customer review
	
	X

	Define configuration standards for connectivity to the backup and recovery infrastructure for distributed hosts
	
	X

	Co-location:
	
	 

	Install and configure application host with appropriate hardware, software and licenses and verify connectivity to network and storage services
	X
	

	Manage restore activities 
	
	X


[bookmark: _Toc238016742]
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For more information on Chargeback cost for this product including cost detail including an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.
 Note: The above is based upon a federally approved algorithm used for distribution among rates.
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	Service
	Method
	Data Collector 
	Data Source
	Units Measured
	Frequency
	Time
frame

	Backup and Recovery
	Push
	Networker Report
	Legato Client
	SAN Storage
	Weekly
	Monday

	Backup and Recovery
	Push
	Iron Mountain Tape Storage Report
	Legato Client
	# Tapes 
	Monthly
	Day 5
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