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[bookmark: _Toc238018382][bookmark: _Toc438130704]Purpose & Scope
The purpose of this document is to describe MassIT’s Product offerings for Database Hosting.  

[bookmark: _Toc238018383][bookmark: _Toc438130705]Document Ownership
This document is owned by the Product Manager for Database Hosting:
Tom Ferrari
tom.ferrari@state.ma.us
MassIT Database Hosting Services

This document is reviewed and approved by the Line of Business Director for MassIT Data Services:
Rick Herbert
rick.herbert@state.ma.us
MassIT Data Services Line of Business

[bookmark: _Toc238018384][bookmark: _Toc438130706]
Product Offerings
[bookmark: _Toc238018385][bookmark: _Toc438130707]Description of Product
[bookmark: _Toc238018386]MassIT provides reliable, centrally managed Adabas, Oracle and SQL Server database hosting technology for Commonwealth of Massachusetts applications. 

This Product Offering includes:
Database Software Installation and upgrade
· Responsible for installation of the database software and tools.  
· Responsible for applying patches and bug fixes and for performing major version upgrades.

Database System Configuration
· Work with the MassIT SAN group and the host system administrator to get the initial database system storage allocated based on database storage best practices. 
· Work with the application data owners to determine future storage needs. 
· Create the database instance. 
· Create the database tablespaces. 
· Create the database schema owners. 
· Grant database system privileges to application owners. 
· Manage the database instance configuration settings, including the amount of server memory and how it is allocated.  
· Control and monitor the number of concurrent user connections (Oracle license compliance). 
· Work with the host system administrators to configure server kernel parameters and O.S. patches.

Database Systems Maintenance
· Administration and maintenance of databases to ensure that each hosted database is reliable, performing and available during the defined target availability hours. 
· Apply critical patches as needed.

Database Systems Support & Monitoring
· Ensure databases and logs are sized properly. 
· Add and configure new storage as required. 
· Escalate system database software problems to vendor for resolution. 
· Proactive monitoring of database with MassIT standard monitoring tools. 
· Execute the necessary parameter adjustments to the system configuration settings for performance optimization.
· Responsive support to unscheduled service outages in a timely manner. 
· Provision of diagnostic information to assist with customer application support needs.

Database Systems Backup & Recovery
· Design and implement a backup strategy to meet the customer defined recovery time objective. 
· Automate and monitor the backups.
· Periodic testing of recovery strategy.

This service does not include:
· Coverage for Disaster Recovery. 
· SQL performance and tuning. 
· Access to database as "SYSDBA" or "SA". 
· Data replication. 
· Advanced security options such as row level security, encryption and LDAP authentication.

Oracle Universal Licensing Agreements (ULA):
On August 31, 2009, the Commonwealth entered into a series of Universal Licensing Agreements (ULA’s) with Oracle that, as a whole, will significantly reduce the prices paid by Commonwealth entities for Oracle products.  Customers hosting new Oracle applications with MassIT and receiving full managed hosting services can benefit from MassIT’s ULA participation. See Oracle ULA to learn more about this agreement, products and pricing. 


[bookmark: _Toc438130708]Supported Versions of Product Components
The following Database Operating Systems are supported:

· Oracle 10g and above.
· Microsoft SQLServer 2005 and above. 
· SoftwareAG Adabas V813 and above.

[bookmark: _Toc238018387][bookmark: _Toc438130709]Service Targets

	Service Component
	Description

	Planned Maintenance 
	Database maintenance is performed on an ad-hoc basis to apply security or database patches based on customer requests. 

	Request fulfillment*
	Staff will respond to service request during the hours of 7:00am- 5:00pm Monday though Friday excluding holidays. Customers can make requests through COMIT.

Emergency requests are approved by authorized customer contacts and must be opened as incidents to ensure they are acted on immediately out of normal business hours.  

	Incident management*
	MassIT Service Management Office has standard processes to manage incidents, request and changes.



*Incidents, requests or changes that are outside the scope of the defined service description or normal service hours will be direct charged to customers.  


[bookmark: _Toc438130710]Product Reporting 
The following reporting information is provided to customers as part of this service:

	Report
	Description
	Reporting Interval

	Oracle AWR reports
	AWR/Statspack reports provide a method for evaluating the relative performance of a Database.
	HTML report  or automated text file through the Oracle Team

	Oracle ADDM reports
	ADDM is able to holistically analyze the system, identify the major problem in the system (not the symptoms), and recommend corrective action. 
	HTML report  or automated text file through the Oracle Team

	Oracle Trace logs
	Trace files generated by user Database sessions.
	Upon request through the Oracle Team or by direct access.

	OEM grid control monitoring alerts
	Any monitored alerts by Database for warnings or critical failures.
	Upon request through the Oracle Team or by direct access.



[bookmark: _Toc238018389][bookmark: _Toc438130711]Service Requests
A listing of typical requests a customer may request specific to this service. For example, if a customer uses Storage service, they may have a request to add more storage. Much of this information today can be taken from standard requests that exist in COMIT. Every standard request in COMIT needs to map back to a service offering. 

	COMiT Service Request
	Description
	Lead Time Business Days

	Adabas New Database
	This request is to create a new Adabas database.
	3-5 Days

	Adabas Modification
	This request is for Adabas database maintenance for production and development requests. 
	3-5 Days

	Adabas Natural Buffer Pool Refresh
	This request is to refresh a Natural Object or Library after a Natural Program has been moved to production via the Natural Migrate System - either N2O or SYSMAIN.
	
3-5 Days

	Oracle New Database
	This request is to create a new Oracle database.
	3-5 Days

	Oracle Database Modification
	This request is for Oracle database maintenance for production and development requests.
	3-5 Days

	SQL New Database
	This request is to create a new SQL database.
	3-5 Days

	SQL Server Database Modification
	This request is for SQL Server database maintenance for production and development requests.
	3-5 Days




[bookmark: _Toc384648462][bookmark: _Toc394654871][bookmark: _Toc438130712]2.6 Metrics Reporting 

	Performance
	Description
	Measurements 

	 Based on application requirements
	Based on application SQL performance.
	Application SQL performance





	Availability
	Description
	Measurements

	 Based on application requirements
	Tivoli checks the database availability every 10 minutes.
	Tivoli alert





[bookmark: _Toc214100267][bookmark: _Toc238018390][bookmark: _Toc438130713]Customer vs. MassIT Responsibilities
This section describes scope of responsibility for both customers and MassIT in relation to providing the defined service. 
[bookmark: _Toc238018391][bookmark: _Toc438130714]Summary Customer Responsibilities
Customer Responsibilities include but are not limited to:
The customer will purchase Oracle licensing through the BAR process and define requirements for the Database.  The customer will provide first level support for Database issues and coordinate activities for moving code from dev/test to production via the Change Management process. 


[bookmark: m_customer_detail][bookmark: _Toc238018392][bookmark: _Toc438130715]Detail Customer VS. MassIT Responsibilities

3.2.1  Database Installation and Configuration
Database installation and configuration are basically the requirements needed to install and configure the Database with the application.  The customer or data owner needs to provide these requirements and the MassIT DBA will implement the requirements.

	Responsibilities
	Customer
	MassIT

	Purchase the initial Oracle Licensing through MassIT BAR process.
	X
	X

	Application requirements for the Database.
	X
	

	Data security requirements.
	X
	

	Data backup and retention requirements.
	X
	

	Data archive and purge requirements.
	X
	

	Data recovery time objective.
	X
	

	Implementation of the requirements
	X
	X




[bookmark: _Toc95645630]3.2.2  Database Operations
Database Operations provide first level incident determination and resolution for Database software on a 24x7x365 basis.

	Responsibilities
	Customer
	MassIT

	Provide first level support for Database software.
	
	X

	Provide first level support for application issues with the Database.
	X
	

	Monitor status of Database systems as defined by customer
	
	X

	Develop and document standards and acceptance criteria to promote applications Database changes from development and/or test into production.
	X
	

	Coordinate activities for moving code from development and/or test environments to production via Change Management process
	X
	

	Execute activities to support releases to production via Change management process for Database Management
	
	X




3.2.3 Database Monitoring and Fault Management
Server Monitoring and Fault Management provides 24x7x365 support for the fault management of the customer’s Databases in the MassIT data center by performing monitoring, troubleshooting and testing activities necessary to restore any disruption to the Database services.

	Responsibilities
	Customer
	MassIT

	Define requirements for Database monitoring
	X
	X

	Implement Database monitoring tool.
	
	X

	Monitor Database software environment on a 24x7x365 basis
	
	X

	Monitor and respond to application Database alerts and events per incident management process
	X
	X

	Monitor and respond to system Database alerts and events per incident management process
	
	X






3.2.4  Database Performance and Capacity Management
Database Performance Management includes monitoring, measuring, analyzing and reporting Database performance.  Server Capacity Management includes the development and maintenance of tactical and strategic plans to verify that the computing environments meet Customer’s growing or changing business requirements.

	Responsibilities
	Customer  
	MassIT

	Provide Customer deployment plans and user growth forecasts
	X
	

	Define requirements for performance/capacity planning monitoring tools 
	X
	

	Implement and maintain tools for performance/capacity planning and management 
	
	X

	Define performance indicators and establish thresholds to monitor Database performance against indicators
	X
	

	Communicate Future Architecture Strategy and impact on Capacity Planning
	X
	

	Provide analysis and report on Database performance trends and exceptions
	X
	

	Recommend corrective action to resolve Database performance and capacity problems
	X
	X

	Implement corrective actions approved by the Change Management process
	X
	X




[bookmark: _Toc95645634][bookmark: _Toc214100274]3.2.5  Database Maintenance
Database Server Maintenance includes patching Database software during a standard maintenance window. A standard maintenance window agreed to by MassIT and the customer. Emergency maintenance may be performed during a nonstandard maintenance window at a time approved by MassIT and the customer.

	Responsibilities
	Customer  
	MassIT

	Coordinate and schedule maintenance activities with customer Change Management process
	X
	X

	Install Database security patches
	
	X



[bookmark: _Toc95645657]
3.2.6  Database Backup and Recovery
A full database backup is performed on a weekly basis and incremental transaction log backups are performed daily. Backup data is stored on the database server and a backup to tape is also performed.  Non-production databases may or may not be in transactions log mode (this is based on customer request).  Standard backup schedules are subject to change based on the customer requirements.  


	Responsibilities
	Customer  
	MassIT

	Produce database backup and recovery requirements
	X
	

	Implement whole database backups.
	
	X

	Recover whole database from MassIT implemented backups.
	
	X

	Database subset data backup.*
	X
	

	Database subset data recovery.*
	X
	



*Tools for backing up subsets of data are provided natively with the database client software or customer might choose to use SQL DDL and DML to back up data in the database.
3.2.7 Database Access Rights and Control
Database Access Rights and Control describes the authority granted to the customer for Database management tools.

	Responsibilities
	Customer
	MassIT

	Maintain tools for Database management
	
	X

	Provide access to privilege ID on an as needed basis for assistance in troubleshooting.
	
	X

	Provide access to Database management tools for alerts and warnings
	
	X

	Assumptions

	Oracle “sysdba” and SQLServer “SA” will not be given out to the customer.


[bookmark: _Toc238018393]


[bookmark: _Toc438130716]5. Chargeback Rate Information
For an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage. 
Oracle Enterprise Server (*Oracle Enterprise SV530) and SQL Advanced Server (*SQL Standard SV520): 
These environments support users requiring dedicated database server resources and can support multiple databases as determined by the server configuration. For example: These environments support high transaction, heavy batch applications with long running queries. 
Oracle Shared Server (**Oracle Cluster SV570) and SQL Shared Server (**SQL Cluster SV560): 
These environments support customers within a shared database server.  For example: These environments support small applications with low I/O requirements and minimal users.





		Page 10 of 10
image1.png




