What is PCI?
Overview
PCI is the Payment Card Industry Security Standards Council or PCI SSC.*  This council maintains and manages the PCI Security Standards, which include the Data Security Standard (DSS), Payment Application Data Security Standard (PA-DSS), and PIN Transaction Security (PTS) Requirements.
Per the Comptroller of the Commonwealth “Payment Card Industry (PCI) Data Security Standard Compliance is an annual, ongoing, mandatory process for all Commonwealth Entities Accepting Electronic Payments” **
	All Commonwealth entities that process, transmit, or store credit card payment data (internally or through a 3rd party processor) through ANY means (lockbox, mail, cashier window, point-of-sale (POS) swipe or keypad device, telephone, interactive voice response(IVR) systems, or web application) must certify and attest annually that the department is PCI compliant (on or before their compliance anniversary date).  In addition, Commonwealth entities must address security of all payments data including EFT and ACH transactions using the PCI DSS.


ITD Roles and Responsibilities
[bookmark: _GoBack]The Information Technology Division (ITD) is primarily involved and responsible for ensuring that it is in compliance with the Data Security Standard (DSS).  The standard includes 12 requirements for any business that stores, processes, or transmits payment cardholder data. These requirements specify the framework for a secure payments environment; for purposes of PCI compliance, there are three steps: Assess, Remediate, and Report. 
ITD as defined by PCI-SSC is a Service Provider.  This is a business entity that is not a payment brand, directly involved in the processing, storage, or transmission of cardholder data. This also includes companies that provide services that control or could impact the security of cardholder data.  ITD acts as a central IT service organization (e.g. network, hardware, and application services and hosting) for Commonwealth state agencies.
Compliance with the PCI-DSS can be done by the completion of an annual PCI Self-Assessment Questionnaire (SAQ).  This SAQ and an Attestation of Compliance (AOC) are provided to the Commonwealth’s acquiring bank which is Bank of America.
Beginning in Fiscal Year 2012 ITD will be utilizing the services of a PCI-SSC Qualified Security Assessor (QSA) to provide an on-site PCI-DSS validation.  The validation will result in the QSA issuing a Report on Compliance (ROC) to ITD.  This ROC and the associated Attestation of Compliance (AOC) will be provided to the Commonwealth’s acquiring bank which is Bank of America.
Cost Funding
Epay agencies will receive a direct charge based on percentage of total Epay transactions performed by the agency.
Non-Epay agencies will receive a direct charge based on the actual costs ITD incurs in order to meet the PCI DSS submission requirements.
  
* https://www.pcisecuritystandards.org/
** Comptroller FY2010-26
