Transferring Bank Match Files to the Massachusetts Department of Revenue

The Massachusetts Department of Revenue supports two mechanisms for transferring
Bank Match files with its business partners: (1) SSH/SFTP, and (2) web-based (HTTPS).
To use either mechanism you will first need to ensure you are registered as a WebFile
for Business customer.

Registration Process

You may or may not be registered to use WebFile for Business. Choose the situation
below that best matches your current registration status with our WebFile for Business
application.

My Company is Not Registered With WebFile for Business
To register as a Professional Tax Preparer:

° Go to our WebFile for Business home page at https://wfb.dor.state.ma.us/webfile/business

e Click on Register Now
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Online Services for Businesses, Trusts and Organizations
Register File & Pay Your Profile

Register your business File tax returns, make payments Manage your tax profile
organization with the and fulfill reporting obligations. including updating your
Massachusetts Depa nt View the status of payments, business address, locations,

of Revenue and get sighted. returns and more. registered tax types and more.

Connect

Authorize your licensed

tax professional to fulfill
your electronic filing
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Register Now Take the Tour
Togln
Getting Started in Massachusetts |
Get a Tax ID Small Business Workshops User Name |
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Online Services
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Registration

The following screens will direct you to the correct registration. Please select one of the statements provided, \ B e I L IO
and click on the NEXT button to continue.

Return to login

Check an my registration skatus
Select one of the statements below.
Learn more

1 am a Professional Tax Preparer, andjor a Bulk File Trarsmitter,
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T arnregistering to file, pay taxes or submit rew hire reports for my compary only, ‘ =4
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I arnregistering to submit Liguor whiolesaler Retail Data,
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Contact Us

Select | would like to register my business to bulk file returns and payments on behalf

of my clients with Massachusetts tax obligations
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Registration

Select one of the statements below.

My business is obligated to filefpay business taxes to the Massachusetts Department of Revenue. | also Tilefpay
husiness taxes an behalf of my clients who have Massachusetts tax obligations.

My business isnot obligated to filefpay business taxes to the Massachusetts Department of Revenue. | filefpay
husiness taxes anly on behalf of my clientswho have Massachuszetts tax obligations.

® | would like to register my husiness to bulk file returns and pay ments an behalf of my clientswith Massachusetts

tax obligations.




e Fill out the PTP Registration Form
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PTP Registration Form e
More lniormatio!
Please fill out this form to register as a Professional Tax Preparer, allowing you to file and pay taxes on behalf l e - -
of your clients. This registration form will not allow you to file/pay your own business taxes. If you are a Return to login

business with obligation to pay Massachusetts taxes, you should choose one of the other business registration

. ) ) ; ] . Check jstration statu
options. Click Here to review the other registration options. SLSLILISLEIEL LIRS

Learn more
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What happens after I register as a
Professional Tax Preparer (FTF)?

Tax ID

Bulk File Option This option allows you to upload flles containing multiple tax
documents (such as withholding returns and payments, wage Site Index
reports, and W-2 files, etc). The bulk fie option is a very powerful Contact Us
feature of the site that we recommend to all Professional Tax
Preparers. The specifications for all bulk file formats are located within
the site.

Uncheck this option if you do not want the ability to upload bulk files.

Public Registration This option wil list your service company in the directory of
Professional Tax Preparers available only in the WebFile for Business
site. Registered businesses can find your service company in the list
and select it as their Professional Tax Preparer.

Uncheck this option if you do not want your service company to
appear in the WebFile for Business Professional Tax Preparer
directory.

ERO EFIN

If you are an Electronic Forms Originator, enter you EFIN here. A valid
EFIM will allow you to declare Power of Attorney for income tax
clients on the Web Services for Income system. Leave this field blank
if you do not have an EFIM.

Business Name
Address Type @& Within USA

" Qutside USA

Address

(PO Box is not acceptable.)
City
State [ Zip Code MA - L

User Information

First Name

1 act Mama

When your registration request is approved, you will receive an email. Approval may
take up to a full day, as each registration is manually reviewed.



My Company is Registered as a Taxpayer, But Not as a PTP

First, update your company as Professional Tax Preparer before requesting bulk filer
status.

e Goto our WebFile for Business home page at https://wfb.dor.state.ma.us/webfile/business

and login

e Click on Administer My Account
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Welcome
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You are logged in as John Taxpayer.

This is your personalized WebFile for Business page, customized with the features available to you. Your Company
Widgets Inc
Report New Hires View Upload History 000000001
Report newly hired, rehired employees, or Review upload history and status of uploaded files. | e AL

independent contractors you have hired, and

employee status changes. \ (GegHElp)
Upload Bulk Files Healthcare Reporting Site Index
Upload W-2 forms, New Hire report, k Match and  Upload 1099-HC forms. contact U

on S

other DOR supported file types.

Administer My Account Select a Client

Review or modify your preparer status, bank Access your client’s information and work on their
accounts, payment options or authorized users. behalf. Register a Power of Attorney client.
Check Request Status Manage Registration

Check on the status of a request you've previously Manage your user and taxpayer registration.
submitted.

Certificate of Good Standing Annual Certification of Entity Tax

Click here to request a Certificate of Good Standing.  Status
Corparations, LLCs, partnerships and ather entities

must file annually to certify tax status for listing in the
Corporations Book. (G.L. c. 58, § 2)
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https://wfb.dor.state.ma.us/webfile/business

e Click on Manage Preparer Status
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Manage Account
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Manage Preparer Status

Unregister as a Professional Tax Preparer (PTP), or update your account information. Unregistering will close this Your Company

account. Widgets Inc

Manage My Clients 000000001

Perform work on behalf of your clients. | Select A Client I
Manage Bank Accounts e

Add or delete bank accounts you use to pay taxes and bills. GEREH LD

Update Authorized Account Users Site Index

Add, edit or delete authorized user who can work with your clients. Contact Us

Web Browsers Contact Us Site Policies

014 Commonwealth of Massachusetts




e Fill out Manage Professional Tax Preparer Status and click Update
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Manage Professional Tax Preparer Status
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To update your contact information, make the appropriate changes in the form below and then click on the
"Update” button. To unregister your organization as a Professional Tax Preparer (PTP). click the "Unregister”

. . . R - . . . Your Com,
button. Unregistering will terminate your association with your clients as well as notify them of the change. pany
Widgets Inc
) 000000001

Widgets Inc :

000000001 | Select A Client

Primary Contact Name \31":!”&;—_]&”‘;“-1“ a1om

Phone Number Return to my home

N - Add, update, delete or change

Public Registration ["] This option will list yaur service company in the directory of Professional Tax passwords for authorized
Preparers available only in the WebFile for Business site, Registered businesses can administrators of my Service
find your service company in the list and select it as their Professional Tax Preparer. Company

Review, update or dose account
Uncheck this option if you do not want your service company to appear in the WebFile | information

for Business Professional Tax Preparer directory.
ERO EFIN (GenHelp]

A valid EFIN will allow you to dedare Power of Attorney for income tax dients on the Site Index
Web Services for Income system. Leave this field blank if you do not have an EFIM.

Contact U
Current POA status is: Not Approved ontactUs

Address
Address Type % Within USA
™ Qutside USA
Address
(PO Box is nat acceptable.)
City
State [ Zip Code MA = L

Bulk Transmitter Information

View or change Secure Shell (S5H) Public Certificates

Update | | Unregister
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You will now request bulk filer status.

e Goto our WebFile for Business home page at https://wfb.dor.state.ma.us/webfile/business

and login


https://wfb.dor.state.ma.us/webfile/business

e Under the Get Help section on the right, click on Contact Us

Department of Revenue
WebFile for Business

Home File and Pay | View Tax History/ Activity

DEMO MODE

Welcome

You are logged in as John Taxpayer.

'uumru

Submit Reports Manage Registration

This is your personalized WebFile for Business page, custormized with the features available to you.

File, Pay or Amend Returns

Use this feature to File, Pay or Amend tax returns.

Einancial Reports
Upload W-2 forms, 10939 forms and Bank Match
repors.

Healthcare Reporting
Upload 1093-HC forms.

Check Request Status
Check on the status of a request you've previously
submitted.

Certificate of Good Standing

Click here to request a Certificate of Good Standing.

Annual Certification of Entity Tax
Status

Corporations, LLCs, partnerships and other entities
must file annually to cerify tax status for listing in
the Corporations Book. (G.L. c. 58, §2)

Make a Bill Payment

Use this feature to pay any bill you have received
fromthe DOR using your credit card, checking or
savings account.

Report New Hires

Report newly hired, rehired employees, or
independent contractors you have hired, and
employee status changes.

Administer My Account
Review or modify your preparer status, bank
accounts, payment options ar authorized users.

Mahage Reqistration

Manage your user and taxpayer registration.

Tobacco Retailer Licenses
Request a new license or renew an existing license.

Web Browsers

Manage Account

Log Off

Hide Calumin ﬂ
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¥ our Company
Widgebs1, Inc.
FFE00069L
Current Role

Business &drministrakor

| Change Your Role
‘ e :HL;,

Sibe Indesx

Contact Us

Contact Us Sita Polides




e Inthe drop down, select Bulk Filing
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Thank You for Your Questions or Feedback \ Y OULISESE10T!
This form can be used to ask questions regarding your business filing needs. You must retrieve our secure Your Compan
response by clicking on the "Check Request Status” link on the home page. pany
ADP
Select a Category 778000005
Bulk Filing v | Select A Client
\ (GetHElp!
Select an Entity —
If your question is regarding a specific business, please select the business from the list of businesses you are Bl
authorized to work with, Contact Us
778000005 v

Enter Question

e Request Bulk Filer status in the “Enter Question” box
You will receive an e-mail when your request for Bulk File status has been approved.

My Company is Registered as a PTP But Without Bulk Filer Option

To upgrade your status to Bulk Filer option:

e Goto our WebFile for Business home page at :

https://wfb.dor.state.ma.us/webfile/business and log in


https://wfb.dor.state.ma.us/webfile/business

e Under the Get Help section on the right, click on Contact Us
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Home File and Pay | View Tax History/ Activity

DEMO MODE

Welcome

You are logged in as John Taxpayer.
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Submit Reports Manage Registration

This is your personalized WebFile for Business page, custormized with the features available to you.

File, Pay or Amend Returns

Use this feature to File, Pay or Amend tax returns.

Einancial Reports
Upload W-2 forms, 10939 forms and Bank Match
repors.

Healthcare Reporting
Upload 1093-HC forms.

Check Request Status
Check on the status of a request you've previously
submitted.

Certificate of Good Standing

Click here to request a Certificate of Good Standing.

Annual Certification of Entity Tax
Status

Corporations, LLCs, partnerships and other entities
must file annually to cerify tax status for listing in
the Corporations Book. (G.L. c. 58, §2)

Make a Bill Payment

Use this feature to pay any bill you have received
fromthe DOR using your credit card, checking or
savings account.

Report New Hires

Report newly hired, rehired employees, or
independent contractors you have hired, and
employee status changes.

Administer My Account
Review or modify your preparer status, bank
accounts, payment options ar authorized users.

Mahage Reqistration

Manage your user and taxpayer registration.

Tobacco Retailer Licenses
Request a new license or renew an existing license.
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Manage Account

Log Off
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e Inthe drop down menu, select Bulk File
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This form can be used to ask questions regarding your business filing needs. You must retrieve our secure Your Compan
response by clicking on the "Check Request Status” link on the home page. pany
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Bulk Filing ¥ | | Select A Client
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Enter Question

You will receive an e-mail when your request for Bulk File status has been approved.

Using the SSH/SFTP File Transfer Mechanism

If you elect to use SSH/SFTP as the file transfer mechanism you must first upload your
SSH public key to WebFile for Business. Consult the documentation for your SSH/SFTP
client if you’re not certain how to create an SSH public key.

Once you’ve created your public key

e Loginto WebFile for Business: https://wfb.dor.state.ma.us/webfile/business


https://wfb.dor.state.ma.us/webfile/business

From the “Administer My Account” menu or section page, choose the “Manage
Preparer Status” option.
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Manage Account
\ WY OUE SESS10N

Manage Preparer Status

Unregister as a Professional Tax Preparer (PTP), or update your account information. Unregistering will close this Your Company

account. Widgets Inc

Manage My Clients 000000001

Perform work on behalf of your clients. | Select A Client I
Manage Bank Accounts o

Add or delete bank accounts you use to pay taxes and bills. GEREHelp)

Update Authorized Account Users Site Index

Add, edit or delete authorized user who can work with your clients. Contact Us
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e Fill out Manage Professional Tax Preparer Status and click “View or change

Secure Shell (SSH) Public Certificates:
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Manage Professional Tax Preparer Status
\ WY OUESESs10N

To update your contact information, make the appropriate changes in the form below and then click on the
"Update” button. To unregister your organization as a Professional Tax Preparer (PTP), click the "Unregister”

. . . R s . . . Your Com,|
button. Unregistering will terminate your association with your clients as well as notify them of the change. pany
Widgets Inc
) 000000001
Widgets Inc ;
000000001 | Select A Client
Primary Contact Name \3."=!||“]§|ii||du gaiion
Phone Number Return to my home
_ N Add, update, delete or change
Public Registration [T This option will list your service company in the directory of Professional Tax passwords for authorized
Preparers available only in the WebFile for Business site, Registered businesses can administrators of my Service
find your service company in the list and select it as their Professional Tax Preparer. Company
Review, update or dose account
Uncheck this option if you do not want your service company to appear in the WebFile | information
for Business Professional Tax Preparer directory.
ERO EFIN (GEUHELp)
A valid EFIN will allow you to dedare Power of Attorney for income tax dients on the Site Index
Web Services for Income system. Leave this field blank if you do not have an EFIN. Contact Us
Current POA status is: Not Approved
Address
Address Type & Within USA
" Qutside USA
Address
(PO Box is not acceptable.)
City
State [ Zip Code MA - L

Bulk Transmitter Information

View or change Secure Shell (S5H) Public Certificates

Update | | Unregister
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e Click “Add a Public Key”

| Website of the Massachusetts Department of Revenue

Department of Revenue

WebFieforsusiness S L[ 1111 _ ) Mass.

Home | View Tax History/ Activity Submit Reports Manage Registration Manage Account Log Off

. Hide Col >
Manage Secure Shell Public Keys E—

N OUrISess101
The table below shows only the last forty characters of the public key: enough to distinguish among your public \ e
keys if you have multiple.

You can not update a key. You must remove the existing key and then add a new one. Y9ur Company
Click Expand to view the entire public key. Radosine

000000001

_ By . B | select A Client

Expand Q1+PuloEn8utCYbTUghncEuTKUgjiw1rTyPW1A== 0
Expand IFNAZVANGEVY e LKYN33wEDWSEIBTCTHQYNnw== E \ Eulilly
Expand  NRTmWwXKtJ4DOqSdyjdsPZcMnfQegjT7aOMcCw== ] Site Index
Expand Dtldg26ldVag/ap20+6yVhkGRbAWGWNaRTWINOQ== ] Contact Us

Remove Selected Keys | | Add a Public Key...
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e Paste the Public Key generated by the SSH client into the text box labeled “Paste
your public key below” and click “Save Public Key”.
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Manage Secure Shell Public Keys

WY OUr'Sess10n
The table below shows only the last forty characters of the public key; enough to distinguish among your public _—
keys if you have multiple.
You can not update a key. You must remove the existing key and then add a new one. “_:)ur Company
Click Expand to view the entire public key. Widgets Inc
000000001
_ BNy - B | Select A Client
Expand  Q1+PuloEn8utCYbTUghncEuTKUgjiwl rTyPW1A== [
Expand IFNAZVANGSVYleL KYN33wEDWSEIBTCTHQYNnw== [ ‘ (GeyHe!lp
Expand  NRTmWwXKtJ4DOgSdyj4sPZcMnfQegjT7aONcCw== O Site Index
Expand Dtldg26ldVg/ap20+6yVhkGRBAWGWNaRTwWINOQ== [El Contact Us

Paste your public key below.

o

r

Save Public Key I | Cancel |
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If your key was not in the correct format or did not update successfully, you will see an
error message. Otherwise your key has been successfully updated. This key must be the
one you use when transmitting files to the DOR via SSH. Unlike the initial registration
process, the process of submitting a key is fully automatic and instantaneous: once you
submit a key, you can use that key immediately to connect with the MDOR.

To access the Department of Revenue’s SSH/SFTP server, use the following parameters:

Server: secft.dor.state.ma.us
Port: 444

Upload directory: /home/secft/fidXXXXXXXXX/upload



Download directory: /home/secft/fidXXXXXXXXX/bankmatch-download

IP Addresses: 65.118.148.18
63.116.186.218

Username: FIDXXXXXXXXX, where XXXXXXXXX is your FID.

Note: Do not use your WFB login id as your SSH username.

Using the Web-Based (HTTPS) File Transfer Mechanism

As an alternative to using SSH/SFTP to transfer files to the Department of Revenue, you
may use DOR’s web-based file transfer system which requires only a web browser. To
use this system, visit the following URL in your browser: https://secft.dor.state.ma.us:

O L Massachusetts Departmer %

<« (e https://secft.dor.state.ma.us

| =

COMMONWEALTH OF MASSACHUSETTS

Department of Revenue

English - Frangais - Deutsch - Espaiiol

Sign On
Security Notice
THIS GOVERMMENT COMPUTER CONTAINS
CONFIDENTIAL INFORMATION.
Username: = You are prohibited from accessing any

confidential information without a legitimate
business reason. This system is subject to
monitoring which may result in the acquisition,
recording and analysis of all data
communicated, transmitted, processed or
stored by a user.

BY USING THIS SYSTEM ¥YOU EXPRESSLY
CONSENT TO SUCH MONITORING.
Under G.L. c. 62C, Sec 21 and Sec. 21B, G.L. c.
Password: = 62E and G.L. . 119A, any unauthorized
disclosure, inspection or use of tax or child
support information may subject DOR
employees and contractors to criminal
penalties, dismissal from DOR employment or
termination of a DOR contract.
WARNING! BY ACCESSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM YOU ARE
CONSENTING TO SYSTEM MONITORING FOR
(& <innon | LAW ENFORCEMENT AND OTHER
lw‘ PURPOSES.UNAUTHORIZED USE OF, OR
ACCESS TO, THIS COMPUTER SYSTEM MAY
SUBJECT YOU TO CRIMINAL PROSECUTION
AND PENALTIES.

Need Help? Tech Support - Online Manual



https://secft.dor.state.ma.us/

Your username is FIDXXXXXXXXX, where XXXXXXXXX is your FID, and your password will
be initially assigned by DOR’s Taxpayers Services Bureau. You'll be prompted to change
it upon first login.

After logging in you’ll be placed in your home directory, which is /Home/bankmatch-
users/fidXXXXXXXXX:
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- C' & https//secftdor.statema.us/human.aspx?r=934902924&w0rgid=4729&rd=1 9 =

COMMONWEALTH OF MASSACHUSETTS

Department of Revenue

Signed onto Massachusetts Department of Revenue as FIDD00000001, FORMWRL (fid000000001). My Account | Sign Out
0 Home
& Folders @ Welcome to Massachusetts Department of Revenue! Please watch this area for important messages.
< Logs

Find Fie/ FoMler: @ / Home/ bankmatch-users/ fid000000001/
]
m Go To Folder: ! v

Go To Folder:

| @ Go To Folder |

i v

Folders and Files

Name Created Size/Contents Creator E Y Actions
Need Help? & Parent Folder
[ & bankmatch-download 3/9/2014 5:29:57 PM 1
@ online Manual
a Tech Support [J &3 upload 3/9/2014 5:29:57 PM 1

Select Folders: All - Empty - Mot Empty - Mone

Selected File/Folder Actions:

Perform Action: | 5 Copy \

Copy/Move Options: To Folder: | / Home / bankmatch-users / fid000000001 / upload +

Advanced Copy/Move Options >=>

To download the quarterly Bank Match file, click on the “bankmatch-download” folder,
check the box next to the “MADOR_METHOD2_INQUIRY.DAT” file, and click
“Download”:
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€ - C' { httpsy//secftdorstatemaus/human.aspx?r=1940532316&Arg12=filelist&Arg06=979391021 i

COMMONWEALTH OF MASSACHUSETTS

Department of Revenue

Signed onto Massachusetts Department of Revenue as FIDD00000001, FORMWR1 (fid000000001).

0 Home C
9 ot @ / Home/ bankmatch-users/ fid000000001/ bankmatch-download/

Logs

BT J— (@ soToron]

KL Find File

Go To Folder:

My Account | Sign Out

Folders and Files

Hame Created Size/Contents Creator 4# (5 Actions
& Parent Folder

| ¥ ([7) M2DOR METHOD? TOUTRL.DAT ' 3/9/2014 12:52:21 PM 120.0 M8 admin 2 B
Need Help? Select Files: All - Hew - Old - None

g Online Manual Selected File/Folder Actions:
Tech Support —
£Ci Suppo Perform Action: | (3 Copy |

Copy/Move Options: To Folder: ‘ / Home / bankmatch-users / fid000000001 / upload v

Advanced Copy/Move Options >>

To upload your matched accounts file, click on the “Choose File” button:
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Signed onto Massachusetts Department of Revenue as FID0O00000001, FORMWR1 (fid000000001). My Account | Sign Out

@ Home [
£ Folders @ /Home/ bankmatch-users/ fid000000001/ upload/

< Logs

T Go T rotder: (@esrorae)

[ Fns e .
Ee=——mn Folders and Files

Go To Folder:

There are no files or folders in this folder,
o To

Need Help?

@ online Manual
@ Tean Support

Upload a File Now...

Select a folder: | / Home / bankmatch-users / fid000000001 / upload *

Pick a file with the "Browse" buttonf | Choose File | No file chosen

Enter any applicable notes: | |

...and then press the "Upload" button: | {f Upload

Navigate to the file you wish to upload and click “Open”:



@v|j v Computer » Local Disk (C:) » Temp » bankmatch - |".|| Search bankmatch P|
Organize ~ Mew folder = ~ M 9
*  MName . Date modified Type Size
* Yp
.| [ .| MatchedAccounts.DAT 3/12/2014 10:47 AM  Text Document 0KB
4
E
=1E
[E
E
-
S
S
S
=
S
S
==
File name: MatchedAccounts.DAT ~ [ AllFiles -
[ [ Open |v] Cancel ]

Click the “Upload” button:

W Massachusetts Departmer %

« > C 8 https://secftdor.state.ma.us/human.aspx?r=21029560118&Arg12=filelist&Arg06=980378707 73

COMMONWEALTH OF MASSACHUSETTS

)‘ia ~ Department of Revenue

Signed onto Massachusetts rtment of Revenue as FAIDO000D0001, FORMWRI (fid000000001). Account Out

@ Home
2 Folders Q@ [/ Home/ bankmatch-users/ fid000000001/ upload/

< Logs

Find File/ Folder: Go To Folder: 3 Go To Folder

£ Find File

Go To Folder:

Folders and Files

& Parent Folder

There are no files or folders in this folder.

Need Help?

@ online Manual
© e Support

Upload a File Now...

Select a folder: ‘ / Home / bankmatch-users / id000000001 / upload ¥

Pick a file with the "Browse" button: | Choose File | MatchedAcc. . .ts DAT txt

Enter any applicable notes: | ‘

...and then press the "Upload" buttop:

[




The file will appear in the upload folder:

m Massachusetts Departmer x

€« =>C https://secftdor.state.ma.us/human.aspx?Opt10=980364724&0pt11=&Arg01=980378707&Arg03 =Applicable+ Notes&Arg06= 3¢

My Account | Sign Out

G Folders @ Uploaded new file with ID #980364724' OK.

smarymod ' / Home/ bankmatch-users/ fid000000001/ upload/
L
Go To Folder: [@

Go To Folder:

Folders and Files

] -
(]
=1
o
-

T

Name Created Size/Contents Creator # 3 Actions
Need Help? & Parent Folder

| O [} MatchedAccounts. DAT.bxt

. 3,{12}"2014 10:51:06 AM 0 KB FIDO00000001, FORMWR1 - Download
0 Online Manual

Tech Support Select Files: All - New - Old - None

Selected File/Folder Actions:
Perform Action:




