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Objectives

This overview will present information about the forms necessary to
enroll certifiers of cause of death, private practices and private
practice data entry staff in the:

— Commonwealth’s Virtual Gateway (VG) portal and

— Registry of Vital Records and Statistics’ (RVRS) Vitals Information
Partnership (VIP) Electronic Death Registration System (EDRS)

— Please note that there are separate instructions for the Enrolling Medical
Facilities where deaths frequently occur and the Medical data Entry Staff.

By the end of this session, you will have the basic information
needed to successfully:

— Complete your organizational and individual VG and VIP enrollment forms
— Submit your VG and VIP enrollment forms to RVRS
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The Four VG/VIP Forms

Three forms are needed to establish an account in the Commonwealth’s Virtual
Gateway, and another form is needed to customize your access to the VIP EDRS.

If you do not already have the VG/VIP forms, you can download them here:

http://www.mass.gov/eohhs/gov/departments/dph/programs/admin/dmoa/vitals/edrs/vip-edrs-medical-
certifiers.html

— Three of these forms need to be completed just once for each certifier.

— Only one form needs to be completed by each user.

1. Virtual Gateway (VG) Services Agreement 4. VIP User Agreement (VIP)
2. Designation of Access Administrator Agreement (VG)

3. User Request Form (VG)
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The three-page VG Services Agreement
defines the terms by which your

Executive Office of Health and Human Services
Virmal CGateway
EOHHS Virtual Gateway Services Agreement

To EOHHS:

EOHHS Virtual Gateway Operations — Deployment
I Ashburton Place, Room 1109

Organization Wi” be granted access to the Boston, Massachusetts 02108

Commonwealth’s Virtual Gateway.

The certifier should sign the Services

Agreement.

Submit one form per certifier.
This is the first EHS
application to require
certifiers to enroll in the VG as
if an organization, the PMP,
MIIS and other applications
did not create VG accounts for
you, so these forms must be
completed at this time.

To Entity (Legal Organization Name & Address):

Executive Office of Health and Human Services
Virtual Gateway
EOHHS Virtual Gateway Services Agreement

by applicable law; or (3) to waive any rights or remedies that EOHHS possesses in the event of unauthorized
access to or use of the EOHHS Virtual Gateway Services.

by law to protect the

S Virtual Gateway

Executive Office of Health and Human Services for example by
Virtual Gateway €= Massachusetts Fair

r . , er of Personal Data,
EOHHS Virtual Gateway Services Agreement Bling, if applicable

IPAA™). All Personal
usive property of

This AGREEMENT is entered into by and between the Commonwealth of Massachusetts, Executive Office of e, disclosure, and
Health and Human Services (“EOHHS™) and the undersigned orgamzational entity (“Entity™) of the Be of Personal Data it
Commonwealth’s EOHHS Virtual Gateway Services (“Virtual Gateway™). Diata obtained from

1.

(=]

in furtherance of the
This Agreement states certain terms that apply to Entity’s access to the EOHHS Virtual Gateway Services. Entity wopriate applicant
agrees to comply with, and be bound by, this Agreement and to use the EOHHS Virtual Gateway Services only
for authorized purposes.

Entity agrees to ensure that its employees, contractors, and agents that use the Virtual Gateway are aware of, and
comply with, this Agreement (including any Riders, Attachments, and Amendments) and applicable state and
federal laws concerning the confidentiality and security of information that is created, modified, accessed or
received through the Virtual Gateway. Entity is responsible for ensuring that its employees, contractors, and
agents comply with all instructions and requirements regarding online application forms, tools, and services
available through the EOHHS Virtual Gateway, and use such online application forms, tools, and services only
for the purposes for which they are intended. EOHHS agrees to provide Entity with timely information and
updates regarding the use of the Virtual Gateway for which the Entity has been authonzed, including but not
limited to changes in forms, tools and services.
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Virtual Gateway Services

The certifier should fill out and sign this
form.

These forms will create a single

Executive Office of Health and Human Services

Virmal CGateway

EOHHS Virtual Gateway Services Agreement

To EOHHS:
EOHHS Virtual Gateway Operations — Deployment

I Ashburton Place, Room 1109
Boston, Massachusetts 02108

To Entity (Legal Organization Name & Address):

organization account with the Virtual
Gateway that can be used to tie all
of your EHS applications together.

Executive Office of Health and Human Services

Virtual Gateway

EOHHS Virtual Gateway Services Agreement

by applicable law; or (3) to waive any rights or remedies that EOHHS possesses in the event of unauthorized

access to or use of the EOHHS Virtual Gateway Services.

Private Practices will not fill

Executive Office of Health and Human Services
Virtual Gateway
EOHHS Virtual Gateway Services Agreement

out VG forms but will have
each certifier in the practice ]
complete forms for
themselves and their
medical data entry staff

for authorized purposes.

(=]

5/8/2015

This AGREEMENT is entered into by and between the Commonwealth of Massachusetts, Executive Office of
Health and Human Services (“EOHHS™) and the undersigned orgamzational entity (“Entity™) of the
Commonwealth’s EOHHS Virtual Gateway Services (“Virtual Gateway™).

This Agreement states certain terms that apply to Entity’s access to the EOHHS Virtual Gateway Services. Entity
agrees to comply with, and be bound by, this Agreement and to use the EOHHS Virtual Gateway Services only

Entity agrees to ensure that its employees, contractors, and agents that use the Virtual Gateway are aware of, and
comply with, this Agreement (including any Riders, Attachments, and Amendments) and applicable state and
federal laws concerning the confidentiality and security of information that is created, modified, accessed or
received through the Virtual Gateway. Entity is responsible for ensuring that its employees, contractors, and
agents comply with all instructions and requirements regarding online application forms, tools, and services
available through the EOHHS Virtual Gateway, and use such online application forms, tools, and services only
for the purposes for which they are intended. EOHHS agrees to provide Entity with timely information and
updates regarding the use of the Virtual Gateway for which the Entity has been authonzed, including but not
limited to changes in forms, tools and services.

Te indivi gess Adrginis

by law to protect the
S Virtual Gateway
for example by
# Massachusetts Fair
er of Personal Data,
luding, if applicable
IPAA™). All Personal
usive property of
g, disclosure, and
e of Personal Data it
Data obtained from
in furtherance of the
1ate applicant
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VG Services Agreement

Execunive Office of Health and Human Services
Tirtual Gateway
EOHHS Virtual Gateway Services Agreement

e

To EOHHS:
EQHHS Virtual Gateway Operations — Deployment

1 Ashbwrton Place, Room 1109
Boston, Massachusetts 02108

To Entity (Legal Organization Name & Addres:):
Trevor Hall, MD
Memorial Hospital

20 Cabot Street

Beverly, MA 01915

11. Thus Agreement shall commence and shall confinue in effect unnil termunated by exther party by wniten notice
g@iven to the other party tharty days prior to the mntended termunation date. EOHHS may discontinue or suspend
the provisions of this Agreement immediately without notice if it determines that any term of this Agreement has
been violated

IN WITNESS WHEREOF, the parties have caused their authonized representatives to sign below to indicate their
acceptance of the terms and condiions of this Agreement

Entity/Organization (to be completed by an authorized
representative)

Domg Busmess As (DBA)

Entity (Legal Orgamzanion) FEIN ar Tax ID#

Authorized F. Signany

Authorized Fepresentacve Prins Name

Authorized e Pr 1ie
“Thase

Commerrareales of Masuackuem
.

Virmal Gatenray Sarvices Apeasass R 81613
Pagel

5/8/2015

This form should be read and completed
by the certifier

| At the top of page 3 (“To Entity”), enter:

Name of Authorized Representative

Name of Organization Represented

Address of Organization; Use the

primary business address that you

wish to appear on the death
certificate. This address can be
changed at any time by emailing
vip@state.ma.us

Registry of Vital Records and Statistics, Massachusetts Department of Public Health
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VG Services Agreement

Execunve Office of Health and Human Services
Firtual Gateway
EOHHS Virtual Gateway Services Agreement

To EOHHS:
EQHHS Vitual Gateway Operations — Deployment

1 Ashburton Place, Room 1109
Boston, Maszachusetts 02108

To Entity (Legal Orgamization Name & Address):
Trevor Hall, MD

Memorial Hospital
20 Cabot Street
Beverly, MA 01915

11. Thus Agx shall and shall inue i effect unhil terzanated by esther party by wnitten notice
gltntoﬂ;eoﬂn’paﬂvﬂmtvda} prior to the intended termunation date. EOHHS may discontinue or suspend

the provisions of this Agreement immediately without notice if it determines that any term of this Agreement has

been violated
IN WITNESS WHEREOF, the parties have caused their authonzed representatives to sign below to mdicate their
acceptance of the terms and conditions of thus Agreement.

Entity/Or ization (to be pleted by an authorized
representative)

Trevor Hall, MD

Domng Business As (DBA)

12365-10

vor Tax [D#
rever Hall WD
Trevor Hall, MD

Authonzed Representagve Print Name
Medical Doctor
Authonzed Representative Print Title

_m;l0/05f13

Commomarsalth of Massacheuats Virmal Gasewray Service: Agreases B 81613
Execatve Ofice of Heald & Fluman Sarvices Page}

Then, in Section 11:

. Enter the name of the certifier and
title

e Enter the Medical License Number in
the FEIN or Tax ID line

e  Original Signature of the Certifier(not
a stamp)

e  Printed Name of the Certifier
e Title of the Certifier
e Date signed

m, Massachusetts Department of Public Health 7
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The Access Administrator Designation
Form lists (or removes) the primary
and secondary individuals that:

Authorize and request new user accounts

Request account deactivations when
employees leave or transition into non-VIP
roles.

This should be the certifier

Submit only one form per
organization.

Exeeutive Office of Health and Human Services
Virtual Gatewa)

Access Administrator Designation Form

As specified in the EOHHS Virtual Gateway Services Agreement entered into by and between the Commonwealtl
Massachusetts, Executive Office of Health and Human Services (“EOHHS") and the undersigned ﬂrgamnm onal e
(the “Entity™), the Entity hereby designates the individual identified on the ponding Access Ad or
Dresignation Form to act as the Emnl\ 5 Access Administrator (s).
The Access Administrator must be a member of the Entity’s stafl in the direct controd of the Entity. The Access
Adrministrator shall be responsble for commumeating to the EOHHS Virtual Gateway Adminmistrator the identaty of
the individual end users (including employees, contractors, agents and Business Associates) authorized 1o access
EOHHS Virtual Gateway Services on Entity’s behalf (each, an “End User” and collectively, the “End Users™). Th
Access Administrator shall: (1) provide EOHHS with such information as it may require for each End User; (2)
FRPRRTES : b e OIS L T T 1 L 2

Executive Office of Health and Human Servic
Virtual Gatew
Access Administrator Designation For

Al organizations requesting access lo the Virtual Gateway musi complete, sign, and refurn this information to the Virtual Gaten

Virtual Gateway Business Service(s):

Legal Organization Name:

Street Address:

City, State, Zip Code:

Phone Number: Fax Number:

Access Administrator Profile Information

Check one box to either designate an
individual as an Access Administrator or

Email Address:

remove him/Mer if they no longer functio
as an Access Adminigrator.

Name:

.
Work Phone Number: Designate
Remove
A A istrator's Signature: (For AR only)
By signing this form, you agree to have read and a«-pud the urms and
to Access A ators ified in
Access Administrator Designation Form.
Access Administrator Profile Information
Check one box 1o either designate

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health 8



Access Administrator Designation Form S

Access Administrator Designation Form

g e et o et e bt et Request “Vitals Information
Virtual Gateway Business Service(s): Vitals Information Partnership (VIP) Pa rtner5h|p (VIP)H |n the VG

Legal Organizaion Name: 1 revOr Hall, MD
Smemims 20 C250E St Business Services line.
city.sate. Zpcode:  Beverly, MA 01915

Phone Number: 508-999-9999  Fax Number: 508-999-9998

. ——— Executive Office of Health and Human Services
l% “’ Virtual Gateway

Access Administrator Profile Information

wme:  Trevor Hall, MD invitt 2 Acces At o

Emai adaress: | H@thhospital.com o b ey oo onger fncion

oo 508.999-9957 o Enter the Legal Name, Address,

SRS | Jyever Aol and Phone/Fax numbers for the

—— = certifier(as they appear on the

Work Phone Number: ] Designate .

T S T S VG Services Agreement).
wﬁ;:m.'m

7//’}4}5‘{5"//’ a%/m’?/ Trevor Hall 6/29/13

Commarmwealth of Masachorom Vermal Gemway Access Adessizmecs Decignasion Form Rov. 81613
Exscuzve Uifics of Heals & Hiazmz Services Pags 1

atistics, Massachusetts Department of Public Health




Access Administrator Designation Form S

. -u...-. Executive Office of Health and Human Services
l% “e Virtual Gateway

Access Administrator Designation Form

Al orpanizations requelting access fo the Virmual Gateway must complete, sign, and recurn this informarion to the Virmal Gateway.

Virtual Gateway Business Servicesy: Vitals Information Partnership (VIP)

coteere o Trevor Hal, VD administrator designated by the
cr.sue zocoe_ Beverly, MA 01915 : ' :
e o5 5555 organization representative.

— IR e oy e This form allows for the designation
Email Address:] H (@ thhospital.com remove himber {fthey 10 Wnger fimction . .

rer v 508.999.9997 o of up to three administrators, but
o e A certifiers should just list themselves.
Access Administrator Profile Information

— e e e Check “designate” for new access
Work Phone Number: L] Designater HI " ”
e 5 neam administrators (or “remove” if a
T . previously identified individual will
e po—s e e 2o s no longer serve in that role).

Work Phone Number: Em“'

.%ﬁﬁ“mww&ﬁmﬁﬁm

mww

Srever Hall  Trevor Hall 6/29/13

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health 10
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Phone Number for the access



Access Administrator Designation Form

- e Executive Office of Health and Human Services
LI 'e Tirtual Gateway
a Access Administrator Designation Form

All organizations requesting access to the Virmal Gateway must complete, sign, and resorn this information fo the Virmal Gaseway.

Virtual Gateway Business services): Vitals Information Partnership (VIP)

Legal Organization Name: TrevOr Hall, MID

Street Address: 20 Cabot St

ciy.sute. ZpCode:  Beverly, MA 01915

Phone Number: 5(08-999-9999 Faxtumber  508-999-9998

Access Administrator Profile Information

Check one box to enther designate an
individual as an Access Administrator or

Name: Trevor Hall, MD

remove him her if they no Jonger function

Email adaress:| H @ thhospital.com e e

Desgnate™
Work Phone Numer: 508-999-9997 (X Desigua
*Access s Sigr (For desig an
L e b S
Asoscc Acminictrator Do Form,
Access Administrator Profile Information
Name: Check one box 1o axther designate an
- individual 25 an Access Administrator or
- . remove him her if they no Jonger function
Email Address: 25 an Access Administrator.
Work Phone Number: E Desiguate™
Remove
*Access Admini "s Sigr - (For cesig 24 only)
By cigning thic form, you agree to hawe read and socepted the terme and
10 hocect 3 cpecified in the
Asosct Adminictrator Dec Form_
Access Administrator Profile Information
Name: Check one box 1 either designate an
. individual as an Access Administrator or
. R remove him her if they no Jonger finction
Emall Address: 23 an Access Administrator.
[ Designater
NukPhoneNurhr [ Remove
*Access ’s Sigr - (For AA only)
By wmmmn Whmwaﬂdnmmm & and
3 cpecfed inthe
mmw
Trever Aal? Trevor Hall 6/29/13
A ized Rep 1 g Print Name Date

Cosmacmmsalty of Massachuiom

Virmal Gewaary Access Adosnicmwes Decigmanion Form Rev 81613
Expcutive Offics of Health & Hemman Sarvices Pagel

This form must be reviewed and

' signed by the Certifier that

signed the VG Services

Agreement as well as by each

' named access administrator

(certifier).

s, Massachusetts Department of Public Health
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Access Administrator Designation Form

Execntive Office of Health and Human Services
Virtual Gateway
Access Administrator Designation Form

As specified in the EOHHS Virtual Gateway Services Agreement entered into by and between the Commonwealth of

Massachusetts, Executive Office of Health and Human Services ("EOHHS") and the undersigned orgamizational entity

(the “Entity™), the Entity hereby designates the individual identified on the corresponding Access Administrator
Designation Form to act as the Entity’s Access Administrator (s).

The Access Administrator must be a member of the Entity’s staff in the direct control of the Entity. The Access
Administrator shall be responsible for ing to the EOHHS Virtual Gateway Administrator the identity of
the individual end users (includi pl O, zgenrs and Business Associates) authorized to access
EOHHS Virtual Gateway Services on Enh*y sb&hal!’(ear:h an “End User” and collectively, the “End Users™), The
Access Administrator shall: (1) provide EOHHS with such information as it may require for each End User; (2)
ensure that all information submitted to EOHHS about each End User is current, accurate, and complete; (3) notify
EOQHHS promptly of any End User whose access rights must be terminated, for example when an End User leaves
the employment of the Entity: and (4) take such actions as EOHHS may direct or require to ensure the security of the
Virtual Gateway, Upon receipt from the Access Admimstrator of all End User information required by this
Agreement and any exhibits or amendments thereto, and any additional information that EOHHS may deem
necessary to assign such access rights to End Users, the EOHHS Virtual Gateway Administrator shall assign
individual account information and aceess instructions directly to each End User within 5-7 business days.

Entity must notify EOHHS in wniting of any change in its Access Administrator designation within 5-7 business days
of the change. The Entity must execute a new “Access Administrator Designation™ form for each new Access
Administrator. EOHHS has L'Ile right to termnate the rights of any Access Administrator and to require the Entity to

designate a new Access Ad or. ing authorization by an Access Administrator, EOHHS reserves
the right to terminate any authorized user’s access to the Virtual Gateway at any time, with or without cause, without
notice and without penalty,

Entity/Organization (to be completed by an authorized
representative)

Trevor Hall, MD

Entity MName (Legal Organization MName)

Dioing Business As (DBA)

12345-67

Entity (Legal Organization) FEIN or Tax ID#

Srenar Al

Authorized Representative Signature

Trevor Hall

Autherized Representative Print Mame

Medical Doctor

Authorized Representative Print Tithe

§{.1’23,1’2D 13

M
EOHHS Virtual Gat jons - Deployment g
1 Ashburtol 1109 ~
Bost

Commonwealth of Massachusetts Virtual Gatewny Access Admimstrator Designation Form Rev. #1613
Executive Office of Health & Human Services Page 2

5/8/2015 Registry of Vital Records and Stati.

After reading the guidelines on page 2,
enter information about the organization
and authorized representative exactly as it
appears on the VG Services Agreement:

Name of the certifier as it should
appear on the death certificate

Skip Doing Business As

Medical License Number of the
certifier

Original Signature of Certifier(not a
stamp)

Printed Name of Certifier
Title of the Certifier
Date signed

Do not mail to EOHHS. Submission
instructions will be presented later.




VIP User Agreement

The VIP user agreement describes
the terms and conditions for use of

1 sesk authorization by

the VIP system.

e Each person who will use the VIP system must
read and sign a user agreement --including the
access administrators. Users may not share

accounts.
e Certifiers must fill out one form for themselves i

KARYN E. POLITO
Lsutorant Govermo

and must submit one form for each medical data

{ role as:
r v functional ro:
he State Registrar to access or use VI in i is directly connected
the Stat g

= VRS whose ! : i

An employee, agent o contractor of MDPHR llection and tabulation of v fral SL:F::;
! i fvita e st nhusiclan's or medica
tothe Adnul“s““n::‘:ﬂnrof 2 Massachusetts medical mnhr]} A Pfh}:llcci e

employee or CONra Ma 5 e fetal deaths, deaths.
A:.u-:i:er‘s office that is mandated by state law to rePOﬂ\tDPH s st v
3 knowledgments of parentage and confidential data to 2
acknow! 11 £

: related to such reporting
responsibilities are directly relate i .
A city or town clerk or the Boston Registrar, boards of health or mhf_

P
or anemployee of said agencles whose job responsihilitias
gam of wigal means- =

administration of vzl es
ssachusetts
man Services
lic Health

Department of Publ -
Reglstrypnf Vital Records :anu‘;il Statistics

150 Mt. Vernon Street, 1¥ Floor
Dorchester, MA 02125

MARYLOU SUDDERS
Secretary

MONICA BHAREL, MD, MPH

Email: yip accountsstate.ma.us
www.mass.govidphiip

VIP USER AGREEMENT

Terms and Conditions for Access or Use of the Massachusetts Department of Public Health’s Vitals

entry staff member of your private practice who

Instructions, to

This VIP User Agreement must b
Information Partnership System

. Depart f Public He N fctru of Vi
will need EDRS access perin o st e,

The VIP has been

Information Partnership System and Electronic Vital Records

e ‘signed byall individuals who seek autherization to use the Vit al
(VIP), which application is owned and controlled by the Massachusetts
ital Records and Statistics (RVRS) and under the

designed to allow iy

= dividu "
use VIP to perform oy o Ehathortse

d by the State Registrar

* Each user will identify their functional role and et i i Rk

occurrences and associated

statistical pyry MENts required by
owned .mtiijco’msﬂ under MGL ¢ q ¥ MDPH for

agree to the terms and conditions stated on this °
agreement.

Submit one form for each individual user.
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VIP User Agreement

VIP USER AGREEMENT

Termsand Conditions for Access or Use of the Massachusetts Departrnent of Public Health's Vitals
Information Partnership System and Electronic Vital Records

This VIP User Agreement must be signed by all individuals who seek authorization to use the Vital Information
Partnership System (VIP), which application is owned and controlled by the Massachusetts Department of
Public Health (MDPH) Registry of Vital Records and Statistics (RVRS) and under the supervision of the State
Registrar.

The VIP has been designed to allow individuals, as authorized by the State Registrar and consistent with his
instructions, touse VIP to perform one or more of the following functions:

* enter data elements required for and associated with the reporting of birth, fetal death and death
occurrences and associated data elements required by MDPH for administrative, research and statistical
purposes under M.G.L. c.111 § 24B into an electronic statewide vital recor ds data base owned and
cantrolled by RVRS;

* register births and deaths inthe statewide vital records data base;

* enter data elements required for voluntary acknowledgment of parentage into the statewide wvital
records database;

+ recordwvoluntary acknowledgment of parentage in the statewide vital record data base;

* amendrecords maintained inthe statewide vital records database; and

e issue certified copies of vital records from the statewide vital records database.

For purposes of this Agreement, the term Confidential Data reans: any individually identifiable data, including
but not limited to medical and demographic datathat: 1) establishes or reveals the identity ofthe data subject
or is readily identified with the data subject, including, but not limited to, name, address, telephone number,
social security number, health identification number, or date of birth, or 2) provides a reasonable basis to
believe that the data could be used, either alone or in combination with other information, to identify a data
subject. Confidential Data includes any personal datarequired for or associated with birth and deathrepr.ting
and registration and voluntary acknowledgement of parentage under applicable state and federal law. in

USER NAME Trevor Hall, MD

TITLE Medical Doctor

EMPLOYER Trevor Hall, MD (North Shore Medical Center )

FUNERAL HOME LICENSEE TYPE N/A

TELEPHONE 508-999-9993

EMAIL TH@thhospital.com

On page 1, each user will enter
the following information:

e Full Name
e User’s Title

e Name of Employer is the
Certifier name (you can put
the private practice title in
parenthesis)

e Funeral Home License Not
Applicable

e Contact Telephone Number

e Contact Email

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health 14



| seek authorization by the State Registrar to access or use VIP in my functional role as:

[ An employee, agent or contractor of MDPH RVRS whose job function is directly connacted to the
administration of vital records and the collection and tabulation of vital statistics.
An employee or contractor of a Massachusetts medical facility, physician’s or medical examiner’s
o that is mandated by state law to report births, fetal deaths, deaths, acknowledgments of
parentage and confidential data to MDPH RVRS and whose job responsibilities are directly related to
such reporting.
[ A city or town clerk or the Boston Regisirar, boards of health or other government agencies or an
employee of said agencies whose job responsibilities include vital registration, administration of vital
records or the collection, tabulation and reporting of vital statistics to MDPH RVRS.
O An empioyee, agent or contractor of a Funeral Home whose job responsibilities include completing
and filing the death certificate.
[ Other, as approved by the State Registrar.

| understand that | must apply and be given authorization to use the Virtual Gateway, as a pre-
requisite to obtaining authorization and a password to access or use VIP.

As a VIP User, | agree that:

1. Iwill access and/or use VIP only as required to perform my job duties as specified above.

2. lwill not share my VIP User ID and/or password with any parson or entity. | will not use
another person’s VIP User 1D and/or password to access VIP,

3. |will not share any Confidential Data | enter into or receive from VIP with others unless such
sharing is necessary to perform my job duties or as permitied by law.

4. |will only access VIP from my work-issued computer. |will not access VIP from any personal
aquipmant or davica.

5. Iwill not access VIP from a computer which is in a public area. | will position my screen so
that Confidential Data on the screen is not visible to others, and | will log off or lock my
computer when stepping away from my workstation.

6. |will not put any Confidential Information from VIP on an individual computer hard drive or on
any portable media (e.g. CD, thumb driva).

7. 1will not email or otherwise fransmit any Confidential Information from VIP over the intemat,
aexcept via VIP.

8. |will immediately report any privacy or security incidents or breaches, including unauthorized
fransmissions, fo the RVRS VIP Helpdask.

8. If | am a Designated VIP Access Administralor, | will only create, disable or otharwise manage
VIP User IDs as authorized by the State Registrar. | will immediately notify the RVRS VIP
Helpdesk when a VIP User is terminated or his/her job responsibilities otherwise change so
that access to VIP can be terminated.
| understand that any willful and knowing disclesure of confidential information to unauthorized
persons is in violation of the law and may subject me to legal penalty.

1

e

| hereby acknowledge | have read the above terms and conditions and agree to be bound
thereby as a condition of access to and use of VIP.

S Bl 6273

VIP User Signature Date

VIP — User Agreement

5/8/2015 Registry of Vital Records and Statistic

All Medical Personnel will choose the

2"d option:
“An employee or contractor of a
Massachusetts medical facility,
physician’s or medical examiner’s office
that is mandated by state law to report
births, fetal deaths, deaths,
acknowledgments of parentage and
confidential data to MDPH RVRS and
whose job responsibilities are directly
related to such reporting.”

After the form is read, understood and
completed, the user must sign and date
the agreement.

 The signature must be an original
signature, not a stamp.



User Request Form (URF)

The User Request Form is an
Excel spreadsheet that must
be completed by each
individual certifier and sent
from their Access

C

Administrator email account. —TT——
Each new VG user request (or
deactivation request) is listed lostctions.
. 1. All non-role fields are required.
ont h IS one fo rm. et | 2 Fillinform, put an "X" iﬁ?h? column with the requested action.
™ 3. Save document as Your OrganizationMame_MMODNYY.
4. Email completed form to:
. . . e
Form information also assigns dpmsccauB e maLs
’ Questions? Call the EOHHS Virtual Gatew ay Customer Service
user’s VIP account. B e Shodotnany o oeway Lust
Y 617-847-6576

Submit one form per certifier.

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health

Omm,
onweallh ol Mas sal:IIUSett

iy
New Uger Request Vi

Fo Acc
pr;rlnf Virtual Gagau ™t Wotification
.I\TIOI'-IURE CTLy g ‘;}Fess
R

i
Request g ssing {UIP

——

/F-ulrd Home Data Entry
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Vitals Information Processing [VIP) PLEATE SHBHIT $HE FeRH PEE EHAIL
User Request Form (URF)

llllllllllllllll

-----

i |8 115 I ] g g ; j e

= T L E L AR
There are three “sections” of _
this Excel spreadsheet that will ]

e o e T be covered individually.

$rassiuslion

Fryenimaline

......
Bluininlralar
.........

5/8/2015

Registry of Vital Records and Statistics, Massachusetts Department of Public Health

17



User Request Form s

Commonwealth of Massachusetts
Executive Office of Health and Human Servi

sureening & Resy,,,,

New User Request & Account Modificati
Form for Virtual Gateway Access
(TYPE INFORMATION DIRECTLY INTO FORM)

>3 Commonmesth of W

Complete electronically on the Excel spreadsheet Vitals Information Processing
(not on paper). Fields will wrap automatically; you User Request Form (URF)
do not need to adjust fields to fit your content.

Enter:

Name(s) of each user

1. User-selected 4-digit PIN for each user

e (PIN cannot be 0000 or 1234)

2. Month and Day of Birth for each user
e (e.g. May Twenty-fifth = 0525)

3. Work Email for each user

4. Work Phone # for each user o

IS anme (L Lasiraime | RO | [ v w0 of Birth E-mall Address Work Phone #

Smith 508-999-9999

Kevin KS@BBOH.com

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health 18



User Request Form

Type an “X” in the appropriate VIP Role column that corresponds
with each user row.

* Medical Certifier Users
* Begin and update death certificates and enter medical information
e Able to print forms and search for records
e Certify records

e Medical Data Entry Group

* Begin and update death certificates and enter medical information
but cannot certify.

e Able to print forms and search for records

p. ™~

listics (RVRS) Users

mem—— Select option to add,
modify, or deactivate
existing user accounts.

Check One

[City/Town Customer ServiceGroup
l{used for Issuance)
[Funeral Home Data Entry
[Funeral Home Director Group
Medical Examiner Data Entry Group
Medical Examiner Group.
IRVRS Customer Service
|{used for Issuance)
[RVRS Statistical Group

IRVRS Registration

!
:
i

Burial Agemt Group

Birth Hospital Group
[City/ Town Clerk Group**

—

|RVRS Amendmer s

FVRS / .ministration

(New User

Modify Existing User

IDeactivate Existing User

[fromVIP

Deactivate Existing User from
lthe Virtual Gateway

N
H
£
i
]

X

>

5/8/2015
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User Request Form

Instructions:

The Access Administrator
must now:

e Complete the Access
Administration Info

e Save the document as
shown on the form

e Email the spreadsheet to VIP

Project team email

| | l

|

= Select a 4 digit ?ersonal ldentification Number [PIN). The user

1. All non-role fields are required.

2. Fill in form, put an "X" in the column with the requested action.

3. Save document as YourOrganizationName_MMDDYY.

4. Email completed form to:

vip-accounts(@state.ma.us

PLEASE SUBMIT ONE FORM PER EMAIL

Questions? Call the EOHHS Virtual Gateway Customer Service

PHONE 800-421-0938
TTY 617-847-6578

not easily guessed. 234 and 0000 may not be used.

““If a user has City!Tow. Clerk Group privileges they will have Customer Service Group privileges by default
IHEREBY CERTIFY THAT . AM THE DULY AUTHORIZED ACCESS ADMINISTRATOR FOR MY ORGANIZATION OR AGENCY, AND THAT ALL OF THE Il

COMPLETE.

may be asked to p

ide this

ber to identify hi 1i¢h If when calling Yirtual Gatet

Leave Org ID blank, unless your

-

Access
Administrator Hame

Trevor Hall, MD

Organization

Full Name Trevor Ha“, MD

Access
Administrator
Email Address

TH@thhospital.com

Organization ID
Number

Access
Administrator
Telephone

5/8/2015

781-999-9999

e 8-13-2013

organization already has a VG account

Registry of Vital Records and Statistics, Massachusetts Department of Public Health
L
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— Three paper forms are to be mailed to RVRS (not VG):

1. Virtual Gateway (VG) Services Agreement
2. Designation of Access Administrator Agreement

3. VIP User Agreement
Registry of Vital Records and Statistics
ATTN: Enrollment Forms
150 Mt. Vernon Street, 1st Floor
Dorchester, MA 02125-3105

— An Excel spreadsheet to be e-mailed to RVRS by the
Access Administrator:

vip-accounts@state.ma.us

4. User Request Form

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health 21



Submission Checklist

O VG Services Agreement (Mail original paper to RVRS)

— Required for each certifier accessing VIP and/or the EDRS

d Designation of Access Administrator (Mail original paper to RVRS)
— Required to establish and maintain access to the VIP and/or EDRS

O VIP User Agreement (Mail original paper to RVRS)
— Each individual person who will be accessing the VIP and/or EDRS is required to agree to
the terms and conditions of the VIP system.

— SHARING ACCOUNTS IS NOT ALLOWED
1 User Request Form (URF) (Access Administrator emails to RVRS)

— Form to be used to request/alter users access to the EDRS and Virtual Gateway

— To be emailed by the Access Administrator from the email account on file with the Virtual
Gateway

O If your private practice has three doctors who will certify and two staff members who
will create records and print forms. The doctors must submit all agreements above.
The staff must complete the VIP User Agreement Forms one time, and must be listed
on each of the doctors’ User Request Form as medical data entry staff. The
EMPLOYER field on the VIP User Agreement would list all three doctors as well.

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health 22



Questions?

Your questions are welcome and appreciated. Please email:
vip-accounts@state.ma.us

Please enroll soon —

account activations may take up to six weeks.

We look forward to your participation in the
Vitals Information Partnership (VIP)
Electronic Death Registration System (EDRS)

5/8/2015 Registry of Vital Records and Statistics, Massachusetts Department of Public Health 23
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