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1 Definitions
The following words and phrases used in this RFR shall have the following meaning, unless the context requires otherwise.
Abandoned Call: a call placed to 911 in which the caller disconnects before the call can be answered by the enhanced 911 telecommunicator.
Alternate PSAP: a PSAP that is equipped with ALI and ANI, and that receives calls on an alternative routing basis when calls cannot be completed to the primary or regional PSAP.  
Alternate Routing: the capability of routing 911 calls to a designated alternate location(s) if all 911 trunks are busy or out of service, and may be activated upon request, or automatically if detectable, when 911 equipment fails or the PSAP itself is disabled.
Americans with Disabilities Act or ADA: the Americans with Disabilities Act of 1990, as amended.
Answering Position: an appropriately equipped location within a PSAP that is used to receive 911 calls.
Applications and Appliances:  the hardware and software required for 911 call and payload acceptance, processing, and delivery to a PSAP.
Automatic Location Identification or ALI: an enhanced 911 service capability that allows for the automatic display of information relating to the geographical location of the communication device used to place a 911 call.
Automatic Number Identification or ANI: an enhanced 911 service capability that allows for the automatic display of a telephone number used to place or route a 911 call.
Bidder: an individual or organization proposing to enter into a contract to provide a commodity or service to the Commonwealth under this RFR.
Border Control Function or BCF: provides a secure entry into the ESInet for emergency calls presented to the network. The BCF incorporates firewall, admission control, and may include anchoring of session and media as well as other security mechanisms to prevent accidental, deliberate, or malicious attacks on PSAPs or other entities connected to the ESInet.
Call: a session established by signaling with two way real time media and involves a human making a request for help or a non-human initiated call. Sometimes it is referred to as a “voice call”, “video call” or “text call” when specific media is of primary importance. The term “non-human-initiated call” refers to a one-time notification or series of data exchanges established by signaling with at most one way media, and typically does not involve a human at the “calling” end. The term “call” may also be used to refer to either a “Voice Call”, “Video Call”, “Text Call” or “Data–only call”, since they are handled the same way through most of Next Generation 911.  It is an element of current and anticipated 911 payloads.
Call delivery: the capability to route a 911 call to the designated selective router for ultimate delivery to the designated PSAP for the caller’s ANI.
Call Processing: the system and process that permits a PSAP to receive, receive, process, and route a 911 call and other current and anticipated payloads to a PSAP within the defined environment providing complete payloads with callback and location information of the calling party to the call taker position.  Call processing also includes the ability to identify and answer TDD/TT/TTY and abandoned and silent calls including complete and accurate ANI and ALI of the TDD/TT/TTY calls.
Catastrophic System Malfunction:
(1)
Failure to deliver 911 payloads to a primary PSAP, for any duration, where the 
payloads cannot be immediately redirected to an alternate PSAP or default PSAP;   
(2) 
Failure to deliver ALI, civic address location information, or geo-coordinates to all PSAPs for any reason;
(3) 
Failure to deliver ANI, the  number used to place the 911 call, or a callback number to all PSAPs for any reason; or
(4)
Failure to deliver 911 payloads to more than five (5) PSAPs simultaneously.
Civic Address: any city-style address that includes a house number and a street name is considered a Civic Address. Civic addresses include a community name that may or may not be recognized by the United States Postal Service or be MSAG valid. Civic addresses may be used as Postal address if recognized by the United States Postal Service. Civic Addresses may be used as MSAG addresses if they are an exact match to the MSAG address. A rural route delivery address or FPO or APO address is not considered a Civic address.

CMR: Code of Massachusetts Regulations.
Commencement of Repair: the initiation of action to repair a broken, damaged, or failed system component, which action shall continue until repair has occurred.  Diagnosis, troubleshooting, and/or the opening of a trouble ticket shall not constitute commencement of repair.
Commission: the State 911 Commission.
Commonwealth: the Commonwealth of Massachusetts.
Communication Services: includes any of the following: (a) the transmission, conveyance or routing of real-time, two-way voice communications to a point or between or among points by or through any electronic, radio, satellite, cable, optical, microwave, wireline, wireless or other medium or method, regardless of the protocol used; (b) the ability to provide two-way voice communication on the public switched network; (c) wireless enhanced 911 service; (d) wireline enhanced 911 service; (e) interconnected VoIP provider service as defined by the regulations of the FCC regulations; (f) IP -enabled service; or (g) prepaid wireless service.
Communication Service Provider: an entity that provides communication services to a subscriber or end user.
Contractor: a bidder that has been selected and has contracted with the State 911 Department to provide services under this RFR.
Customer Premises Equipment or CPE:  call processing equipment located at a PSAP.
Default PSAP: a PSAP that is equipped to receive incoming calls that do not contain ANI or ALI or otherwise incomplete information allowing the proper routing of a payload.
Deliverable: any work product that the contractor delivers for the purposes of fulfilling its obligations to the State 911 Department under the terms of the Agreement, including work product that the contractor must submit to the State 911 Department for its approval in accordance with the formal acceptance procedures set forth in the RFR.

DLR: digital logging recorder that records date, time, audio and call detail data, and other transactions involved in the processing of calls to the PSAP. 
Emergency Call Routing Function or ECRF: a functional element in an ESInet which is a LoST protocol server where location information (either civic address or geo-coordinates) and a Service URN serve as input to a mapping function that returns a URI used to route an emergency call toward the appropriate PSAP for the caller’s location or towards a responder agency.
Emergency Services Internet Protocol Network or ESInet: a managed IP network that is used for emergency services communications, and which can be shared by all public safety agencies. It provides the IP transport infrastructure upon which independent application platforms and core functional processes can be deployed, including, but not restricted to, those necessary for providing Next Generation 911 services. ESInets may be constructed from a mix of dedicated and shared facilities. ESInets may be interconnected at local, regional, state, federal, national and international levels to form an IP-based inter-network (network of networks).
Emergency Service Number or ESN: a 3-5 digit number that represents one or more emergency service zones.  An ESN is defined as one of two types: Administrative ESN and Routing ESN.

Emergency Service Zone or ESZ: a geographical area that represents a unique combination of emergency service agencies (e.g., law enforcement, fire, and emergency medical service) that are within a specified 911 governing authority’s jurisdiction.  An ESZ can be represented by an ESN to identify the ESZ.

End User: a person who uses communication services.
Enhanced 911 Network Features: the components of enhanced 911 service that provide selective routing, automatic number identification and automatic location identification.
Enhanced 911 Service: a service consisting of communication network, database and equipment features provided for subscribers or end users of communication services enabling such subscribers or end users to reach a PSAP by dialing the digits 911, or by other means approved by the department, that directs calls to appropriate PSAPs based on selective routing and provides the capability for automatic number identification and automatic location identification.

Enhanced 911 Service Provider: any entity that provides 1 or more of the following 911 elements: network, database or PSAP customer premises equipment.
Enhanced 911 Systems: a distinct entity or geographical segment in which enhanced 911 service is provided, consisting of network routing elements serving as a control office and trunking connecting all central offices within a geographical segment, and including PSAPs and network used to deliver location data to PSAPs from a data base. 
Enhanced 911 Telecommunicator: an individual who acts in the capacity of an enhanced 911 call taker.

Executive Office of Public Safety and Security or EOPSS: the Executive Office of Public Safety and Security of the Commonwealth of Massachusetts.
FCC: the Federal Communications Commission.
Functional Element: major process, application, or appliance, including network bandwidth and bandwidth support.
Geographic Information Systems or GIS: a computer software system that enables one to visualize geographic aspects of a body of data. It contains the ability to translate implicit geographic data (such as a civic address) into an explicit map location. It has the ability to query and analyze data in order to receive the results in the form of a map. It also can be used to graphically display coordinates on a map i.e., latitude/longitude from a wireless 911 call.
High Priority System Malfunction:
(1)
Failure to backup or archive critical system configuration data, payload detail records, 
and/or event recording records; 
(2)
Failure to provide mapping at a PSAP;
(3)
Loss of one (1) or two (2) administrative lines at a PSAP; or
(4)
Loss of single connection to the ESInet at a dual connected PSAP.
Immediately Redirected: the instantaneous redirection of a 911 call to a PSAP to prevent the loss of a 911 call.
Information Technology Division or ITD: the Information Technology Division of the Commonwealth of Massachusetts.  ITD is the executive branch agency responsible for overseeing the Commonwealth’s technology initiatives and services.  

IP-enabled Service: a service, device or application which makes use of Internet Protocol, or IP, and is capable of entering the digits 911, or by other means as approved by the department, for the purposes of interconnecting users to the enhanced 911 systems including, but not limited to, voice over IP and other services, devices, or applications provided through or using wireline, cable, wireless, or satellite facilities or any other facility that may be provided in the future.
Legacy Gateway: a signaling and media interconnection appliance between analog callers in legacy wirelines/wireless originating networks and an i3 architecture so that PSAPs are able to receive emergency calls from such legacy networks.
Legacy Network Gateway or LNG: a signaling and media interconnection appliance between legacy wireline/wireless originating networks and the Next Generation 911 provider’s ESInet.
Legacy PSAP: a PSAP that cannot process calls received via i3-defined call interfaces (IP-based calls) and still requires the use of CAMA or ISDN trunk technology for delivery of 911 emergency calls.
Legacy PSAP Gateway or LPG: an i3 functional element that supports the interconnection of the ESInet with legacy PSAPs. 
Legacy Selective Router Gateway or LSRG: This gateway facilitates the routing/transfer of emergency calls between the ESInet and the legacy emergency services network.  The LSRG will have to interwork location infrastructure between Next Generation 911 and legacy emergency services environments.
Legacy System: the Commonwealth’s existing analog-based enhanced 911 systems.  
Limited Secondary Public Safety Answering Point or Limited Secondary PSAP: a facility equipped, at a minimum, with ANI and ALI display/printout capability. It receives 911 calls only when they are transferred from the primary PSAP.  Data sent to a limited secondary PSAP cannot be re-routed to another location and may not necessarily be transmitted simultaneously with the voice call.
Location Information Server or LIS: a functional element that provides locations of endpoints. A LIS can provide Location-by-Reference, or Location-by-Value, and, if the latter, in geo or civic forms. A LIS can be queried for the location of an endpoint. In either case, the LIS receives a unique identifier that represents the endpoint, for example an IP address, circuit-ID or MAC address, and returns the location (value or reference) associated with that identifier. The LIS also provides the dereferencing service, exchanging a location reference for a location value.

Location to Service Translation (LoST) Protocol: a protocol that takes location information and a Service URN and returns a URI, is used generally for location-based call routing and, in Next Generation 911, is used as the protocol for the ECRF and LVF.

Location Validation: refers to the action of ensuring that a civic address can be used to discern a route to a PSAP.

Location Validation Function or LVF: function that provides sufficient location-based information to a PSAP that allows a 911 call taker to dispatch emergency responders to a 911 call scene. The location information is provided by civic based addresses or latitude/longitude data.
Major System Malfunction:
(1)
One (1) or more data centers are out of service;
(2)
Failure to deliver 911 payloads to a primary PSAP for any duration, where the 
payloads can be immediately redirected to an alternate PSAP or default PSAP;
(3)
Loss of payload detail records and/or event recording records within three (3) years of the 
date of creation of the record; 
(4)
Failure to deliver ANI, the number used to place the 911 call, or a callback number to a PSAP;
(5)
Failure to deliver ALI, civic address location information, or geo-coordinates to a call taker; 
(6)
Loss one answering position at a PSAP with two (2) positions; or
(7)
Loss of two (2) or more of the answering positions at a PSAP with three (3) or more 
positions.
MassGIS:  the Commonwealth's Office of Geographic Information within the Information Technology Division of the Administration and Finance Secretariat.
Master Street Address Guide or MSAG: a database of street names and house number ranges within their associated communities defining emergency service zones and their associated emergency service numbers to enable proper routing of 911 calls.
Milestone Payment:  a defined payment amount associated with the completion of a particular Deliverable or set of Deliverables.
Mobile PSAP: a vehicle, owned, operated, controlled, and maintained by the State 911 Department, that is outfitted with six (6) 911 answering positions, one (1) administrative workstation, ten (10) administrative telephones, seven (7) telular terminals, all connected to the CPE.  It is housed in a 2010 Kenworth vehicle.  

Mobile PSAP Equipment: CPE for the mobile PSAP.

Multi-line Telephone System or MLTS: a system comprised of common control units, telephones and control hardware and software providing local telephone service to multiple end-use customers.  Multi-line telephone system includes VoIP and includes network and premises based systems such as centrex, private branch exchange or pbx, and hybrid key telephone systems, but does not include key telephone systems.
Multi-line Telephone System Operator or MLTS Operator: a person or entity that owns, leases, or rents and manages or operates a multi-line telephone system through which an end user may place a 911 call through the public switched network.
National Emergency Number Association or NENA: a not for-profit corporation established in 1982 to further the goal of “One Nation-One Number.” NENA is a networking source and promotes research, planning and training. NENA strives to educate, set standards and provide certification programs, legislative representation and technical assistance for implementing and managing 911 systems.    
NENA i3 Standards or i3: NENA Next Generation 911 standards and requirements, including without limitation, the NENA Security for Next Generation 911 Standard and the NENA i3 Technical Requirements Documents, now available or as may become available in the future. 
Network Components: any software or hardware for a control switch, other switch modification, trunking or any components of a computer storage system or database used for selective routing of 911 calls, automatic number identification and automatic location identification, including a PSAP.
Next Generation 911: an enhanced 911 system that incorporates the handling of all 911 calls and messages, including those using IP-enabled services or other advanced communications technologies in the infrastructure of the 911 system itself.
Next Generation 911 System or System: the Next Generation 911 emergency communication system procured under this RFR.

Open Systems Interconnection Model or OSI model: a seven layer hierarchical reference model structure developed by the International Standards Organization for defining, specifying, and relating communications protocols.
OTIS:  Office of Technology and Information Services within the Executive Office of Public Safety and Security.
Payload: any multi-media that presents to the network as a call, request for emergency assistance, or an equivalent, including without limitation, real-time communication and non-real time communication, voice, text, video, images, alerts, alarms, graphics, or telematics.
Point of Presence or POPs:  the location at which an Internet service provider exchanges traffic and provides interconnect services.
POTS: plain old telephone service.
Primary PSAP: a PSAP equipped with automatic number identification and automatic location identification displays, and is the first point of reception of a 911 call. It serves the municipality in which it is located.
Prime Contractor: a general contractor that provides an aggregate of systems and components and assumes overall end to end responsibility for the Next Generation 911 system.
Private Branch Exchange or PBX: a private telephone switch that is connected to the public switched telephone network.  
Private Safety Department: an entity, except for a municipality or a public safety department, that provides emergency police, fire, ambulance or medical services.
Private Switch Automatic Location Identification or PS/ALI: a service option that provides enhanced 911 service features for multi-line telephone systems.

Public Safety Answering Point or PSAP: a facility assigned the responsibility of receiving 911 calls and, as appropriate, directly dispatching emergency response services or transferring or relaying emergency 911 calls to other public or private safety agencies or other PSAPs.  
Public Safety Department: a functional division of a municipality or a state that provides fire fighting, law enforcement, ambulance, medical or other emergency services.
Public Switched Telephone Network or PSTN: the network of equipment, lines, and controls assembled to establish communication paths between calling and called parties in North America.
Redundancy or Redundant: having one or more backup systems available in case of failure of the
main system.
Regional Emergency Communication Center or RECC: a facility operated by or on behalf of 2 or more municipalities or governmental bodies, or combination thereof, as approved by the department, that enter into an agreement for the establishment and provision of regional dispatch and coordination of emergency services for all such municipalities or governmental bodies including, but not limited to, a regional PSAP that provides enhanced 911 service and police, fire protection, and emergency medical services dispatch, including services provided by a private safety department. The regional PSAP portion of the center shall be equipped with automatic number identification and automatic location identification displays, as approved by the department, and is the first point of reception of a 911 call. 
Regional PSAP: a PSAP operated by or on behalf of 2 or more municipalities or governmental bodies, or combination thereof, approved by the department, for the operation of enhanced 911 call taking and call transfer activities. A regional PSAP may also be engaged in, by agreement, the dispatching or control of public safety resources serving some or all of the municipalities or governmental bodies that comprise the regional PSAP, including where services are provided by a private safety department. If the regional PSAP serves all such municipalities or governmental bodies for the operation of enhanced 911 call taking and call transfer activities and dispatch services including where dispatch services are provided by a private safety department, it shall be considered a regional emergency communication center for the purposes of section 18B. The regional PSAP shall be equipped with automatic number identification and automatic location identification displays, as approved by the department, and is the first point of reception of a 911 call.
Regional Secondary PSAP: a facility operated by or on behalf of 3 or more municipalities or governmental bodies, or a combination thereof, approved by the department, that enter into an agreement for the establishment and provision of regional dispatch and coordination of either police, fire protection or emergency medical services, or any combination thereof. A regional secondary PSAP is equipped with automatic number identification and automatic location identification displays. It receives 911 calls only when transferred from a primary or regional PSAP or on an alternative routing basis when calls cannot be completed to the primary or regional PSAP. 
Repair: a permanent fix or repair, including replacement if necessary, of a broken, damaged, or failed network device, database, or CPE that allows such system or system component to be fully operational.
Request for Response or RFR: the mechanism used to communicate procurement specifications and to request responses from interested bidders.
Response: a response from a bidder to the Request for Response.  A response shall include submissions commonly referred to as “bids,” “quotes,” or “proposals.”
Secondary PSAP: a PSAP equipped with automatic number identification and automatic location identification displays. It receives 911 calls only when they are transferred from the primary PSAP or on an alternative routing basis when calls cannot be completed to the primary PSAP.
Selective Routing: the method to direct 911 calls to the appropriate PSAP using a call routing database derived from the geographical location from which the call originated.
Silent Call: a 911 call received at a PSAP in which no audible voice or tone is received and the caller does not disconnect.

Silent Call Procedure: the enhanced 911 service feature, as prescribed by the Department, that allows an enhanced 911 telecommunicator to respond to silent calls so that a 911 caller who is unable to verbally communicate the emergency over the telephone may receive the appropriate response.

SNTP: simple network time protocol for time synchronization of system clocks.
Spatial: relating to, occupying, or having the character or space. Geographical information systems store spatial data in regional databases.
Spatial Information Function or SIF:  specialized Geographic Information System with i3 compatible interfaces that is used to replicate required geospatial data to the i3 applications and appliances.
Standard Priority System Malfunction: Any trouble that is not defined as a Catastrophic System Malfunction, Major System Malfunction, or a High Priority System Malfunction.
State 911 Department or Department: the State 911 Department within the Executive Office of Public Safety and Security of the Commonwealth of Massachusetts.
Subscriber: a person who uses communications services.
Tandem: a switching system in the enhanced 911 telephone network that establishes
911 call routing.
TDD/TT/TTY: a telecommunications device consisting of modems that permit typed telephone conversations with or between deaf, hard of hearing or speech impaired people.
TDD/TT/TTY Call Diverter: a device that monitors and detects Baudot tones and then automatically routes the TDD call to a specified position. 
TDD/TT/TTY Detector: a device that monitors a trunk for Baudot tones and upon recognition,
indicates the receipt of that type of call with a response sequence.
Telephone Company: a person, firm, corporation, association or joint stock association or company, as defined in chapter 159, furnishing or rendering local telephone exchange service.
Text Telephone or TT: a machine that employs graphic communication in the transmission of coded signals through a wire or radio communications system. TT is interchangeable with the term TDD or telecommunications device for the deaf.
Trouble: any event that: 1) impacts the functioning or operations of a PSAP; or 2) is reported to the contractor’s help desk by a PSAP or the State 911 Department.
Trouble Ticket: a tracking document that contains a concise, complete, and accurate history of the trouble from the time the trouble is reported to repair of the trouble. A trouble ticket shall include, but not be limited to, PSAP location, date and time of ticket opening, date and time of ticket closing, ticket number, detailed description of problem, all steps taken during repair efforts and reason for closing ticket. 
URI or Uniform Resource Identifier: a predictable formatting of text used to identify a resource on a network.
URN or Uniform Resource Name: a uniform resource identifier that uses the URN scheme and is intended to serve as persistent, location-independent resource names.
Uninterruptible Power Supply or UPS: a system designed to provide power, without delay or transients, during a period when the normal power supply is incapable of performing acceptably.

Voice Over Internet Protocol or VoIP: a type of IP-enabled service that allows for the two-way real time transmission of voice communications and has access to the public switched network.
Wireless Carrier: a commercial mobile radio service, as defined in 47 U S C 332(d), including resellers and prepaid providers of wireless services.
Wireless Enhanced 911 Service: the service required to be provided by wireless carriers under, and governed by, FCC order.
Wireless State Police PSAP: a state police facility assigned the responsibility of primarily or entirely receiving wireless 911 calls and, as appropriate, directly dispatching emergency response services or transferring or relaying emergency 911 calls to other public or private safety departments or other PSAPs.
Wireline Carrier: an incumbent local exchange carrier or local exchange carrier operating in the commonwealth, or a telephone company, or any other person, corporation or entity that provides local exchange service.
Wireline Enhanced 911 Service: service provided by a wireline carrier that connects a subscriber dialing or entering the digits 911 to a PSAP. 
24 x 7: twenty-four (24) hours a day, seven (7) days a week, three hundred sixty-five (365) days a year.
1.1 Acronyms

The acronyms used in this RFR shall have the meaning set forth in the following table, unless the context requires otherwise.

	Descriptor/Acronym
	Meaning

	ANSI
	American National Standards Institute

	ATIS
	Alliance for Telecommunications Industry Solutions

	ATIS/ESIF
	Alliance for Telecommunications Industry Solution/ Emergency Services Interconnection Forum

	CAD
	Computer Aided Dispatch

	DDOS
	Distributed Denial of Service

	EIA
	Electronics Industries Alliance

	ESIF
	Emergency Services Interconnection Forum

	FCC
	Federal Communications Commission

	GML
	Geographic Markup Language

	ISP
	Internet Service Provider

	ITIL
	Information Technology Infrastructure Library

	LAN
	Local Area Network 

	LIF
	Location Interwork Function

	LIS
	Location Information Server

	LoST
	Location to Service Translation  

	MPLS
	Multi-Protocol Label Switching

	NEMA
	National Electrical Manufacturers Association

	NENA
	National Emergency Number Association

	OGC
	Open Geospatial Consortium

	PMO
	Project Management Organization

	QoS
	Quality of Service

	SDO
	Standards Development Organization

	SIO
	Service Information Octet

	SIP
	Session Initiation Protocol

	SNMP
	Simple Network Management Protocol

	TIA
	Telecommunications Industry Association

	VPN
	Virtual Private Network

	WAN
	Wide Area Network


2 DESCRIPTION OR PURPOSE OF THIS PROCUREMENT
The State 911 Department is responsible for coordinating, administering, and implementing enhanced 911 services and the enhanced 911 systems throughout Massachusetts to ensure a consistent statewide approach for enhanced 911 services.  The State 911 Department seeks to contract with a qualified contractor or contractors to provide and operate a Next Generation 911 emergency communications system in Massachusetts. The State 911 Department seeks to procure the services of such contractor or contractors to design equip, install, operate, monitor, maintain, train, and support a Next Generation 911 system throughout the Commonwealth in a turnkey fashion. 
The Commonwealth of Massachusetts, through the State 911 Department, invites vendors of Next Generation 911 services, appliances, products, and software to respond to this Request for Response. 
The Commonwealth does not seek to procure GIS data through this RFR.  Bidders shall not bid on the provision of GIS data, and cost proposals shall NOT include pricing for the provision of GIS data. 
3 ACQUISITION METHOD TO BE USED FOR THIS CONTRACT
The acquisition method for this contract is fee for service.  This contract has a durable commodities component in addition to the services.  It is the State 911 Department’s intent to take ownership of all durable commodities furnished under this contract, whether through an outright purchase or a tax-exempt lease purchase.  
This contract will be a rate contract.  
The contract will not have a maximum obligation amount.  The total costs per unit shall be itemized according to Attachment E- Cost Tables.
The State 911 Department reserves the right to procure any goods and services through a procurement vehicle other than this RFR if to do so would result in the best value in fulfilling the contract, or any renewal thereof.  The contractor may be required to evaluate such goods and services to ensure compatibility with the system.
4 REQUEST FOR SINGLE OR MULTIPLE CONTRACTORS
The State 911 Department has a preference for the award of one (1) contract to a prime contractor who shall assume full responsibility for the aggregate of systems and components for the Next Generation 911 emergency telecommunications system (except the geographic information systems data that will be supplied by the Commonwealth), whether or not the goods and/or services are manufactured or produced by the prime contractor.
However, this RFR is not limited to bidders that propose to act as a prime contractor, and the State 911 Department reserves the right to accept bids and award contracts for components of the system as defined within this RFR.  Bidders that provide discrete components that would comprise some portion of a Next Generation 911 emergency telecommunications system are permitted to submit a response. 

5 USE OF THIS PROCUREMENT BY MULTIPLE DEPARTMENTS
This procurement is being issued as a single Department procurement primarily for use by the State 911 Department.  The procurement can also be used by any other public safety department or unit of government within the Commonwealth or quasi-public department or agency or private safety department as the procurement basis for the execution of contracts for the purposes of maintaining, in whole or in part, a PSAP that has been approved by the State 911 Department.
Although eligible entities may utilize this procurement, a separate contract for any such entity shall be executed.  The contractor(s) under this RFR shall extend all pricing to such eligible entities, and the contractor(s) under this RFR shall report to the State 911 Department the name of each and every entity with which it has contracted, the dollar value of each and every such contract, and the goods and services thereby provided.
6 ANTICIPATED DURATION OF CONTRACT, INCLUDING RENEWAL OPTIONS
The anticipated duration of the contract is five (5) years beginning on the Contract Effective Start Date.  The contract will allow for one (1) option to renew for a period of five (5) years.  Therefore, the Total Anticipated Contract Duration is five (5) years, plus one (1) option to renew for a period of five (5) years.  Therefore, the Total Anticipated Contract Duration, including the renewal options, is ten (10) years from the Contractive Effective Start Date.
Performance and payment time frames which exceed contract duration: At the request of the State 911 Department, the contractor shall be required to complete the performance of any or all projects or project agreements entered into or commenced during the term of the contract whose performance and payment timeframes extend beyond the maximum contract duration end date and/or to work cooperatively with the State 911 Department to undertake all actions necessary to ensure timely project completion.
At the request of the State 911 Department, the contractor shall be required to enter into a maintenance agreement following the expiration of the Contract End Date if necessary to maintain and/or monitor the system or individual system components beyond the maximum contract duration.
7 ANTICIPATED EXPENDITURES AND COMPENSATION STRUCTURES
All rates shall become fixed for the initial term of the contract, unless there is a material change to a regulation, guidelines, standard, or order of the State 911 Department or the FCC or other regulatory or governing body that significantly alters the contractor’s ability to provide services, as determined solely in the discretion of the State 911 Department.  Any renegotiation of rates or pricing resulting from any such material change shall be supported by appropriate and detailed documentation to the satisfaction of the State 911 Department.   Further, any renegotiation of rates or pricing at the time of renewal of the contract shall be supported by detailed documentation to the satisfaction of the State 911 Department.
An overall cost/unit estimate is not available.  This contract may be funded in part with federal funds. 
8 PERFORMANCE AND CONTRACT SPECIFICATIONS
8.1 PROJECT OVERVIEW
The State 911 Department is seeking a Next Generation 911 emergency telecommunications system that shall possess the highest degree of resiliency, reliability, redundancy, and service availability.  The system shall support the delivery of 911 voice calls to all PSAPs located throughout the Commonwealth.  The system shall be compliant with the NENA i3 standard.  
Although the initial deployment shall support voice calls and text messages, it is the objective of the State 911 Department to procure a system that shall comply with evolving national standards, and that shall offer the functionality to support Next Generation 911 capabilities, including without limitation, the delivery, receipt, and display of videos, and/or photographs in the future.  
Therefore, bidders shall respond with proposals for a system that either currently supports, or will support in the future, such Next Generation 911 payloads as are generally accepted within the emergency services community.
Non-performance or delay in performance by the service provider may result in disruption in delivery of services, and, therefore, time is of the essence in performance dates, deadlines, and delivery dates.

The system shall be fully operational throughout the Commonwealth no later than June 30, 2016.  This deadline shall be strictly adhered to and shall be strictly enforced.
In order to meet the hard deadline of June 30, 2016, extensive upfront solution, network and failover testing, in addition to upfront process development, is required to ensure that the deployment phase of the project runs seamlessly with all the issues being brought to light during the design and testing phases.
The migration to the Next Generation 911 system shall be on a rolling basis.  The project schedule and any changes thereto, including the sequencing of the installation at the PSAPs, shall be subject to the approval of the State 911 Department.  Since the migration to the new service will be conducted in stages, the response shall set forth the bidder’s plans regarding the support of a phased migration, rolling staged cutover, and parallel operation and provision of gateways to legacy systems and networks. Limited secondary PSAPs shall be deployed simultaneously with the primary PSAP or regional PSAP that is served by the limited secondary PSAP.

The contractor shall be required to directly interface with other Commonwealth agencies, including without limitation, MassGIS for GIS-related activities.
Bidders are encouraged to use their knowledge and products to respond with the system that provides best value for the Commonwealth. 
Responses shall address, at a minimum, the following high-level components:
· Network design, management, and operation;
· Applications and appliances, including connecting devices, routers, 
firewalls, and other components required to transmit payloads from the border 
control function through the i3 functional elements to the appropriate PSAP;
· Applications and appliances in data centers; 
· Devices capable of recording payload information as delivered to the ESInet in a 
manner consistent with diagnostic timing and functional element failure;
· Integration plans for applications and appliances, including design components 
and certification of i3 compliance;
· The services of a help desk, NOC,  and system failure resolution;
· Installation, testing, and acceptance processes;
· Approach to a phased cutover and transition/migration of installed 
base

in data centers, laboratories, training centers, and PSAPs;
· High function/performance capabilities in data centers;
· Ongoing operation of the system;
· Project management for the installation, testing, and certification of the system; 
and
· Warranty and maintenance.
Bidders shall supply a response that fully describes in detail their overall effort.
The system shall be expandable. Such expansion shall be on an incremental basis, not a wholesale replacement of major platform(s). The contractor shall certify that subsequent system expansions or upgrades will be backward compatible with components proposed herein.  Bidders shall describe the scalability and expandability, indicating the related costs of the system in terms of its various components.   
Bidders shall describe in detail all system needs and requirements to support and implement the system to be delivered by the contractor.  
8.1.1 Scope

The State 911 Department currently provides services and equipment for approximately two hundred fifty-four (254) PSAPs throughout the Commonwealth, as well as for approximately one hundred four (104) limited secondary PSAPs, three (3) secondary PSAPs, four (4) training centers, and one (1) mobile PSAP.  Primary PSAPs, regional PSAPs, and RECCs are PSAPs equipped with ALI, an enhanced 911 service capability that allows for the automatic display of information relating to the geographical location of the communication device used to place a 911 call, and ANI, an enhanced 911 service capability that allows for the automatic display of a telephone number used to place or route a 911 call, and are the first point of reception of a 911 call.   A secondary PSAP is a PSAP equipped with ANI and ALI displays.  It receives a 911 call only when transferred from the primary PSAP or on an alternative routing basis when calls cannot be completed to the primary PSAP.  The municipalities hosting primary PSAPs, regional PSAPs, and RECCs, the number of answering positions, and trunks (wireless and wireless) are set forth on Attachment K1- Primary PSAP, Regional PSAP, and RECC Data. A list of the PSAP addresses and site survey information will be provided to bidders upon the receipt by the State 911 Department of an executed Non-Disclosure Agreement in the form attached hereto and made a part hereof as Attachment S- Non-Disclosure Agreement.
The municipalities hosting primary PSAPs, regional PSAPs, and RECCs, historical call volume (wireline, wireless, administrative line, final route), and audio monitoring points are set forth in Attachment K2- Primary PSAP, Regional PSAP, and RECC Data.  There are currently approximately 6,000 certified enhanced 911 telecommunicators throughout the Commonwealth. The mobile PSAP is available 24 x 7 to respond to and temporarily replace and assist PSAPs that are rendered non-operational due to structural failure, equipment failure, infrastructure failure, or other emergency and/or pre-planned events. The mobile PSAP is deployed for training, public education, PSAP conversions and build outs, the Boston Marathon, and as an emergency backup PSAP.  The State 911 Department may utilize the mobile PSAP in connection with the transition to Next Generation 911. 

This RFR describes the equipment and services necessary to provide Next Generation 911 service statewide.  The number and configuration of PSAPs varies from time to time at the discretion of the State 911 Department.  The State 911 Department reserves the right to purchase equipment and services for new, expanded, or additional PSAP sites and answering positions, and reserves the right to change PSAP sites and/or positions during the term of the contract or any renewal thereof.  The State 911 Department reserves the right to purchase equipment and services that offer additional or new functionalities offered by the system, on such pricing, terms and conditions as may be negotiated with the contractor.  
No change in the cost or payment terms specifically identified within this RFR shall be warranted unless there is a material change to a regulation, guideline, standard, or order of the State 911 Department that significantly alters the contractor’s ability to provide services, as determined solely in the discretion of the State 911 Department. 

All purchases of hardware, software, and/or CPE necessary to fulfill the requirements of the contract, and any renewal thereof, may be made by the contractor on behalf of the State 911 Department and/or the Commonwealth if the contractor demonstrates, to the satisfaction of the State 911 Department, that procurement by the contractor of such material will achieve the best value in fulfilling the requirements of the contract, or any renewal thereof.  The State 911 Department reserves the right to procure any such hardware, software, and/or CPE through a procurement vehicle other than this RFR if to do so would result in the best value in fulfilling the contract, or any renewal thereof.  The contractor shall be required to install and maintain any and all such hardware, software, and/or CPE, and shall provide pricing on a per position basis to install and maintain any and all such hardware, software and/or CPE procured directly by the  State 911 Department and/or the Commonwealth.

The specifications set forth in this RFR will form the basis for and be incorporated into the contract that will be executed with the contractor, and, therefore, the failure of a bidder to state in its response its inability to meet the specifications set forth in this RFR shall be deemed to constitute the acknowledgment of the ability of the bidder to comply with the specifications set forth in this RFR.

The order of precedence of the contract shall be as follows: Commonwealth Terms and Conditions, Standard Contract Form, the RFR, the bidder’s response to the RFR.

8.1.2 Format of Response

Bidders shall follow the same sectional format of this RFR and provide an individual response to each RFR specification in its response. All responses shall be presented using the same numbering sequence and order used in this RFR. 

 

Bidders shall acknowledge that the bidder accepts the terms and conditions of the RFR specification by clearly stating in the affirmative that the bidder shall “comply” with or “agree” to” the specification.  Bidders are advised that a response of “understands” or “understood” may be considered non-responsive. In addition, bidders shall explain in detail how the system shall meet the requirements of the RFR, and a failure to do so may be viewed as an incomplete response.
Bidders shall include in the response a detailed list of all components required for a comprehensive solution.  Bidders shall identify by listing on Attachment R- List of Commodities/Services which components, if any, the bidder proposes to be provided by a subcontractor and/or another vendor.  Bidders shall provide a detailed diagram of the Next Generation 911 system proposed by the bidder, identifying each of the components, their operation, and interaction and which components, if any, the bidder proposes to be provided by a subcontractor and/or another vendor.  
The State 911 Department proposes a comprehensive solution for the Next Generation 911 system, and, therefore, bidders shall identify by listing on Attachment R- List of Components for Comprehensive Solution any required specifications or components that are not addressed in this RFR.   
Bidders shall include a product and technology roadmap indicating future features and capabilities that are being added to each of the components of the comprehensive solution.  Where possible, bidders shall include release dates for new features.
Bidders shall NOT include any information relative to costs, cost elements, or pricing in the technical response.  All cost and pricing shall be addressed solely in the pricing response.

8.1.3 Alternatives 

A response that fails to meet any material term or condition of the RFR, including the submission of required attachments, may be deemed unresponsive, may be disqualified, and may be rejected.  Unless otherwise specified, bidders may submit responses proposing alternatives which provide equivalent, better or more cost effective performance than achievable under the stated RFR specifications. These alternatives may include related commodities or services that may be available to enhance performance during the period of the contract. The response should describe how any alternative achieves substantially equivalent or better performance to that of the RFR specifications.

The State 911 Department will determine if a proposed alternative method of performance achieves substantially equivalent or better performance. The goal of this RFR is to provide the best value of commodities and services to achieve the procurement goals of the State 911 Department.  Bidders that propose discounts, uncharged commodities and services or other benefits in addition to the RFR specifications may receive a preference or additional points under this RFR as specified.

8.1.4 Minimum Bid Duration

Bidders responses/bids made in response to this RFR shall remain in effect for at least one hundred eighty (180) days from the date of bid submission.
8.2 COMPLIANCE WITH LAW
The contractor shall, in the performance of all services provided by the contractor, including but not limited to, equipment, installation, training, maintenance and performance services and reports comply with the requirements set forth in Section 560 of the Code of Massachusetts Regulations, Standards for Enhanced 911, as may be amended from time to time, and any and all federal, state, and local laws, regulations, rules, guidelines, standards, and orders in effect at the time of the issuance of this RFR or promulgated or issued from time to time throughout the term of the contract or any renewal thereof.  The contractor shall adhere to standards and specifications as established by NENA, unless otherwise agreed to in advance in writing by the State 911 Department.  All work and materials shall comply with all applicable federal, state, and local laws, municipal ordinances, regulations and direction of inspectors appointed by proper authorities having jurisdiction.  The contractor shall immediately correct any and all code violations, deficiencies, or non-compliance at no cost to the State 911 Department or the Commonwealth, and the contractor shall indemnify and hold harmless the State 911 Department and the Commonwealth from and against any liability, loss, damages, or costs that either may incur as a result of the contractor’s violations, deficiencies, or non-compliance, whether willful, negligent, or otherwise.  
8.2.1 Standards

Bidders shall possess the required knowledge and industry participation in the products and services being proposed.   The State 911 Department reserves the right to reject non-standard systems that may impede the Commonwealth from participating in the larger national and international networks of Next Generation 911 technologies. Further, the contractor shall warrant compliance with known applicable standards at the time of system acceptance and shall make continual upgrades to the system as may be required to meet evolving standards for the duration of the contract.  
In addition to all other standards set forth herein and in addition to all other NENA i3 standards, the system shall comply with the following standards:

· NENA 8-003 v1 Detailed Functional and Interface Specification for the NENA i3 Solution, Stage 3 Version 1;
· NENA 8-002 NENA Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3);
· NENA 08-751 NENA i3 Technical Requirements Document;
· NENA 04-001 Section 10.4 Software Quality;
· NENA 58-001 NENA IP-Capable PSAP Minimum Operational Requirements Standards;
· NENA 58-501 IP PSAP 9-1-1 System Features and Capabilities;
· NENA 75-001 Security for Next Generation 9-1-1 Standard (NG-SEC), NENA 
75-001 v1, and NENA 04-503 v1; 
· NENA 75-502, NENA 04-502 v1, NENA 04-503 v1, NENA 08-506 v1, NENA 
08-752 v1, NENA 71-502 v1, NENA STA-003;
· Applicable Internet Engineering Task Force Standards (IETF), such as IP protocols, IP routing protocols, SIP, RTP, LoST, and the PIDF-LO; and
· NENA Emergency Services IP Network Design for NG9-1-1.
Bidders shall describe in detail in the response how they shall meet such standards in their design. 

8.2.2 Open Standards
The system shall be based on open standards such as ITU, IEEE 802 at OSI Layer-2, and IP and TCP, as defined by the IETF in the applicable RCFs, at OSI Layer-3 and above.

Bidders shall disclose whether the system uses any proprietary standards or protocols, and bidders shall reveal any limitations on the use of open standards.

8.2.2.1 Special Equipment

Bidders shall state whether the system will require any non-traditional (i.e., special purpose) equipment to be located at a PSAP and/or a data center. 

8.2.3 Facilitating Transition

Bidders shall describe how the system shall be configured to support the transition from legacy call handling to Next Generation 911 call handling.
The contractor shall propose a detailed plan for and shall facilitate the migration of 911 services from the legacy system to the Next Generation 911 system at all interfaces between the contractor and other emergency call originating communication service providers in order to accomplish 911 call delivery that meets the quality, reliability, and availability requirements of this RFR.  This includes, but is not limited to, stating the terms, conditions, procedures, and processes for interconnection and exchange of information between other carriers’ networks and systems and the contractor’s system, and includes interfaces that shall allow for the means to timely exchange information such as legacy ALI database updates, PS/ALI services, exchange of monitoring and trouble ticket information, trunk connections to the legacy network gateway, and IP connections to border control functions.  The contractor shall monitor all ports, inbound and outbound, on the border control functions.  The contractor shall, as necessary, work closely with communication service providers and shall cooperate fully with them in order to accomplish a successful transition to the Next Generation 911 system.

8.3 ESINET
The contractor shall provide, design, monitor, manage, and operate the network, including the supply of all network equipment and all network services and connection required to create a fully functional and compliant Next Generation 911 system.   

The network links shall include a mix of private (Commonwealth-provided) and public (commercial carrier) facilities.  While the network facilities may be obtained from more than one source, the contractor shall operate and manage the network as a single network from the perspective of the State 911 Department. 

The public (commercial carrier) facilities will be the primary path, and the private (Commonwealth-provided) facilities where available shall be the secondary path for failover where practical.  The private network facilities shall include the Massachusetts Broadband Initiative (MBI) deployment currently being installed in western Massachusetts and other network assets to be identified by the State 911 Department.  The State 911 Department requires that the contractor shall make use of the private network assets identified by the State 911 Department.  The currently available private (Commonwealth-provided) network assets are identified on Attachment T- Commonwealth Network Assets attached hereto and made a part hereof.  The contractor may be required to coordinate with third parties, including without limitation, network operators and contractors associated with the MBI project.  As the Commonwealth deploys more private network facilities, the State 911 Department may require that the contractor migrate carrier-based services to these private facilities, and the contractor shall do all things and take all action necessary to migrate such services at the direction of the State 911 Department.  
8.3.1 Network Design

Bidders shall submit with the response a proposed network design and network diagram, including overall architecture, bandwidth requirements, QoS requirements, and any required protocols, for the Next Generation 911 system.  The design for the proposed network shall provide sufficient detail for the State 911 Department to determine the bidder’s expertise in designing a highly redundant and diverse network, and bidders shall provide as much detail as possible to allow the State 911 Department to properly evaluate the response.  The network diagram shall display sufficiently detailed information regarding the core network and each site connection so that the topology and design are clear.  The network diagram and narrative shall provide sufficient detail so that technical reviewers can identify how the design meets the requirements of this RFR and shall clearly display, at a minimum, the following:

· Physical topology;
· Diversity in topology;
· Non-diverse network segments;
· All known entities and all known connection types;  
· Secondary and tertiary technologies with  interfaces to master topology;
· Rings;
· Circuits;
· Interconnection and aggregation points;
· Load balancing capability;
· Approach to meeting availability requirements; and

· Data Center connections.
.  
As soon as possible following contract award, but in no event later than sixty (60) days following contract award, the contractor shall submit to the State 911 Department for approval a proposed detailed network design and technical documents for the Next Generation 911 system that shall incorporate the IP addressing, routing, QoS, traffic engineering, proposed carriers for each link, and a detailed analysis indicating how the network shall support the full traffic load, availability, and other requirements set forth in the RFR. The detailed network design shall incorporate all entities and all connection types, including but not limited to, connections to PSAPs, connections between data centers, connections to the public Internet, connections to communications service providers, via traditional trunks and private IP circuits, connections to legacy PSAPs, connections to existing selective routers; and any other connections that may be required.  The final network design shall be subject to the approval of the State 911 Department.
The network shall be a high performance network based on current industry and NENA i3 standards, protocols and technologies. The primary network technology shall be a mix of MPLS, carrier Ethernet, or other i3 transport standards.  QoS features shall be provided, and PSAPs shall have dedicated bandwidth to eliminate contention.

The network shall be designed and configured to support many payloads, including voice, data, and multi-media.  The network shall be able to identify, prioritize and route/re-route traffic based on data type, application, origination point, destination point, and other parameters.  In particular, the network shall be able to identify and prioritize voice calls and maintain a mean opinion score of 4.0 or above.  QoS features shall be deployed for this purpose.

The network shall accommodate growth of bandwidth requirements, interconnection to additional sites, and interconnection to national or other state ESInets in the future.  The network shall support such future growth and interconnections with minimum impact on the infrastructure through incremental additions to the existing network.

The network shall be based on open standards.  The overall design shall scale with respect to bandwidth, additional sites, and interconnection with other ESInets.  The network shall incorporate facility and equipment diversity.  The State 911 Department has a preference for physical or route diversity over logical or equipment diversity where feasible.  In certain cases, diverse wireline carriers may be required for PSAPs, as determined by the State 911 Department.  At a minimum, the contractor shall provide diverse entries for PSAPs with six (6) or more positions.  The contractor shall also provide diverse entries for all other PSAPs identified by the State 911 Department.  The contractor shall notify the State 911 Department in advance of any and all circuit or carrier changes that could affect diversity, performance, availability, or reliability, and any and all such changes shall be subject to the prior written approval of the State 911 Department.
In addition to the State 911 Department’s plans to require alternate wireline carriers for certain PSAPs, bidders shall assess the use of microwave and satellite and wireless as tertiary paths. Bidders shall address the advantages and disadvantages of each of these means as an alternate path. To the extent that the bidder concludes that the use of these means is viable as a tertiary path, such means shall be incorporated in the detailed network design and technical design documents, as directed by the State 911 Department.  In certain cases, where it is not feasible to connect by diverse wireline carriers, the PSAP may be connected with microwave or satellite or wireless links, in order to provide these redundant connections.  The State 911 Department expects that a switchover from a failed or degraded network to a secondary or tertiary network shall result in minimal or no data loss.   
The network shall be designed so that it shall provide for 100% of all 911 payloads to be delivered to a PSAP.  The network architecture design shall address network upgrades and maintenance, down time disclosures, service level agreements (that address, at a minimum, packet latency, packet loss, jitter, and quality of service), and other necessary elements.
8.3.2 System Networking Requirements

Bidders shall identify and describe in detail all networking requirements necessary for the ideal operation of the system, including minimum and optimal bandwidth requirements, and required or preferred network protocols for Layers 1 through 4 of the OSI model. 
Handoffs to the contractor’s equipment from any Commonwealth-supplied ESInet will be either copper (Ethernet, RJ45) or fiber, depending on the speed or type of the connection.

8.3.2.1 PSAP Network Bandwidth

Bidders shall complete Attachment F- PSAP Network Bandwidth and shall describe in detail the bandwidth requirements for the system.  The contractor shall verify that the proposed bandwidth is adequate to handle anticipated traffic based on the contractor’s independent calculations. The contractor shall also provide predicted future bandwidth requirements.  
8.3.3 Diverse Network Entries
The State 911 Department training centers and certain regional PSAPs and RECCs, as determined by the State 911 Department, shall have physically redundant entrance facilities so that there will be no single points of failure in the network.  Therefore, the network shall include physically diverse building entrances for certain PSAPs, to be identified by the State 911 Department.  In certain cases, where it is not feasible to connect a PSAP by diverse wireline links, the PSAP may be connected with microwave or satellite or wireless links, in order to provide these redundant connections.  To the extent that dual entrances are required, the switch between diverse network connections shall be automatic and seamless to PSAP operations.
8.3.3.1 ESInet Demarcation Point
The  network connection shall be located in the same room as the Next Generation 911 system (which shall be in the same room as the 911 backboard), unless otherwise directed by the State 911 Department. The contractor shall provide the necessary connection at the network demarcation point and all required hardware (cabling and electronic components) to connect the network to the Next Generation 911 system.
8.3.3.2 Network Failover
The system shall have a network failover scheme that is widely used in the industry and that complies with open standards and that provides for maximum availability.  Bidders shall describe in detail the proposed network failover scheme that provides instant switchover from failed or degraded components, systems, networks, and data centers.  The system shall meet a 99.999% standard of availability.  There shall be redundant, dual Ethernet switches (and, if required, routers) at PSAPs to be identified by the State 911 Department and, if required, equipment to accommodate diverse communication service providers at PSAPs to be identified by the State 911 Department.  The contractor shall assess the use of technologies such as WAN 

Virtualization, microwave, satellite, and wireless technology to improve ESInet resiliency, redundancy, and availability, and shall include the assessment in the network design document.
8.3.4
Network Performance and Service Levels
The contractor shall ensure that network services meet the following minimum requirements:

· The network services shall be deployed using a highly reliable architecture with reliability, availability, and survivability incorporated into the design wherever feasible.  
· The network services shall be designed to automatically reroute all data types around broken or failed links without manual intervention.
· The network services shall be capable of prioritizing critical traffic over other traffic by user, by application, by time of day, date, or a combination of criteria.  The network shall support multiple levels of prioritization to ensure that the most important applications or users have the access and bandwidth that are required for successful communication.  
· The network services shall be capable of treating content through prioritization and bandwidth management to provide guaranteed Quality of Service (QoS).  In the event of a disaster, where security and public safety applications shall have priority, the network shall automatically adjust QoS for prioritization. The network shall maintain a toll quality of MOS 4.0 or better.
· The network services shall use traffic shaping and traffic policing to ensure that the network meets or exceeds its performance contract requirements.  
· The network services shall operate on a 24 x 7 basis. 
· The contractor shall, within sixty (60) days following contract award, submit to the State 911 Department for approval  a chart or list of “Outage Escalation Procedures” that shall be adhered to.
8.3.4 
Service Level Agreements

The contractor shall ensure that all network service providers shall execute a service level agreement (“SLA”) that shall, at a minimum, address the following:

· Network performance level and QoS requirements;
· Response requirements to various types of service disruptions;
· Response times and requirements for new installation or changes;
· Network management, monitoring and reporting times and requirements; and
· Penalties and other consequences for non-compliance.
The contractor shall submit to the State 911 Department all SLA(s) executed with network service providers within thirty (30) days following execution of such SLA(s), and shall promptly notify the State 911 Department of any and all changes in network service provider.
The SLA(s) shall include the following requirements, at a minimum:
8.3.4.1 Packet Latency (20 ms) 

Packet Latency to an average round trip time of forty (40) milliseconds which equates to a one (1) way transmission time of twenty (20) milliseconds. Packet Latency is measured between the demarcation points, typically between a data center demarcation point and a PSAP demarcation point.  Bidders shall identify the packet latency for proposed tertiary networks (the MOS for any such proposed tertiary networks shall be a minimum of three (3)). 
8.3.4.2 Packet Loss (0.5%) 

Monthly average packet loss between demarcation points not to exceed 0.5%.  

8.3.4.3 Jitter (20 ms)

Jitter shall not exceed twenty (20) milliseconds.

8.3.5 Performance Degradation and Circuit Failures
The contractor shall monitor network performance and shall track, identify, document, and report to the State 911 Department the following failures in circuit performance: two (2) or more identical or similar circuit failures or performance degradations within thirty (30) calendar days; and five (5) or more dissimilar circuit failures or performance degradations within thirty (30) calendar days.  For all such failures, the contractor shall submit a remediation plan to the State 911 Department for approval.
8.3.6 Timely Installation Intervals for New Service Requests
The contractor shall complete new service installation within sixty (60) days of a request.

8.4 Network Security
8.4.1 General
In addition to all other requirements set forth herein, the contractor shall comply with current FBI Criminal Justice Information Services (CJIS) Security Policies as set forth on http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view, shall comply with such FBI Criminal Justice Information Services (CJIS) Security Policies as may be issued in the future, and shall apply a variety of security measures to ensure that:

· Network operations are not disrupted;
· Unauthorized individuals do not gain access to the network;
· Least access policy is applied;
· Data theft does not occur;
· Monthly vulnerability scans and assessments occur;
· Incidents are logged, reported, and responded to;
· Changes are logged and managed;
· Activity, incidents, events, and changes are maintained to support routine and forensic audits;
· Data is not modified or deleted;
· Intrusion protection/Intrusion detection is implemented; and
· Identify theft does not occur.
These measures shall include physical safeguards, operating system hardening, hardware and software information security best practices, stringent change management processes, security incident response, resources, educational efforts, and organizational policies.

The contractor shall provide all necessary appliances, including firewalls, routers, switches, intrusion protection/detection, and cabling to ensure network security for each PSAP and data center. 

The security architecture shall withstand sophisticated attacks, including without limitation, distributed denial of service attacks, while maintaining system functionality.  Bidders shall describe in detail how the system shall withstand such attacks.
8.4.2 Network Security Standards
At a minimum, the contractor shall ensure that the system complies with all applicable network security standards, including but not limited to, the following network security standards: (a) NENA Security for Next-Generation 9-1-1 Standard (NG-SEC, document 75-001 dated February 6, 2010), (b) Next Generation 9-1-1 Security (NG-SEC)Audit Checklist NENA 75-502 V1, and (c) FBI Criminal Justice Information Services (CJIS) Security Policies as set forth on  http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view and FBI Criminal Justice Information Services (CJIS) Security Policies as may be issued in the future.
8.5 DATA CENTERS
The system shall be supported by two (2) data centers at geo-diverse locations within the Commonwealth.  The contractor shall propose two (2) data centers in diverse locations in the Commonwealth. These two (2) data centers shall meet the TIA-942 Tier 3 classification. Bidders shall describe the proposed location and the proposed support, including without limitation, identification of the space and equipment, and applications and appliances for the two (2) data centers.  
Each data center shall be capable of supporting a full call load for all PSAPs throughout the Commonwealth.  The call load shall be split between the two (2) or more data centers as directed by the State 911 Department.  Each component of the system, including without limitation, the applications and appliances at each data center, shall meet a 99.999% standard of availability in the system architectural design.  If one (1) data center becomes unavailable, all PSAP operations throughout the Commonwealth shall function off the other data center.  Bidders shall describe in detail how they shall meet these requirements, including without limitation, the availability standard.  
In addition, the contractor shall, within fifteen (15) business days following contract award, provide the State 911 Department with a detailed assessment of the Commonwealth data centers in Chelsea and Springfield for sufficiency with the Next Generation 911 system proposed by the contractor.  The contractor shall include in such assessment a recommendation as to whether the Commonwealth data centers may be utilized to support the Next Generation 911 system.  If the contractor recommends the use of the Commonwealth data centers, the State 911 Department and/or EOPSS will elect, in their sole discretion, whether to stand up the Commonwealth data centers in place of the two (2) data centers proposed by the bidder.
In addition, the bidder shall propose, as an option with separate pricing, a third, geographically diverse data center located outside of the Commonwealth.  This third data center shall, at a minimum, meet the TIA-942 Tier 3 classification and TIA-942 Tier 3 recommended best practices. Bidders shall describe in detail where the originating service providers shall connect, at a point in the Commonwealth, to the third data center. 
Bidders shall describe the proposed location and the proposed support, including without limitation, identification of the space and equipment, and applications and appliances of the third data center.  The contractor shall describe the location of the communication service provider’s demarcation point.
The contractor shall implement security measures for the data centers. These measures shall include physical safeguards, operating system hardening, hardware and software information security best practices, stringent change management processes, security incident response, educational efforts and organizational policies.
Should the State 911 Department exercise the option to stand-up a third data center, said data center shall be capable of supporting a full call load for all PSAPs throughout the Commonwealth.  If two (2) data centers become unavailable, all PSAP operations throughout the Commonwealth shall function off this third data center.  If the State 911 Department exercises the option to stand-up a third data center, such third data center shall be maintained at one (1) software revision prior to the production system version for purposes of rolling back the system if necessary, provided that the parties mutually determine that it is feasible to do so.
The two (2) primary data centers shall be digitally cross-connected as mirror images and shall be able to operate on hot standby and/or load sharing.  Bidders shall describe in detail how they shall meet this requirement for a third data center.
The contractor shall, within sixty (60) days following contract award, submit to the State 911 Department for its approval data center system design and technical documents that shall set forth all information needed to stand up the data centers, including without limitation, the HVAC, cabling electrical, and load requirements.
8.5.1 Data Center Network Bandwidth
. Bidders shall describe in detail the bandwidth and redundancy recommended at the two (2) data centers and any third data center to provide 99.999% system availability.  These network connections shall support ESInet connections to the PSAPs, data centers, carrier PoPs, communication service provider connections, and other ESInets.

The contractor shall identify the required bandwidth to handle anticipated traffic, including the following: 1) the aggregated ESInet connections to PSAPs; 2) connections between data centers, 3) connections to the public Internet; 4) connections to communications service providers, via traditional trunks and private IP circuits; 5) connections to legacy PSAPs; 6) connections to existing selective routers; and 7) any other connections that may be required.  This shall include provisions for redundancy and anticipated growth as new payload types are introduced to the system. Bidders shall include in their calculation how they arrived at these bandwidth requirements. 
The contractor shall describe in detail the specifications for the data center network connectivity, architecture, and physical requirements.  
The system shall connect to private safety departments currently operating on the legacy system, and the system shall connect to legacy and Next Generation 911 CPE for secondary PSAPs and limited secondary PSAPs.  The State 911 Department does not furnish CPE for the private safety departments.  Currently, the State 911 Department provides CPE for the following secondary PSAPs only: Boston Fire Alarm, Springfield Fire, and Worcester Fire. The private safety departments currently operating on the legacy system, and the current secondary PSAPs are identified on Attachment G- Secondary PSAP Data.  The current limited secondary PSAPS are identified on Attachment H- Limited Secondary PSAP Data. 
The contractor shall recommend an alternate network transport for the system.  

8.6 GEOGRAPHIC INFORMATION SYSTEMS
Through MassGIS, the Commonwealth has created a comprehensive, statewide database of geospatial information.  MassGIS is the official Massachusetts state agency responsible for the collection, storage and dissemination of geographic data. In addition, MassGIS is responsible for coordinating geographic information system activity within the Commonwealth and setting standards for geographic data to ensure universal compatibility.   MassGIS will be the source of the GIS data that shall be used for the deployment of the system.  The contractor may be required to enter into appropriate non-disclosure or license agreements with a third party database provider, MassGIS, and/or or other parties. 
Next Generation 911 depends on Geographic Information System technology and i3-compliant spatial data for a number of functions, including but not limited to, call routing, location validation, and determining the appropriate public safety agency that is responsible for an incident’s location.  The Commonwealth will provide to the contractor the set of i3-compliant spatial datasets necessary for these functions to operate throughout the Commonwealth.   This section of the RFR briefly describes the data available from the Commonwealth.  
Bidders shall not bid on the provision of GIS data, and cost proposals shall NOT include provision of GIS data other than as expressly set forth herein. 
All GIS data shall remain the exclusive property of the Commonwealth, including without limitation, any derivatives that the contractor may produce.  
The following spatial datasets will be made available to the contractor to be used by the system.  All data will be provided in i3-compliant format and will contain all required i3 spatial attributes.  Data sets will be provided on a regional basis (except that data sets for wireless state police PSAPs will be provided on a statewide basis).  
8.6.1 Polygon Boundaries

The Commonwealth will provide to the contractor the following polygon boundaries, derived from a map of ESNs:
· Public Safety Answering Point Boundaries – non-overlapping boundaries in i3- compatible format for PSAPs throughout the Commonwealth; 
· Fire service agency boundaries – non-overlapping boundaries in i3-compatible format for fire departments throughout the Commonwealth;
· Law enforcement service agency boundaries – non-overlapping boundaries in i3- compatible format for all local, regional, and state law enforcement agencies (police and sheriff departments) throughout the Commonwealth; and
· Emergency Medical Services agency boundaries – non-overlapping boundaries in i3- compatible format for all emergency medical services agencies throughout the Commonwealth.
The Commonwealth will also provide to the contractor:

· MSAG community boundaries, within which number/street name are unique (with a handful of exceptions statewide); and
· Authoritative municipal and state boundaries.
8.6.2 Street Segment File

The Commonwealth will provide to the contractor a complete street centerline file that covers the entire Commonwealth and towns immediately adjacent to the Commonwealth in other states.  This file contains a link from each segment to address ranges, street names and alias street names, and other i3-required attributes, along with i3-compatible coordinates.  Where street segments intersect the polygon boundaries referenced above, the segments will be split to contain appropriate address ranges on both sides of the split. 
8.6.3 Point Address Locations From Structure Polygons
The Commonwealth will provide a point file of address locations. All structures in the Commonwealth have been mapped as of 2011 and each structure polygon is associated with one or more address points.  The structures layer is being maintained on an annual basis using aerial photo. The address points include parcel centroids, non-building locations such as parking lots or playing fields, as well as structure-derived centroids, entry points and/or interior points.  Almost all address points link to one or more address listings in a master list compiled from and being maintained in sync with various sources including the ESL, the statewide voter list, building permits, local tax lists and other sources such as utility customer lists.  All the civic style address records in this master list, from whatever source, have had their number and street name standardized to meet NENA-specified format and to cross-reference other address records.   Address records which have no matching point locations are being identified and points which are associated with structures but have no address will be linked by local officials to address points using a field data collection application.  Future maintenance of this point layer will be delegated to local or regional stakeholders.  
8.6.4 Other Spatial Data

The Commonwealth will provide to the contractor additional data maintained by MassGIS if required, upon such terms and conditions as may be negotiated with the contractor.  These include, but are not limited to, aerial photographs, digital terrain maps, tax parcel boundaries, hydrologic and other features.  All of these datasets can be provided in native file formats or in ESRI database formats as appropriate. MassGIS may organize the data into regional, PSAP, and Commonwealth-wide datasets.  The contractor may also wish to access web mapping services for MassGIS-provided, tiled, cached basemap display (see Section 8.6.6).
8.6.5 Sample Spatial Data

MassGIS will develop a set of sample datasets that are representative of the Commonwealth-wide spatial data described above and other layers relevant to the Next Generation 911 deployment.  Some of these datasets are currently available on the MassGIS website at www.mass.gov/mgis and others can be made available to the contractor as ESRI datasets or in an Open Geospatial Consortium’s i3-compatible Geography Markup Language with associated i3-required attributes or as web services using either ESRI or OGC-compatible request formats.  The sample datasets will include a mix of urban and rural areas of the Commonwealth, in a contiguous format, to enable the contractor to determine the complexity and breadth of the spatial data that shall be supported.  The sample data sets will include a subset of all of the datasets that will be provided to the contractor.
8.6.6 Orthophoto Interface

The system shall have a web services or other interface to tiled, cached, orthoimages and basemapping using either OGC or ESRI compatible request formats.  Bidders shall describe such functionality, where the cached imagery and basemapping will reside and shall describe update and maintenance workflows.
8.6.7 GIS Data Normalization Services

The contractor shall provide GIS data normalization services. Bidders shall propose processes and pricing to work collaboratively with MassGIS to normalize all GIS data to be used within the system. Bids shall include the specification of both mandatory and optional/recommended GIS datasets required for implementation and all required schemas and data structures. The contractor shall work with MassGIS to develop extract, transform and load routines to populate system tables from existing datasets.  The current data model related to Next Generation 911 matching is set forth in Attachment I- GIS Data and Data Scheme.
In addition, the contractor shall provide quality assurance and control services to include review of the following, at a minimum:

· Missing data layers;
· Missing attribute information;
· Standardization of GIS data attributes in adherence to relevant national standards, both centerline and site/structure location points following the  FGDC-STD-016-2011, NENA GIS Data Model, NENA Site Structure Address Point;
· Synchronization of GIS data with MSAG and ALI (NENA 71-501 v1).  MassGIS street centerline is currently being maintained at 99% or better level of synchronization with MSAG;
· Address range parity in centerline, as well as relating to site/structure location points and centerline;
· Duplicate address ranges;
· Direction and flow errors;
· Gaps and overlaps in PSAP and service boundaries and edge matching; and
· Centerline breaks at intersections and boundaries.
In addition, the contractor shall work with MassGIS to develop a strategy to ensure timely and accurate local input of address information and any other changes to the key datasets required for Next Generation 911 operation.   
8.7 NEXT GENERATION 911 ARCHITECTURE
The contractor shall, within sixty (60) days following contract award, submit to the State 911 Department for approval detailed solution design and technical documents that address, at a minimum, hardware, servers, logical, and software diagrams and specifications, customization and application design.  
The system shall be designed to future-proof the Commonwealth against the requirement for a ‘forklift’ upgrade of system components at any time during the life of the contract.  Therefore, the system shall be designed to have the ability to accept new payload types without the need to replace the applications or appliances or CPE and the system shall be maintained in its entirety for the initial contract duration (five (5) years) without the need to replace or upgrade the applications or appliances or CPE. The system shall be designed to be expandable, with the capability for expansion on an incremental basis, not a wholesale replacement of major platform(s). All subsequent system expansions and/or upgrades shall be backward compatible with components proposed in the response.  Bidders shall describe the scalability and expandability, indicating the related costs of the system in terms of processors, main computer memory, disk drives, peripheral devices, and connectivity of all CPE at the PSAPs and applications and appliances at the data centers as well as any other equipment.  The contractor shall deploy a mechanism to efficiently image computers and servers to minimize downtime and to ensure standard builds for computer systems. The contractor shall deploy virtualization and blade technology, where applicable, to improve efficiency, management, reliability and reduce server sprawl. The servers shall have hot swap RAID hard drives, redundant hot swap power supplies (with two (2) separate electrical inputs) or power sources depending on architecture. The servers may utilize clustering and other high availability technology to maximize system uptime.  Bidders shall describe in detail the proposed RAID. 
The CPE shall display legacy ALI in a standard form, as specified by the State 911 Department, and shall be capable of exporting the legacy ASCII format out to the CAD interface port via serial and ultimately Ethernet.  A sample of the current standard ALI screen is attached as Attachment J- ALI Format.  The contractor shall provide an interface to an upgraded format at such time as an upgrade in location information (to Extensible Markup Language (XML) or otherwise) is published and approved for general use, as determined by the State 911 Department. 
The system shall meet current needs as well as Next Generation 911/ESInet connectivity in order to meet anticipated future growth and changes to payload. The system shall be installed with adequate processor and hardware capacity to meet this demand. 

Bidders shall state the expansion capability of the system equipment, describing the overall system capacities.
Bidders shall describe, in detail, the security protocols and interfaces. If additional hardware (firewall, etc.) is required, this shall be included in the base system, not priced as an option. 

The State 911 Department intends to be able to handle, in addition to traditional voice calls, new and additional payload types in the future, potentially before national standards are fully adopted and when available from providers.  The system architecture shall support all potential payloads without changing out the core logic or hardware. The response shall describe these functions and how they act to ensure compatibility with future call types.

Bidders shall describe the requirements of network bandwidth and latency tolerance requirements per position. Bidders shall also describe any additional data or networking equipment, not specifically addressed in this RFR, required at a PSAP and at data centers.

Bidders shall describe how the CPE and the applications and appliances are configured to process the payloads for voice and data. The system shall provide the minimum functionality as follows: 
A. In the event of a failure of the active server, switchover to the second server shall be automatic and shall result in no loss of service; 
B. The system shall have a non-blocking, fault tolerant switching fabric which is expandable;

C. Provide a robust architecture to limit dropping  911 payloads due to a hardware or other failure; and
D. Interfaces shall support detected tones, generate tones, and support audio conferencing. 
The CPE shall be capable of supporting traffic to and from:

· Other entities directly on the ESInet;
· Legacy network gateways; 
· Legacy PSAP gateways; and
· Other entities directly from their i3 networks. 
The system shall incorporate VoIP technology. The system shall be accessible via Virtual Private Network, for virtual PSAP operations, online monitoring, system administration, and maintenance. 

The contractor shall present a detailed architecture design for the system (as built), along with text description and annotated diagram(s).  The descriptions and diagram(s) shall clearly identify interfaces and components functions.

The system shall be IPV6 capable. 
8.7.1 Routing Requests
The system shall have the ability to handle routing requests, including without limitation, default routing, rules based routing,  and alternate routing, immediately by or upon the request of the State 911 Department.  Bidders shall describe the functionalities for routing calls and shall describe the interfaces for routing calls.   The process for routing requests shall be mutually agreed to by the parties.

8.7.2 Connectivity

Call handling appliances within the PSAP will have the option of either displaying mapped ALI or connecting to an external GIS/mapping system within any PSAP. 

Call handling appliances within the PSAP shall be able to connect to other public safety dispatch systems such as CAD and logging/recording systems.

8.7.3 Customer Premises Equipment

The system shall have the ability to process the various payloads as may be presented by multimedia reporting party devices. 

All descriptions of functionality shall be comprehensive enough to allow the State 911 Department to perform a detailed evaluation of system functionality, provide a clear and concise description of how the various functions operate from a call taker perspective, and be compliant with all applicable NENA standards for CPE. The CPE shall have a small form factor footprint to take up minimal space at the PSAP.  The CPE shall have a minimum of a nineteen (19) inch screen.   Bidders shall supply complete descriptions of CPE configurations as separate sections. Bidders shall describe whether the system utilizes open source or proprietary software/products and detail what, if any, are utilized. The response shall describe how product enhancement control is maintained independent of open source community advances. The response shall describe any risks associated with utilization of open source or proprietary software. 

Bidders shall describe how they handle multiple payloads and how these payloads shall be presented to the call taker.

Bidders shall describe the system architecture with respect to the major components or modules, and describe how the system shall react to a failure of each major component or module. The response shall explain how the system meets the requirement to have no single points of failure.

The contractor shall employ security measures for the CPE, applications, and appliances at the PSAPs. These measures shall include physical safeguards, operating system hardening, hardware and software, information security best practices, stringent change management processes, security incident response, educational efforts and organizational policies.
8.7.4 Applications and Appliances 

It is not the intention of the State 911 Department to design or define the applications and appliances required by the system. However, bidders shall identify the applications and appliances included in the system, together with any virtualization technologies utilized.

8.7.4.1 Availability
The applications and appliances shall be housed in two (2) separate data centers within the Commonwealth, and possibly a third data center outside the Commonwealth.  Each of the data centers shall have the capacity and operational readiness to support the entire system and load of the system shall one (1) or more of the data center(s) become inoperable. 

The applications and appliances shall meet a 99.999% standard of availability in the system architectural design.  Bidders shall describe how the system shall achieve this availability standard. Bidders shall include all required hardware, software, and services needed for a complete installation that can support the expected transaction volumes of call routing, location verification, and other functions and capabilities for a completely functional Next Generation 911 system and as defined within this RFR. The hardware, software, and databases upon which these applications and appliances will operate shall be capable of handling the anticipated transaction volumes with a one (1) second or less response time during peak operating hours.
8.7.4.2 Application/Appliance Security and Authentication

All applications and appliances shall support the i3 security standards for authenticating users requesting services (call routing, payload delivery, etc.) from entities within and outside the ESInet. Bidders shall fully explain how authentication credentials shall be issued to entities that request services from the applications and appliances provided under this RFR and the methods employed to examine and authenticate a requester’s credentials at the time that service requests are made. The contractor shall follow i3 standards for issuing credentials and authenticating user requests. 

The contractor shall comply with NENA Security for Next Generation 911 Standards, including without limitation, NENA 75-001.  
8.7.5 Border Control Function  

The system shall include a border control function that provides a secure entry into the ESInet for payloads presented to the network.  The contractor shall provide redundant network appliances at each data center, including but not limited to, firewalls, routers, switches, and Ethernet cabling, as required, to ensure connectivity to the ESInet demarcation point, payload transmission upstream and downstream, and network security for each PSAP and for each of the data centers. 

The BCF shall maintain functionality that identifies and authenticates payloads from approved service providers and prevents unauthorized access to the secure ESInet.  Bidders shall describe in detail the system’s BCF, including all devices required and any special issues of deployment that are anticipated.  The BCFs shall be provisioned in a manner that assumes distributed denial of service and other attacks and has the ability to defend against such attacks while maintaining full call acceptance functions.   The BCF shall be able to rate-limit traffic, both IP traffic and call (SIP) traffic across network-to-network boundary. Further, bidders shall include security parameters that extend through the ESInet to the point of demarcation within the PSAP.  If the system is to be connected to the internet, bidders shall describe in detail the required bandwidth, number of recommended upstream internet providers, and how these connections shall be protected against various attacks, including without limitation, distributed denial of service attacks.
8.7.6 Emergency Call Routing Function

The system shall include an emergency call routing function that utilizes location information to route emergency calls to the appropriate PSAP.  Bidders shall describe in detail the ECRF of the system and its relationship to other location-based call routing functions that may be offered by the bidder.  Bidders shall detail the protocols used by the ECRF and shall cite the standards that the ECRF meets, along with the minimum requirement for GIS data.
Bidders shall describe in detail the methodology that will be employed by the system’s ECRF to process location information to determine the appropriate PSAP.  The methodology description shall specifically address the GIS datasets that will be provided by the Commonwealth.  Bidders shall detail how the ECRF shall utilize the mix of point and street centerline information that will be provided to the ECRF.
The system shall include the following optional ECRF function: in addition to the service type “sos”, the ECRF shall fully support a LoST that finds service messages for fire, police, and emergency medical services service types, and shall support additional find service types (e.g., poison control, etc.) depending on the service area boundaries provided to the ECRF.
8.7.7 Emergency Services Routing Proxy

The system shall utilize an emergency service routing proxy for call delivery to the appropriate PSAP based upon location and routing rules.  Bidders shall describe the system’s use of the LoST protocol and how it interacts with the overall operation of the ESRP. Bidders shall describe in detail the system’s process for the functions related to the ESRP and shall indicate any outstanding issues that the system may have with this process (as it is specified in the standards referenced in this document).
8.7.8 Location Validation Function

The system shall include a location validation function that shall be available to validate location information in order to ensure proper routing to the appropriate PSAP in at least the following instances:
· At the time that service is ordered for a fixed location device (e.g., land line phone). The system shall extend an i3 standard interface using the LoST protocol to service providers that enter new customers into their databases such as an i3 compliant Location Information Server (LIS). Bidders shall explain how the system shall support this interface to their proposed LVF.
· At the time that a nomadic device (e.g., VoIP phone) is connected to the network. The system shall extend an i3 standard interface using the LoST protocol to service providers that provide nomadic device services. Bidders shall explain how the system shall provide a real time interface to their proposed LVF that can be used to validate a nomadic device’s location at the time that service becomes initially available to nomadic devices and subsequently any time the location of the nomadic device changes.
· Whenever a reporting party describes an emergency event’s location that is not at the location of the device used to report the event (e.g., a structure fire across the street, a traffic accident previously passed on a roadway, etc.). Bidders shall describe how the system shall provide a real time interface to the PSAPs that can be used to validate location information entered by PSAP personnel.
The LVF shall be provisioned with the same geographic datasets as the proposed ECRF. Bidders shall specify the relationship between the LVF and the ECRF and identify any unique GIS data requirements.
8.7.9 Rules-Based Routing Proxy

The system shall have a rules-based routing proxy functionality.  Bidders shall describe how the system’s rules-based routing interfaces to the other components making up the i3 architecture. Bidders shall specifically identify the interface used by the PSAP to establish these rules and any conditions that may exist limiting its function.
8.7.10 Call Distribution

The system shall be equipped with a call control management module that provides Automatic Call Distribution (ACD-like) functions. The system shall be equipped with an IP-enabled call distribution function. The system shall provide the following minimum functions, and any additional call functions shall be identified by the bidder: 

· Call Transfer that shall include payload transfer
· Consultation Hold
· Minimum of Three Party Conference
· System-wide and Local Instrument Speed Dial
· Station-to-station Intercom
· Supervisor Barge-In
· Caller ID for equipped administrative lines
· Direct-Outward Dialing
· Toll Restriction, by area code, by station line
· Support 4-Wire administrative Tie Lines
· Support 2-Wire Ring Down Circuits
· Caller ID to Telephone Sets
· Abandoned Call Back
· PSAP to PSAP intercom functions

· Silent Call Procedure

· TDD/TT/TTY call processing
8.7.11 Legacy Gateways  

The State 911 Department expects that legacy gateways (both PSAP and network) will exist outside of an ESInet, and the State 911 Department envisions a period of time that legacy gateway services may be required by the State 911 Department. Bidders shall provide an effective and efficient solution to the provisioning of legacy gateway services.  
8.7.11.1 Legacy Network Gateway

The LNG shall provide connection to the legacy system components utilizing pieces of the legacy system infrastructure, including the existing ALI data management system and the two (2) in-state redundant selective routers.
The LNG shall attach sufficient information to the call, such as location and callback number, for handling within the ESInet. 

Bidders shall describe the LNG within the ESInet environment and its approach to sizing this component.


8.7.11.2 Legacy PSAP Gateway
The system shall provide connection to the legacy system during the transition to the Next Generation 911 system, and for some private safety departments and secondary PSAPs through a legacy PSAP gateway, or LPG.  The LPG shall support an IP interface towards the ESInet on one side, and a traditional multi-frequency (MF) or enhanced MF interface (comparable to the interface between a traditional selective router and a legacy PSAP) on the other.   The LPG shall include an ALI interface (as defined in NENA 04-001 or NENA 04-005) that can accept an ALI query from the legacy PSAP, and respond with location information that is formatted according to the ALI interface supported by the PSAP.  If an emergency call routed via the ESInet contains a location reference, the LPG shall support a de-referencing interface to a LIS or LNG or ingress LSRG to obtain the location information that will be returned to the legacy PSAP in the ALI response, if required.  To populate non-location information in the ALI response, the LPG may need to support an interface to a call information database.  The LPG may also support an interface to an ECRF which it can use to determine the transfer-to party under certain selective transfer scenarios.

The LPG shall provide special processing of the information received in incoming call setup signaling to facilitate call delivery to the legacy PSAP, to assist legacy PSAPs in obtaining callback and location information, and to support feature functionality that is currently available to legacy PSAPs, such as call transfer and requests for alternate routing.

Bidders shall describe in detail its solution for the LPG within the PSAP environment.   The contractor shall provide a migration plan for phasing out the LPG as PSAPs are converted to the Next Generation 911 system.
8.7.12 Location Information Service Interface
The system shall have a LIS interface.  
Bidders shall describe in detail the LIS function. NENA i3 Standards specify that the LIS is not resident inside the ESInet and is the responsibility of the originating service provider.  However, the location information server function may not immediately be available from the communications service provider. In the interim, the contractor shall provide a similar product or service in order to begin the location validation process before the delivery of a call. This location information may be presented as either actual location or location reference of any and all endpoint devices. Bidders shall detail their solution for this functionality, including where the LIS service sits in relation to the ESInet and all necessary security mechanisms, detail the interactions between the LIS and ECRF, and clearly define the roles and responsibilities of the contractor and the State 911 Department and/or Commonwealth in the maintenance and administration of the LIS. Bidders shall also describe the transition steps to transition carrier data into the LIS.  The LIS function shall have an automated reporting mechanism to escalate any discrepancies or fallout between the LIS and ECRF. Any deviation from the LIS as defined herein should be noted and the proposed functional element fully explained. The contractor shall take all action necessary to transition to the LIS, including without limitation, working cooperatively with the enhanced 911 service provider, communication service providers, and carriers to accept data, and contracting with the incumbent local exchange carrier for ALI database services as may be necessary.
8.7.13 ALI Database Services
The contractor shall provide ALI database and related services to include, but not be limited to, establishing, housing, installing, activating, operating, and maintaining an ALI database system for the duration of the contract and any renewals thereof; providing access for input, removal and/or update of records by carriers; updating of selective router databases; interface with and steering of ALI requests to external database systems; acceptance of inquiries from PSAPs; providing reports as prescribed and detailed by the State 911 Department; and coordinating efforts with EOPSS/OTIS and/or with carriers to assist with network and interoperability issues should they arise.  The contractor shall provide file extracts (daily, weekly, or full file) to the State 911 Department upon request of the State 911 Department at no additional charge to the State 911 Department.
The contractor shall make available, through a subscription-based service, subscriber list information data to eligible entities that are providers of emergency services and providers of emergency support services for the purposes of delivering or assisting in the delivery of emergency services. The form of the proposed agreement with eligible entities shall be approved by the State 911 Department.  All requests for this subscription-based service shall be approved by the State 911 Department. Subscription service shall allow for automatic downloading, via electronic means, of subscriber list information records by geographic region with a frequency of daily or weekly updates. Subscriber list information and data shall be used solely for public safety purposes. 

8.7.14 
Spatial Information Function

The contractor shall provision and populate the SIF with the geospatial data provided by MassGIS and periodically as required to keep the data current. The SIF will then replicate the geospatial data to all applications and appliances that require it. Bidders shall describe the proposed SIF along with the replication methodology that will be employed to distribute new geospatial data to appliances that require it in a timely manner.  
It is envisioned that over time, the contractor may need access to provisioned geospatial data stored on the SIF to, for example populate their own LVFs and ECRF for location validation and call routing prior to entry on the ESInet.  CPE at the PSAPs (e.g., CAD systems) may also need to be provisioned with geospatial data stored on the SIF. Bidders shall describe how geospatial data stored on the SIF can be replicated or otherwise made available to entities outside the ESInet and to PSAP applications.
8.7.15 Recording and Reports

The system shall have an event recorder that shall log all transactions for all payloads performed on the applications and appliances, including without limitation, 911 and administrative line voice calls, to an i3-compliant logging service. The event recorder shall log all such transactions at the data centers. The response shall describe in detail how logs may be retrieved and transferred to other media for off-site use.

The system shall log all events described within the i3 standards in accordance with such standards.  Bidders shall describe in detail the length of time that the system’s event recorder logs events.
8.7.15.1 Event Reports

The system shall provide, at a minimum, the following event reports: 
· Time of payload entry through BCF;
· Time for each functional element to perform routing and PSAP assignment;
· Time of answer at PSAP; and
· Time of disconnect at PSAP.
Bidders shall describe in detail the event reporting function of the system. Event reports shall record the timing of transit for each payload for purposes of diagnostics.  All event reports shall, at a minimum, include the functional element being reported and the system time of such event.  The State 911 Department and/or EOPSS/OTIS shall have remote access to such event reports.  The system shall allow for the State 911 Department and/or EOPSS/OTIS to request ad hoc reports.
8.7.16 Printers 
The system shall interface with and shall include one (1) printer at each PSAP to be used as a system printer. The contractor shall maintain, effective as of the date of the cutover of the PSAP to the Next Generation 911 system, the existing printers located at PSAPs.  The types of existing printers located at PSAPs are HP P2035 LaserJet and HP Pro 400 LaserJet.  In addition, bidders shall propose, with optional pricing, replacement printers to be used as a system printer at PSAPs.  The replacement printers shall be of equivalent specifications as those currently located at PSAPs. The contractor may, upon the request of the State 911 Department, be required to add a secure LAN interconnection at a PSAP for the purposes of sharing an existing PSAP printer, with the pricing to be negotiated by the parties.
8.7.17 Instant Recall Recorders
The system shall include the ability for individual call taker workstations to instantly replay prior payloads or payloads in progress, regardless of the payload type or size.  The install recall recorder shall allow, at a minimum, replay time of sixty (60) minutes for voice calls and the equivalent of sixty (60) minutes, in size, for other payload types.  The response shall describe how the system addresses this issue, including the amount of available recording time and/or extended memory requirements for each type of payload (i.e., voice, text, photographs, video, telematics, etc.)  The response shall describe whether the system has the ability to replay graphics.

8.7.18 Digital Logging Recorders

The system shall have two (2) interfaces to the Next Generation 911-capable DLRs furnished to PSAPs by the State 911 Department and currently in use at PSAPs.  The system shall integrate the existing DLRs into the LAN through an IP connection (and not through an analog connection).  The State 911 Department expects to add VoIP cards to the DLRs furnished by the State 911 Department and currently in use (through another procurement mechanism outside the scope of this RFR). The contractor shall provide a mounting solution adjacent to or within the same cabinet or rack that houses the Next Generation 911 CPE for the existing DLRs and for any and all new DLRs, whether supplied by the contractor at the request of the State 911 Department or otherwise.
At the request of the State 911 Department, the contractor shall provide, equip, install, and maintain new digital logging recorders that are fully i3 compliant.
8.7.18.1 Local Logging Recorder Interface

The system shall provide a local recorder interface for 911 audio on a per position basis.  The system shall provide the ability to interface with both analog and digital logging recorders.

The system shall provide the capability to optionally generate an outward “beep” tone on selected audio call sources at fifteen (15) second intervals.

8.7.19 Voice Quality Standards
The Mean Opinion Score, or MOS, provides a numerical indication of the perceived quality of received media after compression and/or transmission.  The system shall obtain a MOS of four (4) or higher per the numerical measure set forth in the table below.  Bidders shall describe in detail the methodology to be used to meet this target and provide ongoing measurement to ensure voice quality.
	MOS
	Quality
	Impairment

	5
	Excellent
	Imperceptible

	4
	Good
	Perceptible but not annoying

	3
	Fair
	Slightly annoying

	2
	Poor
	Annoying

	1
	Bad
	Very annoying


8.7.20 Back to Back User Agent Usage

If SIP or RTP traffic needs to cross boundaries, it shall be handled with back to back user agent, or B2BUA, type of session border controllers rather than via NAT.   B2BUAs shall also be used to transport SIP and RTP between IPv6 and IPv4 networks, if required.

8.7.21 Time Server

The system shall include a network time protocol service for time-of-day information.  The system shall have a redundant time source located at each data center, and a time source at each PSAP.  The time server shall meet time accuracy within 20.0 ms of true time. The time server shall provide additional Ethernet ports for the purposes of providing time synchronization to non-interconnected LANs. Bidders shall describe how the applications and appliances, CPE, and DLRs shall be synchronized with this time source using standards-based protocols.  The contractor shall, at the direction of the State 911 Department, configure the time source at the PSAP, at the time of installation of the time source, to provide time synchronization to non-interconnected LANs.  
8.7.22 User Interface

The response shall describe in detail and shall provide specific examples and graphical depictions of the user interface, or human machine interface, specifications and shall describe in detail the flexibility and functionality of the human machine interface.  The State 911 Department shall have the ability to customize the user interface.
8.7.23 Mapping

The response shall describe the system’s mapping display functionalities and requirements for GIS data. The response shall address phase II wireless calls and shall also reflect the entire spectrum of potential payloads available within the system. The mapping display shall utilize the same geospatial data provisioned to the SIF. Mechanisms exist in i3 to replicate the data to the CPE and to its map display. Bidders shall describe how the system utilizes data replication to provision the map display available with the CPE.  The system shall include a centralized map management function for mapping updates so that mapping shall be managed and distributed from a centralized location. The mapping system shall be able to interface with and utilize various interfaces, including free mapping services such as Google as well as other applications such as Pictometry. Bidders shall include the optional API for developers to create custom applications as necessary. The system shall be compatible with the most current version of ESRI software, and the response shall describe the process for staying current new releases. The map display shall allow for simple point and click functionality to obtain geodetic values of any location in the map, to be displayed in both degrees, minute, seconds and decimal degree formats. The mapping display shall have the ability to allow end users to create temporary features and annotation on the map, such as marathon routes, street closures, special events zones, with the ability for these to have predetermined expiration times.  The mapping systems shall comply with NENA 71-501 v1, NENA 02-010 v9, NENA 02-014 v1.
8.7.24 Private Switch Automatic Location Information PS/ALI

The contractor shall, at a minimum, provide the same PS/ALI capabilities that are provided today to existing and new MLTS operators within the Commonwealth. The contractor shall provide a detailed transition plan from the legacy system and for existing customer base. The PS/ALI function shall allow for existing systems to connect without changes to their system.
8.7.25 Interface to CAD
The response shall describe the interface to CAD. The CAD output shall conform to the State 911 Department’s standard for ASCII output and shall be in format equivalent to legacy ALI data spills. Bidders shall quote CAD interface ports as both serial and Ethernet connections.

8.7.26 Administrative Lines

The system shall support the following for each PSAP using the existing telephone numbers:  The system shall support administrative lines using the local interface.
1.
2-Way Emergency Line: A ten (10) digit published emergency telephone number that displays ANI and ALI if the caller’s line is not blocked.  This line is the only outgoing line on the 911 system that allows for outbound calls; and
2.
1-Way InterPSAP Line: A non-published one-way line that is designated for incoming calls only.  The line is used for PSAP to PSAP emergency communication.
See Attachment K2– Primary PSAP, Regional PSAP, and RECC Data for a list of the administrative lines in use at the time of issuance of this RFR.  
The response shall describe in detail the proposed administrative line interface.

Any and all soft switches supplied by the contractor shall comply with the State 911 Department’s regulations governing MLTS operators. 
8.7.27 Abandoned and Silent Calls

The system shall provide the following functions:

1. 
Abandoned Call Indicator that provides a visual and audio alarm that alerts that an 
Abandoned Call has been received;

2.
Detection of DTMF Tones that displays corresponding digits on the screen (Silent Call 
Procedure); and
3.
The ability to identify and answer TDD/TT/TTY and abandoned and silent calls 
including complete and accurate ANI and ALI of the TDD/TT/TTY calls.
8.7.28 Audio Monitoring
The contractor shall provide an analog and digital demarcation point for third party audio applications and appliances to retrieve audio feeds from all trunks and administrative lines at PSAPs designated by the State 911 Department in its sole discretion.  The demarcation point shall protect PSAP CPE and applications and appliances from any negative effects of such audio equipment.  The PSAPs will be responsible for supplying audio equipment beyond the demarcation point. PSAPs that have been designated by the State 911 Department as requiring audio monitoring points are set forth in Attachment See Attachment K2– Primary PSAP, Regional PSAP, and RECC Data.
8.7.29 Remote Ringer
The contractor shall supply, where needed, remote ringers at PSAPs to extend the audible ringing capability of the CPE to rooms outside of the communications area.  
8.7.30 Simultaneous Calls
The number of simultaneous calls delivered to the PSAPs shall correspond to the number of trunks set forth on Attachment K2– Primary PSAP, Regional PSAP, and RECC Data, unless otherwise directed by the State 911 Department. 
8.7.31 Limited Secondary PSAP Equipment
The system shall provide equipment that offers only the following limited functionality for limited secondary PSAPs:

1. 
Read-only display of ANI/ALI; 

2.
Laser printer for printing of ANI/ALI displays; and

3.
Global setting for automatic print option that can be managed by the PSAP and users.
Data sent to a limited secondary PSAP cannot be re-routed to another location.  The limited secondary PSAPs shall be connected to the ESInet.  
8.7.32 Mobile PSAP
The contractor shall equip, install, monitor, and maintain the mobile PSAP. The contractor shall be required to respond to and/or provide services at any location identified by the State 911 Department throughout the Commonwealth. Mechanical repairs and service of the vehicle are procured through a separate procurement mechanism. 
8.7.32.1 Administrative Telephones

The mobile PSAP equipment shall include ten (10) administrative IP phone sets, acting independently from the 9-1-1 function. The administrative phones will be used for the purpose of terminating analog POTS lines. The mobile PSAP has CAT5 cabling and multiple RJ45 ports located throughout the vehicle. 

8.7.32.2 Installation Requirements
For the installation of mobile PSAP CPE, the testing process, acceptance process, and the schedule for installation of mobile PSAP CPE shall be established by the State 911 Department.  
8.7.32.3 Deployment Configuration
At the request of the State 911 Department, the contractor shall reconfigure the mobile PSAP CPE and/or software for deployments.  
8.7.32.4 Post-Deployment Configuration
At the request of the State 911 Department, the contractor shall reconfigure the mobile PSAP following deployment so that the mobile PSAP may be utilized for demonstration purposes.
8.7.32.5 Simulated Environment
The contractor shall provide a simulated environment for simulated call answering. The simulators shall simulate the transmission and answering of 911 payloads, and shall provide ALI and mapping.  
8.7.32.6 Terminating Analog Lines
In addition to operating in an all-IP scenario, the mobile PSAP CPE shall have the ability to terminate analog telephone lines.  Bidders shall describe in detail how they shall meet these requirements.
8.7.32.7 UPS Maintenance
The contractor shall replace the mobile PSAP batteries upon the manufacturer’s recommended interval and immediately upon malfunction or failure. The contractor shall perform a preventative maintenance including recommend firmware updates. UPS shall be monitored using SNMP traps via the existing Ethernet network interface card installed in the UPS.
8.7.32.8 Spare Parts

The contractor shall manage a spare parts inventory for the mobile PSAP.  The spare parts shall be located on the mobile PSAP or at a mutually agreed upon location within Massachusetts.

The inventory process shall be mutually agreed to by the parties.  

8.7.32.9 Mobile PSAP CPE Monitoring
The contractor shall provide mobile PSAP CPE monitoring upon the request of the State 911 Department at the time of deployment of the mobile PSAP.  The State 911 Department will notify the contractor of the deployment of the mobile PSAP.  All monitoring shall be provided through a secure IP connection provided by the contractor. The State 911 Department will provide an Internet connection. The contractor shall ensure that alarms will be received and monitored through a central monitoring location.  

In addition to the monitoring services during deployment of the mobile PSAP, the contractor shall provide standby mobile PSAP monitoring when the mobile PSAP is inactive. The contractor shall perform remote maintenance to further investigate alarms and/or reset alarms. The contractor shall proactively monitor and manage the mobile PSAP CPE for impending failures to mitigate minor alarms from becoming major alarms. The contractor shall work cooperatively with the State 911 Department to properly classify and respond to alerts and alarms.  

8.7.32.10 Additional Mobile PSAP Services
At the request of the State 911 Department, the contractor may be required to provide additional services to support the mobile PSAP. The contractor shall complete the requested services through a separate statement of work to be negotiated by the parties at the time of request.
8.7.33 Administrative Positions

The contractor shall provide and maintain an administrative position at each PSAP.  The administrative position shall be used to access reporting functions and other administrative or maintenance functions.  The administrative position shall be equipped with a CDRW drive.
8.7.34 User Logins

The State 911 Department shall have the ability to add or remove user logins, and reset passwords for all PSAP positions from a remote location.  PSAPs shall not have access to modify user logins. Bidders shall identify in the response the mechanism and processes for managing user logins for PSAPs.
8.7.35 Auto Dial Entries

Each PSAP shall have the capability of administrating its own auto dial entries. Access to administrative configuration tools for PSAPs shall be limited to adding, deleting or modifying the auto dial entries at their respective location. The contractor shall identify any limits placed upon the number of entries available.

8.7.36 Headsets/Handsets

At the request of the State 911 Department or an eligible entity, the contractor shall provide headsets/handsets, both wired and wireless, for use with the CPE.  Bidders shall provide optional pricing for such headsets/handsets.  The contractor shall provide an interface to public safety radio systems.
8.8 SYSTEM ADMINISTRATION 
The response shall describe the overall system administration.  The response shall address each of the subcategories below. System administration is intended to include all aspects of system monitoring and pro-active fault prevention.  This service shall be provided 24 x 7, and shall act as the single point of notification for all system issues.
8.8.1 Environmental Requirements
Bidders shall describe in detail the environmental requirements of the system, including without limitation, space, power, heating, ventilation, and air conditioning (HVAC) requirements.  The contractor shall provide to the State 911 Department the engineered BTU output and HVAC parameters for all CPE.  The contractor shall provide cut sheets for all CPE furnished by the contractor at each PSAP.

8.8.2 Diagnostics 

The system shall include built-in diagnostic software that shall automatically monitor alarm conditions of the equipment, applications, appliances, and services, and shall initiate audible and visual alarms and alerts in the event of any failure or disruption of the operations and/or processes and that shall include pro-active alerts for predictive failures. The State 911 Department reserves the right to request additional alarms.

The system shall alarm at the supervisor and administrative workstations (and other workstations identified by the State 911 Department in its sole discretion) and through other immediately recognized communications when the system is off line, and, where practicable, the system shall alarm at all PSAP positions.
The system shall include functionality that provides for automatic notification to the contractor’s diagnostic/repair center in the event of any failure or alert. Bidders shall identify all alarms reportable diagnostic anomalies, alarms, and alerts and shall state the frequency of review of such anomalies, alarms, and alerts.

Bidders shall define system diagnostic and normal tolerance practices and reports.  The contractor shall maintain a daily report that logs alarms received by the system. The report shall be reviewed on a daily basis by the contractor’s technical support staff as a preventive maintenance and proactive service log.   The State 911 Department shall have on-line access to system report and logs, and the system shall have the ability to notify the State 911 Department via SMS, email, or other means requested by the State 911 Department.

The response shall include a listing of the system’s standard alarms.

8.8.3 Self-Monitoring 
The system shall include a self-monitoring function of monitoring vital processes and sending alarms in the event of an alarm condition. The system shall notify the communications supervisor, local system administrator, and/or local maintenance personnel upon detection of an alarm.
8.8.4 System Health Monitoring
The system shall include a health monitoring function that shall monitor the functioning of the system.  The system shall be able to produce ad hoc reports of system functioning, and the State 911 Department shall have read-only access to such reports. Bidders shall specify a schedule by which proactive testing shall be performed to ensure the continued health of the system. 
8.8.5 Remote Access 
The response shall define how secure remote access to any or all components of the system is achieved, including security of such access. The State 911 Department shall have remote read-only access to all components of the system.
8.8.6 Alarm Categories 
The system shall include categories of alarms for, at a minimum, each of the event types (catastrophic, major, and high priority, standard priority system malfunctions) depending on the criticality of the event.  The system should allow the administrator to configure notification thresholds. In addition to these alarm categories, the contractor shall, at the request of the State 911 Department, create new alarm categories.
The system shall send notifications of alarm conditions to communication supervisors and maintenance personnel in the manner specified by the State 911 Department and on a distribution list as specified by the State 911 Department. The notification shall summarize the SNMP trap that triggered the alarm condition. 
8.8.7 Operational Reporting 
The response shall include a description of the comprehensive management and statistical reporting functionality that will provide the State 911 Department and/or PSAP management personnel with real-time and historical records. The system’s operational reporting shall be user friendly, customizable, and capable of generating reports for varying time periods, from one or all PSAPs cumulatively, including without limitation, ad hoc reports and to run reports as needed.  The system shall have browser-based capabilities for ease of remote access. The retention period for such historical records shall be a minimum of three (3) years. The system also shall be able to auto-schedule the generation of predefined ad hoc reports. 
At a minimum, the following data elements shall be readily available for reporting purposes at the system level and at the PSAP level:
A. Payload processing times;
B. Seizure time; 
C. Position answered; 
D. Answer time; 
E. Disconnect time; 
F. Incoming IP address; 
G. Total count of Payloads by Type; 
H. Average Event Waiting Report;
I. Average Event duration; 
J. Total Abandoned Events; 
K. Events by incoming IP address; 
L. Events by hour of day; 
M. Events answered by position; 
N. Events answered by all positions; 
O. Events answered by user ID; 
P.
Events by day of the week;
Q.
Events transferred;
R.
Agent availability report;

S.
Call volumes; 

T.
Individual Call Information;

U.
Collection of Calls;
V.
Summary of Call Loads;
W.
Total number of wireless and wireline 911 calls answered by wireless state 
police PSAPs, by PSAP, by cellular sector, wireline only, wireless only;
X.
Total number of wireless and wireline 911 calls transferred from the wireless 
state police PSAPs to the local PSAPs, by PSAP, by cellular sector, wireline 
only, wireless only;
Y.
Total number of wireless and wireline 911 calls transferred from the local PSAP, 
location to which call was transferred, type of entity to which call was 
transferred, and percentage of each type of entity to which call was transferred, 
by PSAP, by cellular sector, wireline only, wireless only; and
Z.
Total number of simultaneous wireless and wireless 911 calls per day, week, 
month, and year, and the number of occurrences, and the dates(s) of occurrence, 
by PSAP, by cellular sector, wireline only, wireless only.
The response shall describe, and provide examples of, standard individual workstation reports generated by the CPE regarding individual calls, collection of calls and call volumes, summary of call loads, and other pertinent information gathered by the CPE.  

8.9 PROJECT MANAGEMENT
Bidders shall describe in detail the project management, staffing and planning functions. The contractor shall provide for project management to ensure a satisfactory implementation.  Staffing for project management shall include, at a minimum, one designated project manager responsible for oversight, management, and supervision, and status reporting of their own technical personnel involved in the provisioning activities.  Project managers shall have substantial experience working on large scale, integrated public safety technology implementations. The contractor’s proposed candidates for project management positions shall be approved by the State 911 Department.

The contractor shall be subject to and shall provide project management in accordance with the Commonwealth’s project management methodology known as Commonway Project Management Methodology. Information regarding the Commonway Project Management Methodology is available at www.mass.gov/itd.
All written documents shall be delivered in machine-readable format, capable of being completely and accurately reproduced by computer software on a laser printer. All itemized and/or annotated lists shall be delivered in computer spreadsheets, capable of being imported to Microsoft Excel 2007 or higher.  All meetings shall be held at the offices of the State 911 Department, unless agreed to otherwise by the State 911 Department. 

The contractor represents and warrants to the State 911 Department that the contractor shall be sufficiently staffed and equipped to fulfill contractor’s obligations under the contract, contractor’s services shall be performed by appropriately qualified and trained personnel, with due care and diligence and to a high standard of quality as is customary in the industry, in accordance with the terms and conditions of the contract and in accordance with all applicable professional standards.
The contractor shall ensure that appropriate organizational management has authority to exercise decision-making over contractual matters, and the contractor shall escalate such matters to the appropriate organizational level.
8.9.1 Contract Manager

The contractor shall designate a Contract Manager assigned to meet the State 911 Department’s needs under the contract and any renewals thereof.  The Contract Manager shall be responsible for oversight and management of contract performance and shall act as the primary contact person for receipt of notice and other communications under the contract, including but not limited to, timely reports and written responses and attendance at meetings as required by the State 911 Department.  The Contract Manager shall not be changed without the prior written approval of the State 911 Department. 
8.9.2 Project Manager
As noted above, the contractor shall, at a minimum, designate a project manager, and the designated project manager shall perform project management on behalf of the contractor.  The project manager shall be a certified project management professional and shall have obtained the PMI Project Management Professional, or PMP, designation.  The Project Manager shall not be changed without the prior written approval of the State 911 Department.  

The project manager shall:
· Be responsible for administering the agreement and the managing of the day-to-day operations of the project;
· Serve as an interface between the State 911 Department and all contractor personnel participating in the project;
· Develop and maintain the Project Management Plan, in consultation with the State 911 Department;
· Be located in Commonwealth and shall be available to be on-site at the State 911 Department’s offices within two (2) hours of receipt of a request from the State 911 Department;
· Facilitate regular communication with the State 911 Department, including weekly status reports/updates, and review the project performance against the project plan.  Facilitate weekly project status meetings for the duration of the engagement;
· Provide all documentation to be discussed at scheduled meeting at least twenty-four (24) hours prior to said scheduled meeting;
· Update the project plan on a weekly basis and distribute at weekly meetings for the duration of the engagement;
· Sign acceptance forms to acknowledge their receipt from State 911 Department; 
· Be responsible for the management and deployment of contractor personnel;
· Participate in regular meetings, at least monthly, or as otherwise scheduled by State 911 Department personnel, to take place on-site at the offices of the State 911 
Department or via telephone conference call;
· Coordinate with any and all subcontractors to ensure that any and all subcontractors participate at meetings or on conference calls;
· Adhere to change management protocols;
· Participate and assist on special projects at the request of the State 911 Department with pricing to be negotiated as assigned; and
· Provide a customer informational bridge, within fifteen (15) minutes of a request by the State 911 Department, for the purposes of information sharing, data gathering, and coordination. 
8.9.3 Change Management
Bidders shall employ change management protocols and shall describe in detail their procedures for service and change management processes that shall include all aspects of the project, including without limitation, data center, network, and CPE build documents.  The contractor shall use best practices using the ITIL framework to improve service, manage change, and minimize downtime.  The contractor shall provide change management reports for system and other changes. 
8.10 SYSTEM RELIABILITY AND AVAILABILITY REQUIREMENTS
The system, including all subsystems, shall be available a minimum of 99.999% of the time when measured on a 24 x 7 basis during a calendar year, including system maintenance and upgrades. Availability may be achieved through redundancy or fault tolerance. Bidders shall demonstrate how the system shall achieve this requirement.  
The system shall be sized to handle the current and anticipated volume of transactions and activities and the projected anticipated volume of transactions and activities.  The historical call volume data is set forth on Attachment K2– Primary PSAP, Regional PSAP, and RECC Data.

The estimated elapsed time for call delivery shall not exceed one (1) second, measured from the time the call is presented to the ESInet until the call is delivered to the PSAP.  For each call type, the contractor shall measure the elapsed time for call delivery to the appropriate PSAP and shall provide test results. 

8.10.1 Software Upgrades and Documentation
Bidders shall describe how they propose to provide operating system and/or software upgrades without adversely impacting service availability or performance.

When software updates or enhancements become available, the contractor shall notify the State 911 Department of such availability as soon as possible following the manufacturer's release announcement.  The State 911 Department shall then have the opportunity to request installation of the new software, which shall be installed by the contractor at no charge to the State 911 Department.  However, when such software releases are intended by the manufacturer as generic version updates to correct reproducible and/or recurring defects (software bugs), these releases shall be installed by the contractor upon prior approval by the State 911 Department at no charge to the State 911 Department.  Software updates for this system shall be supplied for the duration of the contract utilizing defined change management protocols.
The contractor shall provide the State 911 Department with a comprehensive inventory of all current release versions which shall include any operating systems and application software, in a document entitled “Software Inventory.” Prior to delivery of the CPE at the PSAP, the contractor shall install the latest software versions and/or patches applied to all components of the system. These latest versions shall be mutually agreed upon by the State 911 Department and the contractor.  The contractor shall provide a checklist, previously verified by the State 911 Department, to technicians performing the installations, to be used by the technicians to verify that the software versions installed are those that were mutually agreed upon by the State 911 Department and the contractor. 

8.10.2 Configuration Documentation and Changes

The contractor shall provide the State 911 Department with configuration documentation in a mutually agreed upon format.

The contractor shall provide the State 911 Department with a standard change management document that will describe any software or hardware system or manufacturer default setting changes that are implemented by the contractor in the staging facility.  Any change shall be approved by the State 911 Department prior to the execution of a change. The contractor shall, if the standard change management document is updated or revised, promptly provide to the State 911 Department with a new version of the change management document. The contractor shall follow industry standards best practices such as ITIL or the equivalent, and shall maintain a change management database that can be accessed by the State 911 Department.

8.11 SECURITY, ANTI-VIRUS, AND PATCH MANAGEMENT
Bidders shall describe in detail the system’s security, Anti-Virus, and patch management processes.  The contractor shall maintain security patch management, Anti-Virus, Anti-Spam, and Anti-Malware processes and products. The contractor shall also maintain an intrusion protection service/intrusion detection service pro-active threat detection solution for security threats. 
8.11.1 Anti-Virus and Patch Management

The contractor shall test, validate, install, and manage an anti-virus application in accordance with procedures to be mutually agreed upon by the parties.  The response shall describe the proposed Anti-Virus application and shall describe the proposed processes and procedures for the installation and management of the Anti-Virus application. The mobile PSAP is inactive between deployments, and, therefore, the parties shall, by mutual agreement, schedule the Anti-Virus updates for the mobile PSAP at a mutually agreeable date and time.

The contractor shall identify, test, validate and install updates no less than once per quarter. The contractor shall monitor industry and manufacturer specific notifications for security vulnerabilities and other software and firmware anomalies and apply appropriate measures to eliminate or mitigate such issues in a timely manner following established change management procedures.
The contractor shall, within sixty (60) days following contract award, submit a customized security plan that addresses the manner in which the contractor’s security, Anti-Virus, and patch management processes shall be applied to the Next Generation 911 system.  
The contractor will be required to use Commonwealth data and IT resources.  For purposes of this work effort, “Commonwealth Data” shall mean data provided by the Commonwealth and/or the State 911 Department to the contractor, which may physically reside at a Commonwealth or State 911 Department or contractor location. In connection with Commonwealth Data, the contractor shall implement commercially reasonable safeguards necessary to: 

· Prevent unauthorized access to Commonwealth Data from any public or private network;
· Prevent unauthorized physical access to any information technology resources involved in the development effort;  
· Prevent interception and manipulation of Commonwealth Data during transmission to and from any servers;
· Deploy a centralized reporting and monitoring tool;
· Provide daily definition updates to the Anti-Virus, Anti-Spam and Anti-Malware solution; and
· Deploy a network and CPE auditing tool.
The contractor shall represent and warrant as follows: 

· All media on which contractor provides any software shall be free from defects; 
· All software delivered by contractor under shall be free of Trojan horses, back doors, and other malicious code; and
· The contractor has obtained all rights, grants, assignments, conveyances, licenses, permissions and authorizations necessary or incidental to any materials owned by third parties supplied or specified by the contractor for incorporation in the deliverables to be developed. 
8.11.2 Security Procedures

The contractor shall implement appropriate best-practice security measures that are compliant with any and all applicable federal, state, and local laws, regulations, and guidelines to ensure that the integrity of the system is not compromised. 

Bidders shall describe (1) their own and their proposed subcontractors’ respective internal security procedures and policies applicable to work performed by them for customers and (2) the particulars of any circumstances over the past five (5) years in which the bidder or its proposed subcontractor(s) has caused a breach of the security, confidentiality or integrity of a customer’s data.

Section 6 of the Commonwealth Terms and Conditions states:

“Confidentiality.  The contractor shall comply with M.G.L. c. 66A if the Contractor becomes a “holder” of “personal data.”  The contractor shall also protect the physical security and restrict any access to personal or other State 911 Department data in the contractor’s possession, or used by the contractor in the performance of a contract, which shall include, but is not limited to the State 911 Department’s public records, documents, files, software, equipment or systems.”

In addition to the foregoing requirements, the bidder must agree that as part of its work effort under the agreement entered pursuant to this RFR, the bidder may be required to use the Commonwealth personal data under Massachusetts General Laws c. 66A and/or personal information under Massachusetts General Laws c. 93H, or to work on or with information technology systems that contain such data in order to fulfill part of its specified tasks.  For purposes of this work effort, electronic personal data and personal information includes data provided by the State 911 Department to the winning bidder which may physically reside at a location owned and/or controlled by the Commonwealth or the State 911 Department or winning bidder.  In connection with such data, the winning bidder shall implement the maximum feasible safeguards reasonably needed to: 

· Ensure the security, confidentiality and integrity of electronic personal data and personal information; 
· Prevent unauthorized access to electronic personal data or personal information or any other Commonwealth data from any public or private network; 
· Prevent unauthorized physical access to any information technology resources involved in the winning bidder’s performance of a contract entered under this RFR;     
· Prevent interception and manipulation of data during transmission to and from any servers; and 
· Notify the State 911 Department immediately if any breach of such system or of the security, confidentiality, or integrity of electronic personal data or personal information
8.11.3 Software Integrity Controls

The contractor shall implement the following software integrity controls for the purpose of maintaining software integrity and traceability throughout the software creation life cycle, including during development, testing, and production.
The contractor shall configure at least two software environments including a development/quality assurance (QA) environment and a production environment.

The contractor shall implement a change management procedure to ensure that activities in the development/QA environment remain separate and distinct from the production environment.  In particular the change management procedure shall incorporate at least the following:

· Segregates duties between development and testing of software changes and migration of changes to the production environment;
· Implements security controls to restrict individuals who have development or testing responsibilities from migrating changes to the production environment; and
· Includes a process to log and review all source control activities.
The contractor shall implement a source control tool to ensure that all changes made to the production system are authorized, tested, and approved before migration to the production environment. 

The contractor shall not make any development or code changes in a production environment outside of the established change management process.

8.11.4 Encryption

The contractor shall apply encryption on all communications to ensure that data cannot be viewed or modified by anyone other than the intended recipient, that data can be validated to confirm its source, and to protect the integrity of a message, ensuring that data is complete and unaltered after being transported over the network. The contractor shall describe the method, version, and practical use of the data encryption standard being offered. The contractor shall supply, monitor, and maintain the encryption services. 

8.11.5 Authentication, Authorization and Accounting

The contractor shall ensure that the system employs authentication, authorization, and accounting for controlling access to computer resources and networks, enforcing policies, and auditing usage.  Bidders shall describe the authentication, authorization, and accounting functions. The authentication services shall verify the identity of a user before granting access to the network or to any shared resource on the network. The user authentication shall be through a digital certificate, digital signature or password.

The contractor shall ensure that the system employs authorization services that define what users can do once authenticated and that ensures that, after users have been successfully authenticated, they are granted access to only those resources and can perform only those functions that their security credential provides.

The system shall employ accounting services that measure the resources a user consumes during access to include, but not be limited to, the amount of system time or the amount of data a user has sent and/or received during a session. 

8.11.6 Intrusion Prevention and Detection

The contractor shall provide active intrusion detection services to inspect general network traffic. The system shall, if a pattern of communications associated with network intrusion is detected, create a log and an alert shall be issued to the network service provider and to the State 911 Department. The intrusion detection system shall initiate specific responses to certain perceived threats such as blocking traffic or disabling an account after repeated attempts to log in using an incorrect password.  In addition, the contractor shall work cooperatively with the State 911 Department and an independent third party, to be selected by the State 911 Department, for intrusion testing throughout the term of the contract and any renewal thereof.
8.11.7 Disaster Recovery/Business Continuity

The contractor shall develop and submit to the State 911 Department for approval, on or before the date of deployment of the first pilot PSAP, a disaster recovery/business continuity plan.  The plan shall be invoked in the event of a catastrophic failure or all or a significant portion of the system.  Bidders shall state whether there is a backup NOC and/or a backup help desk, and if so, shall identify the location of such backup facilities. The disaster recovery plan shall address, at a minimum, the following:
· Persons and entities to be notified;
· Message(s) to be conveyed;
· Actions to be undertaken by the contractor in an attempt to mitigate the failure;
· Roles, responsibilities, and chain of command for mitigation actions;
· Recovery and restart procedures after the cause of the failure has been determined; and
· Alternative methods of monitoring or determining the status of the network service should the failure limit the contractor’s normal methods of monitoring.
8.12 TRAINING
The contractor shall provide the following training services:

The response shall include a comprehensive training plan that identifies the proposed training services, methods, and procedures for the system both during and after the conversion from the legacy system to the Next Generation 911 system.  
The contractor shall work cooperatively with the State 911 Department to determine the curriculum content for all training, including without limitation, end user, administrator, and State 911 Department staff training and training materials.  The State 911 Department shall have the option to customize training and training materials at all phases of program development for any and all training, including without limitation, end user, administrator, and State 911 Department staff training, and the contractor shall, upon request, review all such training materials for accuracy.
8.12.1 Training Material

The contractor shall furnish all software, manuals, and audio/visual aids necessary for training on the system.  The contractor shall provide such materials to the State 911 Department in an electronic format specified by the State 911 Department that will permit the State 911 Department to manipulate and edit such materials.  Any manuals, software programs and audio/visual training materials created and developed by the contractor shall become the sole and exclusive property of the State 911 Department with rights to copyright and sublicense and shall be subject to the sole and exclusive use, alteration or revision by the State 911 Department.  The contractor shall print and distribute all training materials approved by the State 911 Department, including without limitation, the materials that shall be distributed at training classes hosted by the contractor, as directed by the State 911 Department.
8.12.2 Operations Training

The contractor shall present a plan to provide a one (1) day (eight (8) hour) comprehensive training class to train, qualify, and certify as needed the State 911 Department Training and System staff.  The number of students per training class shall not exceed five (5) persons. At a minimum, the training shall cover network architecture and functionality, database design and functionality, applications and appliances, CPE end user design, functionality and operation, and all supporting hardware and software systems.  The contractor shall also be responsible for training all State 911 Department Training and Systems staff on any and all functionalities and/or payload types throughout the term of the contract and any renewal thereof.  
8.12.3 Conversion Training
The contractor shall present a plan to provide a one (1) day (eight (8) hour) comprehensive CPE user training class for each enhanced 911 telecommunicator during the conversion from the legacy system to the Next Generation 911 system, including for pilot PSAPs to be identified by the State 911 Department. There are currently approximately six thousand (6,000) enhanced 911 telecommunicators. The contractor shall also provide such additional training as may be requested by the State 911 Department with the cost to be negotiated by the parties, unless costs are identified on Attachment E- Cost Tables.  
At a minimum, the training shall consist of all CPE features as they pertain to 911 functionality and operations. 
The contractor shall provide a detailed plan on how the contractor shall use mobile remote training systems that shall accommodate up to twelve (12) students in the classroom. The remote training system(s) shall simulate all features of the system as if in a live environment.  
The contractor shall provide and deliver training in various areas throughout the Commonwealth to accommodate the deployment schedule.  The State 911 Department will be the sole coordinator of all classes and will determine and secure the training locations based on the deployment schedule.   
At the request of the State 911 Department, the contractor shall provide refresher training (a four (4) hour class) as necessary to synchronize with the deployment schedule so that enhanced 911 telecommunicators are trained within two (2) weeks of the conversion of the PSAP or otherwise as may be requested by the State 911 Department. 
8.12.4  PSAP Administrator Training
The contractor shall present a plan to provide a four (4) hour comprehensive PSAP administrator training class.  The contractor shall provide PSAP administrator training during implementation of any new sites or new equipment installations and as otherwise needed, with the assistance of State 911 Department as a resource as needed, and determined in the sole discretion of the State 911 Department.  The contractor shall also be responsible for PSAP administrator training and certification of all State 911 Department Training and Systems staff, including training on any and all functionalities and/or payload types throughout the term of the contract and any renewal thereof.  
Training shall include any and all site specific configuration/maintenance items to be performed by the PSAP administrator, as identified by the State 911 Department.  
Training shall also include the operation and maintenance of management information systems supplied. 
8.12.5 State 911 Department Regional Training Centers
The contractor shall provide services to all State 911 Department regional training centers (currently four (4)). The current State 911 Department regional training centers are identified on Attachment K1- Primary PSAP, Regional PSAP, and RECC Data.  The contractor shall install and maintain all equipment in each of the training centers for the duration of the contract and any renewals thereof.  The contractor shall furnish the State 911 Department with updated training equipment and materials as needed.  

Two (2) of the training centers shall have the capability to be a live working ten (10) position-training center capable of being used as a back-up PSAP and training center with the ability to simulate calls for training purposes. The State 911 Department reserves the right to move or add additional training centers.  

Prior to the start of the conversion to the Next Generation 911 system, all training center shall have operational equipment with full functionality of that supplied to the PSAPs and capable of simulating calls, including payloads types. 
The training center shall be designed and installed to allow State 911 Department trainers to train and certify newly hired enhanced 911 telecommunicators on the Next Generation 911 system and/or the legacy system during the conversion from the legacy system to the Next Generation 911 system. 

The contractor shall be responsible for training the State 911 Department Training and Systems staff on the operations of each training center. The contractor is responsible for training State 911 Department staff if any new or upgraded CPE is added at those training centers. 

Post conversion, the contractor shall be responsible for removing the legacy CPE at each training center, ensuring that the Next Generation 911 system is fully operational.
8.12.6 Accessibility of Training
The contractor shall coordinate with the State 911 Department in the identification of all prospective attendees at its training who require accommodation, and shall cooperate with the State 911 Department in its provision of such accommodation.

All technical and user documentation and any additional training material delivered by the contractor under the contract, and any renewal thereof, shall include alternative keyboard commands that may be substituted for mouse commands, and shall, at the request of the State 911 Department, be provided in electronic format and/or printed in Braille.
8.13 MIGRATION, DEPLOYMENT, AND INSTALLATION
8.13.1 Migration Plan 

Bidders shall factor the complete system installation into their response, including but not limited to, the stages identified below.  Bidders shall complete the Project Schedule set forth in Attachment L- Project Schedule, Deliverables, and Milestones. 
The system shall be fully operational throughout the Commonwealth no later than June 30, 2016.  This deadline shall be strictly adhered to and shall be strictly enforced.
The Commonwealth’s migration to Next Generation 911 will occur in a series of stages, operating in parallel, as follows:

A. System design and test plan development; 
B. Laboratory trial and testing;

C. Data center installations and pilot deployment  at PSAPs to be selected and identified by the State 911 Department; and

D. Cutover on a rolling basis.
Bidders shall describe how they shall work cooperatively with the State 911 Department to finalize the migration plan, including without limitation, the following:

A. A detailed transition and migration and deployment plan for the delivery of calls from existing communication service providers to the Next Generation 911 system data centers.  This plan shall accommodate communication service providers that continue to connect via the existing selective routers or directly to the data centers;  
B. Participation in the transition and migration and deployment planning process and coordination with the existing carriers and for the ESInet;
C. How the bidder shall organize and support a rolling effort with respect to installation,  provisioning, and testing;
D. How the bidder shall support the interconnection and integration of two disparate 911 systems—i.e., those working under Next Generation 911 parameters and those not yet cut over from the legacy system.   Bidders shall describe in detail the process of transferring payloads from and to the existing selective routers during the transition period; and
E. Cutover planning and fall-back, if required.
The contractor shall submit a fallback plan that shall detail the roll back process.

8.13.2 System Installation

8.13.2.1 Quality Assurance Requirements

The contractor shall design and establish a quality control system and procedures to ensure that hardware and software supplies and/or services meet the quality standards specified in this RFR. The quality control system, including procedures, shall be subject to the prior approval of the Department and shall also be subject to inspection by the State 911 Department. Adherence to the quality control sub-specification and any procedure or document in implementation thereof shall not release the contractor from any other requirements of the contract.

The quality control system shall ensure that adequate control of quality is maintained throughout all areas of contract performance, including without limitation, the receipt, identification, stocking, and issuance of material, the entire physical process of manufacture, packaging, shipping, storage, installation, and maintenance, and processes of software development, design structure, coding, testing, integration, and implementation.

All equipment, supplies, and services provided under the contract, whether manufactured or performed at the contractor's facility or at any other source, shall be subject to control at such points as necessary to ensure conformity with the specifications and contractual requirements. The system shall provide for the prevention and ready detection of discrepancies and for timely and positive corrective action. The contractor shall provide objective evidence of quality performance to the State 911 Department upon request.
8.13.3 System Testing

The contractor shall develop and shall submit to the State 911 Department for approval a comprehensive test plan for the system, the network, for each functional element of the system, and for each PSAP, that addresses, at a minimum, the following test procedures.  The contractor shall apply the following acceptance test procedures to the individual systems as they are installed and prior to any live operation. The contractor shall also apply test procedures to the system prior to providing final system acceptance.
The comprehensive test plan shall address, at a minimum, the proposed test environment, test facility, test equipment, test configuration, test thresholds, test call simulators, and test documentation.  The contractor shall conduct all system testing at an i3-compatible laboratory approved by the State 911 Department, and the State 911 Department reserves the right to require testing at the State 911 Department’s facilities and/or training centers.  The contractor shall provide to the State 911 Department for its approval documentation that demonstrates that the applications, appliances, and CPE for the system are ready for testing.  The State 911 Department reserves the right to inspect the test equipment, applications and appliances, and CPE have been properly configured and installed.  The contractor shall refine and resubmit the system design and technical documents to reflect results of system testing.
8.13.3.1  ESInet Test Procedure  

The contractor shall design, conduct, pass, and document a thorough test procedure for the network and network monitoring components of the system. This test plan shall at minimum, confirm that these components meet the specifications in the RFR as well as any other requirements necessary for the compliance with applicable standards, rules, and regulations.  
This shall include, but not be limited to, tests for:

·  Data Center end-to-end connectivity of all circuits;
·  Throughput;
·  Packet loss;
·  Latency;
·  Jitter;
·  Routing; 

·  QoS mechanisms; 

·  Fault recovery; 

·  Fail-over from primary to secondary paths;  

·  Simulation of peak traffic load for a minimum of twenty-four (24) hours; 

·  Network monitoring systems;
·  Faulty notification systems;
·  Firewalls, intrusion detection systems, intrusion protection systems; and
· Data Center network connections to third parties (LEC’s, Internet, etc.)

8.13.3.2 Functional Acceptance Test

The contractor shall conduct a functional acceptance test to verify that the systems installed provide the expected functional capabilities in accordance with the design criteria for the system.  The contractor shall demonstrate to the satisfaction of the State 911 Department that each function and option operates according to the design documentation, including the RFR, and applicable standards. Shall any failures be identified during the test, the contractor will have a reasonable opportunity to correct the deficiencies, after which a retest may be scheduled.  The State 911 Department, at its sole discretion, may require a retest of the failed functions, or may elect to require the contractor to conduct a complete retest. This process will continue until all functions have passed or it becomes obvious that the system under test will not support one or more functions that it was designed to accomplish. At this point, the State 911 Department may negotiate a settlement with the contractor, or may take other steps as deemed appropriate.

Proposals shall include a proposed initial acceptance test plan (ATP) for demonstrating the system functions.  The ATP shall be subject to the approval of the State 911 Department.
8.13.3.3  Throughput Acceptance Test 

The contractor shall design, conduct, pass, and document system throughput performance tests for the system and each of its components and subsystems (LVF, ECRF, ESRP, CPE, and all other components and subsystems). These tests shall verify that the installed system and subsystems shall meet the expected throughput capability and provide the expected operational speed and growth potential. The amount of throughput to be tested shall be based on the peak number of transactions experienced by the PSAPs, combined with the contractor's claim for system throughput capability. The contractor shall execute and provide a standard benchmark test based on peak load characteristics with a transaction rate corresponding to the system loading information. 

The throughput test shall exercise each component of the system.

Shall any failures be identified during the performance test, the contractor will have a reasonable opportunity to correct the deficiencies, after which a retest may be scheduled. The State 911 Department, at its discretion, may require a retest of the failed functions or may elect to require a complete retest. This process will continue until all functions have passed or the system fails to provide the throughput required by the State 911 Department.   Bidders shall provide details in the proposal(s) on how acceptance tests will be conducted. Final agreement on test procedures will be accomplished during contract negotiations.

System throughput testing shall last for a minimum of twenty-four (24) hours and shall involve sufficient transactions, simulating 200% peak traffic load, to validate the capabilities of the systems. All subsystems will be exercised during this test. Delays caused by external systems will not be considered a cause for failure. The system shall not crash due to a transaction overload.

8.13.3.4 Availability Acceptance Test 

Bidders shall describe how they will test the installed system, including all subsystems, to ensure that the system performs at a 99.999% level of availability and to ensure that the system allows for all 911 payloads to be delivered to a PSAP.  The availability test shall last a minimum of sixty (60) days and shall be conducted for each of the following: 

A. Hardware and related equipment;
B. Software; and

C. and ESInet availability.
Hardware and related equipment provided by the contractor shall perform at a 99.999% level of availability, with a maximum of two (2) periods of down time resulting from hardware or related equipment failures. 

The contractor shall test software during the same time period. A maximum of two (2) software component failures will be permitted during the testing period. Shall the same software component fail more than once during the test, the contractor shall correct or replace the software component. The repair/maintenance procedures in effect during the test shall be the same repair/maintenance procedures that shall be in effect during normal system operation after site acceptance.

Any corrective redesign necessary to meet reliability and availability requirements shall be the sole responsibility of the contractor, and shall be accomplished without cost to the State 911 Department.

Bidders shall describe in detail how acceptance testing shall be conducted. The final system testing procedures shall be subject to the approval of the State 911 Department

8.13.4 Installation Support

The contractor shall provide specialized technical service personnel to provide support in all areas of the project, to include but not be limited to, communications, computer hardware and software, equipment service and repair, as required by the project work plan. All technical service personnel shall be fully qualified in their respective disciplines. All costs associated with the provision of the technical support services, if any, are to be included in the proposal.

8.13.5 Description of Procedures

The contractor shall provide and maintain a description of procedures for quality control. To the extent necessary, written inspection and test procedures shall be prepared to supplement the applicable drawings and specifications, and shall make clear the manner in which such inspection and test procedures are to be used. 

Software development shall include model statements, data-flow diagrams, data dictionary, process specification, and object-relationship diagrams. The contractor shall employ all accepted software development criteria and procedures. The description of the quality control system and all applicable inspection and test procedures shall be available to the State 911 Department prior to system acceptance.

8.13.6 Storage

The contractor shall provide adequate procedures for storage and control of supplies to be used under the contract to ensure preservation and treatment in accordance with applicable requirements. Procedures shall define inspections to be conducted at scheduled intervals. Storage facilities shall be the responsibility of the contractor. Storage at any Commonwealth or other public facility shall not exceed three (3) days unless previous approval by the State 911 Department has been received. 

8.13.7 Quality Control Records

The contractor shall maintain adequate records of inspections and tests throughout all stages of contract performance, including checks made to ensure accuracy of inspection and testing equipment and other control media. All quality control records shall be available for review by the State 911 Department, and copies of individual records shall be furnished to the State 911 Department upon request. The contractor shall furnish records requested within ten (10) business days of the request.

8.13.8 Corrective Action

The contractor shall take prompt action to correct conditions that might result in defective supplies or services. The contractor shall make use of feedback data generated and furnished by user activities, as well as that generated in the contractor's facility.

8.13.9 Resistance to Interference

The system shall not suffer from interference or measurable performance degradation from use of installed console devices, public safety radio transceiver equipment, microwave communication systems, other installed data processing equipment, or any other devices present in the system’s operational environment.

8.13.10 Emissions Criteria

The system shall not cause interference to the existing radio, security, or closed circuit television communications systems, installed communications console equipment, or other data processing equipment present in the operational environment, and, in addition, shall comply with all applicable FCC standards as applied to data processing equipment.

8.13.11 Responsibility for Contractor Equipment 

Contractors shall assume complete responsibility for all tools, test equipment, or other items that are the property of the contractor and are being used during equipment installation. The State 911 Department will not be responsible for lost or damaged items that the contractor may leave at work sites for their own convenience.

8.13.12 Testing of Equipment and Construction

The State 911 Department reserves the right to inspect and test all materials and equipment used in the construction of the project in accordance with accepted standards. The laboratory or inspection agency shall be selected by the State 911 Department. The State 911 Department will pay for all laboratory inspection services.

Materials of construction, particularly those upon which the strength and durability of structures may depend, shall be subject to inspection for suitability for the use intended.

The contractor shall maintain quality assurance and control in a manner consistent with industry practices and as specified.

The State 911 Department may, at reasonable times, inspect the installed equipment at the data centers, training centers, and PSAPs. 

8.13.13 Protection of Work and Property

The contractor shall continuously maintain adequate protection of all work from damage, and shall protect the State 911 Department's and/or any other property from injury or loss arising in connection with the contract. The contractor shall adequately protect adjacent property as provided by law and the contract.

The contractor shall provide and maintain all passageways, guard fences, lights, and other facilities for protection required by public authority and local conditions. This requirement applies only to site(s) that are controlled by the contractor.

8.13.14 Validation Testing Documentation

Bidders shall, for each functional element of the system, include in the response a complete set of validation testing documentation. Such documentation shall be sufficient to identify all elements performing a function as required to fulfill the role of each functional element in sufficient detail to allow analysis of the adequacy of the proposed element by the State 911 Department.

The contractor shall provide an updated (then current) suite of validation test documentation for actual installation. The State 911 Department reserves the right to determine the adequacy of the validation testing documentation and procedures.

8.13.15 Site Cutover Project Plan and Advanced Notification Documentation 

For each PSAP and training center, the contractor shall provide the State 911 Department with a generic Site Cutover Project Plan beginning with the initial site survey visit and culminating with the site acceptance.  The contractor shall provide a generic Site Survey Form that is identical to or equivalent to the Site Survey Form attached hereto as Attachment M- Site Survey Form.  The contractor shall include in the plan a chronology of the work activities that will occur at the PSAP/training center as well as the identity and role of the subcontractors who will be on-site and the tasks they will be performing. The contractor shall include in the plan an outline of the events that will occur on a daily basis, a detailed procedure for taking the PSAP offline for said work, if necessary, and a list of the responsibilities of PSAP staff in connection with the cutover. The contractor shall also provide in this plan a backup procedure to ensure that all vulnerable data has been appropriately backed up after all configurations are final, which shall be completed at least forty-eight (48) hours prior to the scheduled cutover date. 
The State 911 Department will coordinate with the PSAP and the contractor the initial site visit at least sixty (60) days prior to cutover. The following project team representative shall attend the initial site visit:

· The contractor’s Project Manager and field technician, who shall identify any changes to the Site Install Project Plan and potential problems related to the installation;
· A State 911 Department representative, who shall be responsible for authorizing any changes in configuration that are made to the Site Cutover Project Plan as a result of the initial site visit; and
· The PSAP administrator or designee, who shall review the Site Cutover Project Plan during the initial site visit and identify any changes in site configuration since the initial site survey.
During the initial site visit the following items, at a minimum, will be discussed:

· Site Cutover Project Plan;
· Electrical requirements; 
· Location/placement of equipment;
· Autodial list;
· PSAP responsibilities;
· Electrical Permit form; and

· Location of circuits and equipment. 
The contractor shall note any necessary changes identified during the initial site visit, and such changes require approval by State 911 Department. The contractor shall provide the State 911 Department with a copy of the notes from the initial site visit before any installation can commence on the identified changes. 

The State 911 Department representative shall conduct periodic site visits to check on the status of the cutover. The PSAP administrator or designee shall be available during the cutover to address any site-specific questions from the contractors. 
8.13.16 
ESInet Circuit to PSAP Testing
The contractor shall design, conduct, pass, and document a thorough test procedure for the network and network monitoring components of the system. This test plan shall at minimum, confirm that these components meet the specifications in the RFR as well as any other requirements necessary for the compliance with applicable standards, rules, and regulations.  

This shall include, but not be limited to, tests for:

·  End-to-end connectivity of all circuits;
·  Throughput;
·  Packet loss;
·  Latency;
·  Jitter;
·  Routing; 

·  QoS mechanisms; 

·  Fault recovery; 

·  Fail-over from primary to secondary paths;  

·  Simulation of peak traffic load for a minimum of twenty-four (24) hours; 

·  Network monitoring systems;
·  Faulty notification systems; and
·  Firewalls and intrusion detection systems. 

The contractor shall, fifteen (15) days prior to the cutover date, test each circuit connection to the PSAP.  The testing shall be thorough and the testing shall include the generation of simulated traffic to detect anomalies regarding proper connectivity to the ESInet, packet loss, latency, jitter, QoS, routing, traffic engineering, and other specifications set forth in the RFR or otherwise required for the operation of the system.  For those PSAPs that have more than one ESInet connection, either through diverse entries or carriers, the circuit fail over shall also be tested at this time.  The contractor shall, within three (3) days of completion of testing, submit to the State 911 Department documentation in a form satisfactory to the State 911 Department that all circuits have been successfully tested.  The documentation shall include, for all circuits, the following information: carrier, circuit ID, type, speed, testing date, and location.
If any of the ESInet tests fail, the contractor shall, within (5) days, correct the deficiency, retest the circuits, and submit to the State 911 Department documentation in a form satisfactory to the State 911 Department that all circuits have been successfully tested.  The documentation shall include, for all circuits, the following information: carrier, circuit ID, type, speed, testing date, and location.  If the test fails a third time, the contractor shall submit, within forty-eight (48) hours, a remediation plan to the State 911 Department for approval.
8.13.17 Staging Requirements

The contractor shall provide a staging process for the installation of new CPE and shall perform the following steps as part of that process: 
A.
Install and configure all components for each PSAP or training center in a staging area, 
within the Commonwealth of Massachusetts, designated by the contractor; and

B.
Power on equipment, verify configuration settings and burn system in for a minimum of 
seventy-two (72) hours. 
The State 911 Department shall have access to staging area for inspection at any time.
8.13.18 Full System Staging Test

The contractor shall, at least forty-eight (48) hours prior to the installation at the PSAP or training center, provide the State 911 Department with the results of the full system staging test that describes any component failures encountered and on what test attempt the system passed the test.  Staging shall include configuration work for Auto-Dial entries and user logins. The full system staging test documentation shall include all the test steps identified in the pre-cutover test portion of the functionality checklist with the addition of pass/fail metrics, measurement criteria used to determine pass/fail metrics, and the results of all system test procedures conducted by the contractor during staging.  Such documentation shall include the number of times the system was tested, on what attempt the system passed, and the repairs performed to address test result failures.  

The contractor shall:

· If a component fails, replace the component;
· If the replacement fails or similar component fails, refer the issue to the 
Technical Support team of the manufacturer of the component for review 
and repair;
· If a component failure is encountered during testing and the component is 
considered a system-wide resource, restart full system test once the repair is 
made; and
· If the component is a single isolated component such as a workstation, restart 
testing relevant to the workstation.
8.13.19 Disassemble and Re-pack for Shipment

Once full system staging has completed successfully, the contractor shall disassemble equipment and prepare for shipping to the PSAP or training center for installation. The contractor shall ensure that equipment shall not arrive at the PSAP or training center any sooner than seventy-two (72) hours prior to commencement of installation work. 

The contractor shall note any necessary changes identified during the initial site visit, and such changes require approval by State 911 Department. The contractor shall provide the State 911 Department with a copy of the notes from the initial site visit before any cutover can commence on the identified changes. 

The State 911 Department representative shall conduct periodic site visits to check on the status of the cutover. The PSAP administrator or designee shall be available during the cutover to address any site-specific questions from the contractors. 

Pre-Cutover Testing
The contractor shall perform a pre-cutover test prior to the cutover date to ensure that all of the system features and functions are performing in accordance with the pre-cutover test portion of the Functionality Checklist.  The contractor shall successfully complete the pre-cutover testing at least forty-eight (48) hours prior to the scheduled cutover date.  If said testing is not successfully completed, the State 911 Department shall be notified and the State 911 Department shall determine if the cutover date requires rescheduling.
If any section of the pre-cutover test is not successfully completed, the planned cutover may be postponed at the election of the State 911 Department upon notice to the contractor.  If postponed, the contractor shall be required to reschedule the cutover date to another date approved by the State 911 Department.
Cutover Testing 

The contractor shall successfully complete cutover testing on the planned cutover date based on an agreed upon functionality checklist in order for the cutover to take place. The contractor shall document its activities in connection with the checklist, including pass/fail metrics, measurement criteria used to determine pass/fail metrics, and the results.  The contractor and the State 911 Department shall jointly conduct the cutover day testing.

Post-Cutover Testing 

After the cutover is completed, a post-cutover test shall be conducted to ensure that all systems and functions are performing based on an agreed upon post-cutover checklist. The contractor shall document its activities in connection with the checklist, including pass/fail metrics, measurement criteria used to determine pass/fail metrics, and results.  

If any section of the post-cutover test is not successfully completed, the State 911 Department may halt the testing. The contractor shall be required to immediately repair the problem. Post-cutover testing shall re-commence only at the direction of the State 911 Department’s order following notification from the contractor that the problem has been repaired. If the problem(s) cannot be repaired within four (4) hours of the start of the post-cutover testing, the State 911 Department may halt the cutover until the problem can be repaired satisfactorily. In the event of a post-cutover test failure, the State 911 Department shall determine whether additional testing is required. The contractor shall provide any additional testing required by the State 911 Department. 
8.13.20 Waste Disposal

The contractor shall be responsible for the removal of any and all packing or other materials associated with the delivery and/or installation of any and all system components at the PSAPs, training centers, and data centers. 
8.14 ACCEPTANCE OR REJECTION PROCESS
The contractor shall submit the required deliverables specified in this RFR to the State 911 Department for approval and acceptance. The State 911 Department shall review work product for each of the deliverables and evaluate whether each deliverable has clearly met in all material respects the criteria established in this Agreement.  Once reviewed and favorably evaluated, the deliverables will be deemed acceptable.
Acceptance of the work of the contractor shall not preclude the State 911 Department from requiring strict compliance with the contract, in that the contractor shall complete or correct upon discovery any faulty, incomplete, or incorrect work not discovered at the time of acceptance.  
8.14.1 Acceptance or Rejection of Site Cutovers
After the PSAP or training center has operated for fifteen (15) calendar days at full functionality with the new CPE, the contractor shall provide the State 911 Department with a Cutover Acceptance Report that shall contain all trouble tickets created since the cutover and additional performance metrics as agreed to by the parties.  The State 911 Department shall verify the level of functionality by reviewing the trouble tickets and performance metrics and conducting a site inspection within fifteen (15) days after it receives the Cutover Acceptance Report that contains the trouble tickets and performance metrics.  Once the State 911 Department performs this inspection, if it is satisfied with the performance level of the PSAP, it will sign the Cutover Acceptance Report.   The Site Acceptance Date shall be the date of execution of the Cutover Acceptance Report by the State 911 Department.  The contractor shall remove the legacy 911 CPE from the PSAP within ten (10) business days of the Site Acceptance Date.  The contractor shall notify the State 911 Department upon completion of said work and the 911 Department will inspect the site. 
8.14.1.1 Site Cutover Acceptance Package  
Following acceptance of the cutover of a PSAP or training center by the State 911 Department, the contractor shall submit the following information to the State 911 Department for each such accepted PSAP or training center: 

a) 
CPE inventory, including a complete list of installed equipment that identifies, at 


a minimum, manufacturer name, serial numbers, and part numbers, for the 


installed equipment;
b)   
Sales configurations and associated change control request orders;

c)   
Software Inventory Document; 

d)   
Cutover Acceptance Report;

e)   
Pre-cutover test checklist;

f)   
Post-cutover test checklist; and

g)  
Any other information as mutually agreed to by the parties.
8.14.2 Acceptance of Other Deliverables

Within ten (10) business days of receipt of each Deliverable (other than for PSAP or training centers), the State 911 Department will notify contractor, in writing, of the acceptance or rejection of said Deliverable using the acceptance criteria specified in this Section 8.14.2 and associated with the Task or Deliverable specifications. A form signed by State 911 Department shall indicate acceptance. The contractor shall acknowledge receipt of acceptance forms in writing.  Any rejection shall include a written description of the defects of the deliverable. If State 911 Department does not respond to the submission of the Deliverable, within five (5) business days of the State 911 Department’s receipt of each Deliverable, the contractor shall provide a reminder notice to the State 911 Department.  If the State 911 Department fails to reject a Deliverable within five (5) business days after State 911 Department’s receipt of the reminder notice, the Task or Deliverable is deemed accepted.

If the State 911 Department rejects a Deliverable, the contractor shall, upon receipt of such rejection, act diligently to correct the specified defects and deliver an updated version of the Deliverable. The State 911 Department shall then have an additional five (5) business days from receipt of the updated Deliverable to notify the contractor, in writing, of the acceptance or rejection of the updated Deliverable. Any such rejections shall include a description of the way in which the updated Deliverable fails to correct the previously reported deficiency. 

Following any acceptance of a Deliverable which requires additional work to be entirely compliant with the pertinent specifications, and until the next delivery, the contractor shall use reasonable efforts to provide a prompt correction or workaround.
8.14.3 De-Installation of Legacy CPE

As authorized by the State 911 Department in connection with site cutovers and otherwise at the request of the State 911 Department, the contractor shall de-install any and all legacy CPE, including without limitation, servers, cabling workstations, interfaces, etc., to be stored in a location on-site at the PSAP or such other location to be designated by the State 911 Department.  All such work shall be performed under oversight by the State 911 Department.
8.14.4 Retainage
The State 911 Department will retain ten (10) percent of the total amount due to the contractor on each invoice for each Deliverable in Milestone Categories 1, 2, and 3.  The State 911 Department will retain these amounts whether or not the contractor’s performance is timely or the deliverable has met all of the State 911 Department’s requirements for acceptance.  The State 911 Department will release this ten (10) percent to the contractor if Milestone 4 commences on or before February 1, 2015.  If Milestone 4 does not commence on or before February 1, 2015, the amount retained shall be forfeited to the Commonwealth, unless the State 911 Department elects, in its sole discretion, to waive such forfeiture.  
In addition, the State 911 Department will retain five (5) percent of the total amount due to the contractor on each invoice for each Deliverable in Milestone 4. The State 911 Department will retain these amounts whether or not the contractor’s performance is timely or the deliverable has met all of the State 911 Department’s requirements for acceptance.  If the contractor meets the PSAP deployment installation deadlines set forth in Attachment L- Project Schedule, Milestone, and Deliverables, to be assessed and evaluated for each Deliverable Due Date of the Milestone 4 deployment period, the State Department will release fifty (50) percent of this five (5) percent to the contractor. If the contractor fails to meet the Deliverable Due Dates set forth in Milestone 4 of Attachment L- Project Schedule, Milestone, and Deliverables, to be assessed and evaluated for each Deliverable Due Date for the duration of Milestone 4, the amounts retained for the Deliverable Due Date shall be forfeited to the Commonwealth, unless the State 911 Department elects, in its sole discretion, to waive such forfeiture.  If the contractor fails to complete all Milestone 4 Deliverables on or before June 30, 2016, all amounts retained for Milestone 4 shall be forfeited to the Commonwealth, unless the State 911 Department elects, in its sole discretion, to waive such forfeiture.  The State 911 Department will retain fifty (50) percent of the retainage amounts referenced in this paragraph until the expiration of the one (1) year warranty period for the last PSAP deployed.  
8.15 PSAP AND DATA CENTER MOVES
As requested by the State 911 Department, the contractor shall provide all necessary services to relocate or move existing PSAP and/or data center CPE to a new location within the existing site or to a new site while minimizing service interruptions of such PSAP or data center.  Services shall include project management, scheduling, and coordination of appropriate resources.  The contractor shall utilize a step-by-step conversion checklist for each PSAP or data center relocation or move.  The contractor shall submit detailed cost estimates for moves to the State 911 Department on a case by case basis.  The cost estimate shall set forth in detail each component of the estimated cost to the satisfaction of the State 911 Department.  The cost estimate shall utilize a unique identifier for each such detailed cost estimate.  The contractor may be required to install electrical components, network cabling, and any common components that do not require special configuration at the new location prior to moving CPE in order to reduce PSAP or data center service interruption.  The contractor shall also coordinate with EOPSS on network circuit moves as needed for Commonwealth assets.
8.16 PSAP AND DATA CENTER EQUIPMENT INVENTORY
The contractor shall provide a list of any and all newly installed components and the associated serial numbers of PSAP and data center equipment to the State 911 Department.  The contractor shall maintain for each PSAP and data center, a serial number database and shall promptly update such database whenever a hardware component is changed or new PSAP CPE or data center equipment is added.  An electronic copy of this database in an Excel or Access format shall be provided to the State 911 Department annually and as otherwise requested by the State 911 Department.  For the duration of the contract, the contractor shall maintain as current and supply to the State 911 Department annually and upon request an As Built diagram, including CPE and data center configuration and cabling details.  
8.17 CIRCUIT ID INVENTORY

The contractor shall provide a list of all circuit IDs for each connection and shall identify where the circuit(s) is connected, including the a and z end locations. The contractor shall maintain an inventory of all circuit IDs, and the contractor shall promptly update this database whenever a circuit is changed, moved, or added.  The contractor shall promptly notify the State 911 Department of all changes in circuit.  An electronic copy of this database in an Excel or Access format shall be provided to the State 911 Department annually and as otherwise requested by the State 911 Department.

8.18 INVENTORY MANAGEMENT
The contractor shall maintain an inventory management system and database.  Bidders shall describe the inventory management system in detail.  The inventory management system and database shall provide the State 911 Department with access to inventory management reports, and shall provide the State 911 Department with the ability to create ad hoc reports. 
8.19 ELECTRICAL, WIRING, AND CABLE
The contractor shall provide and maintain all electrical, wiring, and cable services for the system.  The State 911 Department has a preference for the reuse of existing wiring, cabling, and HBCU, if compatible with the system.

8.19.1 Electrical
The contractor shall provide and maintain all electrical services for the system and shall provide such electrical services as follows:

· Supply and install where needed and otherwise maintain existing complete 
electrical power distribution system for all equipment supplied; 
· Provide adequate surge protection, grounding and lightning suppression devices 
to protect equipment from unnecessary interruption; and
· Provide and maintain a thirty (30) minute uninterruptible power supply for all 
equipment supplied at the PSAPs and for data centers and for all DLRs. A hard 
           bypass unit for maintenance/equipment failure is required.  Following contract    

award, the parties shall, by mutual agreement, determine the means and manner of installing the uninterruptible power supply so as to ensure that there is no interruption for the PSAP or data center.  Bidders shall describe in detail the UPS, including the size and weight of the UPS.

The contractor shall ensure that all electrical services performed by the contractor or its subcontractors under the contract, and any renewal thereof, shall be performed by appropriately licensed electricians.  The contractor shall ensure that the contractor or its subcontractors shall obtain any and all necessary permits for electrical services performed by the contractor or its subcontractors under the contract, and any renewal thereof, and shall provide copies of such permits to the State 911 Department upon request. The State 911 Department reserves the right to contract with its own electrician for such work if to do so would result in the best value in fulfilling the contract, or any renewal thereof.     

8.19.1.1 Electrical Standards
All devices shall be provided with any and all necessary connecting cords and cables conforming to National Electrical Manufacturers Association (NEMA) codes.
8.19.1.2 Surge Protection/Surge Suppression
The system shall correctly specify surge and lightning protection for all connections to AC power as well as to communications facilities such as plain old telephone service, 911 trunks, T1/DS1, wireless antennas, etc.
8.19.2 Wiring and Cabling

8.19.2.1 System Cabling
This project will require the cooperation of the State 911 Department, the Commonwealth’s IT Department and the contractor. The contractor shall provide all necessary embedded and visible interconnect cabling necessary for system operation, including all peripheral devices located within the data centers and PSAPs, connecting remote workstations with the central servers. The LAN/WAN system requirements shall be included in the RFR response.  Bidders shall indicate preferred communications devices and configuration within their response, based upon proven experience with this equipment.

All interface connections between communications and peripheral device cabling and visible cables shall use standard EIA connectors secured by wall plates where exposed.

Care shall be exercised in wiring to avoid damage to existing wiring and new and existing equipment. All wiring and connectors shall be installed in strict adherence to standard communication installation practices and all applicable federal, state, and local codes.

All cables, regardless of length, shall be clearly marked and/or numbered in a manner that reflects a unique identifier of the cable at both ends. Marking codes shall correspond to recognized standards and specifications and be consistent throughout the project. Such markings shall become integral to the overall as-built detail. All cabling shall be neatly laced, dressed, and/or adequately supported. Cable shall be plenum rated where required by local building or fire codes.

No splices will be allowed in system wiring other than at approved designated locations, and with approved devices.

The equipment installation required by this RFR includes the following described items as well as other hardware, software, and procedures as may be needed to ensure a completed installation which is in accordance with the standards of good engineering practice and all building codes and ordinances in effect at the sites delineated in this RFR.
Wiring of 120-volt AC circuits normally associated with conventional buildings shall be provided by the State 911 Department at the data centers and PSAPs and other Commonwealth facilities as required. Wiring required for connecting the equipment to the power outlets or any special wiring shall be the responsibility of the contractor.
The contractor shall install the equipment and connect the units to commercial/emergency AC power and uninterruptible power sources. The contractor shall connect Commonwealth-furnished equipment to the contractor-supplied equipment and install bonding and grounding conductors where needed.
The proposal price shall include installation hardware, brackets, braces, fasteners of all kinds, wiring, ancillary devices, procedures, and services required to install and/or interface components to provide a complete operating system that fulfills the requirements of this RFR.
The contractor shall adhere to FCC and all local codes and ordinances in all matters pertaining to the work.
Cabling, communications outlets, power wiring, system grounding, conduit facilities, and equipment rooms shall be installed in accordance with national standards and national and local codes. Minimum standards used in the installations shall include, but are not limited to, the following:
· ANSI/TIA/EIA-568
Commercial Building Telecommunications Wiring Standard;
· ANSI/TIA/EIA-569
Commercial Building Standard for Telecommunications Pathways and Spaces;
· ANSI/TIA/EIA-606
Administration Standard for the Telecommunications Infrastructure of Commercial Buildings;
· ANSI/TIA/EIA-607
Commercial Building Grounding and Bonding Requirements for Telecommunications;
· Building Industry Consulting Service International, Telecommunications Distribution Methods Manual;
· National Electrical Code (NFPA-70);
· FCC Rules and Regulations, Parts 68 and 15; and
· Applicable grounding standards.
All equipment and component parts installed shall be new, shall meet the requirements of this specification, and shall be in operable condition at the time of delivery. 
The installation work shall be approved by the State 911 Department prior to commencement of a particular phase of work on a site-by-site basis. The contractor shall provide descriptions and layout drawings showing the proposed installations at each site at least fourteen (14) days prior to beginning work at that site. No work shall commence without written approval from the Department.
The contractor shall supply all cabinets in the data centers (except that, if Commonwealth data centers are utilized, the Commonwealth will supply the cabinets). Mounting for equipment or any other data communications equipment (i.e., modems, routers, etc.) requiring assisted installation shall be accomplished by cabinet mounting.  The cabinets may be free-standing or wall mounted depending upon space requirements.  Bidders shall describe the recommended method for cabinet mounting, and shall provide an option for any other recommended method.  The State 911 Department shall select the preferred method of cabinet mounting following contract award. Cabinets shall in no event no exceed eighty-four (84) inches in height.  The response shall describe in detail the space requirements and dimensions of all equipment, including without limitation, the size of cabinets, tables, stands, and consoles, for the system.
Bidders shall provide all necessary cabinets, tables, stands, or other required mounting facilities for the system (with the exception of the Commonwealth data centers, since the Commonwealth will supply the cabinets and mounting facilities for the Commonwealth data centers if utilized), consoles, and communications and/or network equipment consistent with their proposed configuration(s).
Bidders shall inform themselves fully as to all facilities for delivering, storing, placing, handling, and disposing of materials. All aspects of the installation shall be planned and executed in a professional manner.  The contractor shall coordinate access to the sites with the State 911 Department.
The costs for wiring and cabling shall be on a time and materials basis.
8.19.2.2 Grounding
All hardware and peripheral devices shall be mechanically and electrically grounded to prevent both user hazard and loss of data or hardware integrity due to external electrical impulse. The contractor shall demonstrate knowledge of local storm and lightning phenomena, and show such methods of protection in selection of local data transmission mode (i.e., shielded cable, fiber optics, etc.). The contractor shall ground all equipment installed by the contractor as specified in applicable standards.
The contractor shall ground all equipment in compliance with manufacturer recommendations and applicable standards. This shall include, but is not limited to, all servers, network equipment, appliances, metal conduit trays, cabinets, chassis, shelves, and transmission lines provided under this RFR.
The contractor shall furnish and install the required grounding and bonding conductors and make connections to the grounding system at the data centers, PSAPs and other sites. 



8.20 WARRANTY, MAINTENANCE, AND MONITORING
8.20.1 Design and Operation
The contractor represents and warrants that the equipment, components, and services sold or provided in response to this RFR shall perform in accordance with their respective design specifications, and shall operate in accordance with the manufacturer's published specifications when operated and maintained in accordance with the manufacturer's recommendations for a minimum of one (1) year from their final acceptance by the State 911 Department. 
8.20.2 Configurations
The contractor represents and warrants that the configurations of equipment and services proposed in response to this RFR represent sound design principles and best practices being applied to provide a total system solution to the requirements stated in the RFR and referenced standards, and that the equipment and services provided shall operate together in a manner to perform the functions expressed in the RFR.
8.20.3 
Equipment Models
The contractor represents and warrants that the equipment offered is standard new equipment, and the latest model of regular stock product, with parts regularly used for the type of equipment offered, and also that no attachment or part has been substituted or applied contrary to manufacturer's recommendations and standard practice. The contractor shall furnish the current version of software or firmware for all systems provided. If a new version or release is issued after contract execution, but prior to the shipment of the system, then the State 911 Department shall have the option of substituting the new version or release in place of the originally proposed version or release, at no additional charge, after testing. 
8.20.4 
Product Life Cycle
The contractor represents and warrants that the system components, including without limitation, the CPE, applications and appliances, data center equipment, are not currently at the end of their product life cycle. Bidders shall submit a statement identifying the length of time from site acceptance that contractor shall guarantee new (not reconditioned) parts availability.  The contractor shall describe in detail the life expectancy of the system and system components.  The life expectancy shall be a minimum of five (5) years from site acceptance.  
Bidders shall detail the costs to upgrade the system components throughout the term of the contract for the total anticipated contract duration, including renewal options (ten (10) years).  Bidders shall provide a detailed schedule of hardware refreshes.
8.20.5 
System Documentation
For each system, subsystem, and each type of equipment supplied, the contractor shall provide an electronic copy, and upon the request of the State 911 Department one complete printed set of maintenance manuals and/or technical documentation at the time of installation, with revised, final documentation provided within ten (10) business days after installation. Each piece of electrical equipment installed shall have a maintenance manual that depicts circuit diagrams, as well as proper unit assembly and installation. All drawings and maintenance manuals shall include all modifications and revisions made to the original drawings, and completely reflect the final layout and configuration of all installed hardware.

The contractor shall provide computer file copies of system layout and interface/interconnection point diagrams. Diagram files shall be provided in Visio file format and reflect the “as built” state of the system for the life of the contract.  Any and all such documentation shall allow for the State 911 Department to copy information for import into the State 911 Department’s records. 
This and all other system documentation shall be promptly delivered to the State 911 Department.


8.20.6 
Maintenance and Monitoring
8.20.6.1 Warranty Period
The contractor represents and warrants that the system, including all hardware and software, shall operate in conformance with the specifications for the system and shall be free from defects in materials and workmanship, for a period of one (1) year from site acceptance. This shall consist of a complete warranty covering all parts, labor, travel and all other expenses.  The contractor represents and warrants that the contractor shall modify, adjust, repair, and/or replace said system as the State 911 Department deems it to be necessary or appropriate to have the system perform in full accordance with the terms and conditions of the contract.  Warranty repairs on all furnished equipment, systems and software shall be made at no cost for a period of one (1) year from the date of site acceptance.  

Bidders shall describe how system and equipment maintenance and repair will be handled during the warranty period.  During the warranty period, the contractor shall respond to all repair calls or notices of system malfunction at no additional cost to the State 911 Department.  
The contractor shall have qualified technicians that shall commence repair to catastrophic system malfunction within one (1) hour, major system malfunction within two (2) hours,  high priority system malfunction within eight (8) hours, and standard priority system malfunction within two (2) business days during the warranty period. 
The State 911 Department reserves the right to determine, in its sole discretion, whether a system malfunction is classified as catastrophic, major, high priority, or standard priority.
The contractor shall be responsible for any shipping costs incurred to send components to manufacturers for repair or replacement. The State 911 Department reserves the right to closely monitor and observe warranty repair service.

During the warranty period, the contractor shall maintain adequate staff and spare parts inventory, both located within the Commonwealth, to ensure prompt warranty service. 

Any subcontractor costs for the first-year warranty of any system hardware or software component covered under the above warranty requirements shall be included within the base system proposal price. The State 911 Department shall pay no maintenance costs during the warranty period.
8.20.6.2 Maintenance Following End of Warranty Period

After the one (1) year warranty has expired, the contractor shall provide maintenance services on a 24 x 7 basis under the same terms and conditions as during the warranty period as described above.  Maintenance shall include all parts and labor, monitoring the system for alarm conditions and responding to such alarms, and all other expenses necessary to support the system.   
The contractor shall have qualified technicians that shall commence repair to catastrophic system malfunction within one (1) hour, major system malfunction within two (2) hours,  high priority system malfunction within eight (8) hours, and standard priority system malfunction within two (2) business days.  
The State 911 Department reserves the right to determine, in its sole discretion, whether a system malfunction is classified as catastrophic, major, high priority, or standard priority.
8.20.6.3 Equipment Replacement
During and after the warranty period, any equipment that must be replaced as a result of conditions covered under warranty shall be replaced with new equipment of the equivalent or better make and model.

8.20.7 Customer Support Services
During and after the warranty period, the contractor shall monitor all components of the system 24 x 7 to immediately identify potential problems or outages and shall make necessary notifications consistent with notification procedures established by the State 911 Department.  The contractor shall isolate and repair all identified problems.  The contractor shall provide an escalation plan and procedures to ensure service response times that meet or exceed the standards set forth in 560 CMR 2.00, as may be amended from time to time.

Within sixty (60) days of contract award, the contractor shall develop and submit to the State 911 Department for approval an operations manual that outlines NOC and help desk  operational procedures for supporting the Next Generation 911 system.
The contractor shall provide the following customer support services for all services provided under the contract and any renewals thereof:

8.20.7.1 Help Desk
Throughout the term of the contract and all renewals thereof, the contractor shall operate a help desk for the purpose of receiving, logging, tracking, dispatching, and reporting on trouble calls. The help desk shall be fully operational and staffed on a 24 x 7 basis. There shall be supervisory staff on-site at the help desk on a 24 x 7 basis. 

The help desk shall be located in the United States, with a strong preference that the customer service center be located within the Commonwealth. The help desk shall be adequately staffed so that calls to the help desk are answered by live help desk staff that are trained and qualified on the systems and services furnished under this RFR. Calls shall not be answered by an automated attendant or other automated means. 
The help desk shall serve as a single point of contact for PSAPs for all matters, including without limitation, the system and all components of the system. The help desk shall have the ability to communicate directly and immediately with maintenance and support services for the system and all components of the system, including without limitation, network troubles.   

The help desk shall have the authority to dispatch maintenance staff from all contractors, manufacturers, subcontractors and other entities responsible for any components or services contracted for through this RFR.  The contractor shall dispatch staff in a timely manner to meet the response time requirements stated in the RFR.
The contractor shall provide a dedicated toll-free 24 x 7 service number to respond to troubles relating to the system or any components of the system.  When reported 911 system troubles or failures are received, the contractor shall open a trouble ticket and shall prioritize and isolate the trouble.  The help desk shall direct, prioritize, escalate, and oversee the repair of any and all reported 911 system failures and/or trouble tickets. 
The contractor shall provide specially trained technicians to proactively identify problem areas impacting the quality of service and to serve as the liaison between the PSAPs and the contractor.  The help desk shall open a ticket for all calls received.  Any and all troubles that do not fall under the direct responsibility of the contractor shall be forwarded to the appropriate party.

The contractor shall provide the State 911 Department with read-only access to the help desk system to run reports. The contractor shall grant the State 911 Department read-only real-time access the contractor’s trouble ticket reporting system.
Bidders are advised that the State 911 Department reserves the right to conduct a site visit of the facility from which the bidder proposes to provide help desk support.  Further, the State 911 Department reserves the right to conduct a site visit of the facility from which the contractor provides help desk support at any time during the term of the contract.
8.20.7.1.1 Help Desk Software Tools

The help desk shall be equipped with appropriate software tools to initiate trouble tickets, and shall track and monitor the progress of trouble tickets. 
The software tools shall be configured to allow authorized users from the State 911 Department or individual PSAPs to initiate trouble tickets electronically, to track and monitor the status of trouble tickets, and to view and create management reports.
The help desk and the NOC shall have the ability to access the contractor’s trouble ticket reporting system for all aspects of the system, including without limitation, the applications and appliances at the data centers and CPE, and shall communicate directly with each other regarding troubles.
8.20.7.2 Repair of Troubles

The contractor shall maintain dedicated technicians who are fully competent, trained, qualified, and knowledgeable with respect to the network, applications and appliances, and CPE of the system and all components of the system.

The contractor shall undertake commencement repair, as defined in Section I- Definitions, within four (4) hours of any application, appliance, or CPE failure, and shall undertake commencement of repair, as defined in Section I- definitions, within two (2) hours when call processing is affected or when otherwise required.
The contractor shall provide on-site service response by field technicians who are fully competent, trained, qualified, and knowledgeable with respect to the applications and appliances, and CPE as described herein, within four (4) hours of trouble identification when call processing is affected or when otherwise required.
The contractor shall provide the necessary number of dedicated on-site regional supervisory service technicians located within the Commonwealth within fifty (50) miles of each PSAP, who are fully competent, trained, qualified, and knowledgeable with respect to the network, database, and CPE as described herein and are responsible for ensuring satisfactory resolution of all emergent and non-emergent service-related issues on a regional basis with allowance of “on-call” coverage by supervisory service technicians from other regions to ensure uninterrupted, 24 x 7 coverage by such supervisory personnel.  The geographic regions, to be mutually agreed upon by the State 911 Department and the contractor, assigned to such regional supervisory service technicians shall ensure appropriate statewide service coverage.  The regional supervisory service technicians shall act as the single point of contact with the service center technicians and the State 911 Department for the region.
8.20.7.3 Network Operations Center
The contractor shall provide monitoring, maintenance and support services throughout the term of the contract and all renewals thereof.  The contractor shall operate a network operations center, or NOC, on a 24 x 7 basis.  The NOC shall provide constant monitoring and dedicated network management services and shall interface with the contractor’s help desk, the contractor’s technicians, and various carriers providing network connectivity to diagnose and repair network outages.  There shall be physical diversity and diverse aggregation points for network monitoring from the NOC to the aggregation points. The contractor shall continually monitor the system for performance issues, faults and failures, utilizing a staffed network operations center with properly trained and certified live personnel providing diagnostic, re-route, trouble ticket issuance, service dispatch and help desk functionality on a 24 x 7 basis.   Bidders shall describe in detail the NOC proposed, including without limitation, details about the location, staff, training, standard operating procedures, provisions for disaster recovery and redundancy, and location, equipment, and software currently in use.  The contractor shall utilize simple network management protocol for the management and monitoring of the system and shall utilize encryption, verification or message integrity and authentication to provide security for the system. The NOC shall be located in the United States.
The contractor may be required to train Commonwealth personnel on the function of the NOC and the network monitoring software for eventual transition to takeover by Commonwealth personnel.  Costs relating to such training will be negotiated at the time the Commonwealth elects to engage the contractor for the provision of these services.
The NOC shall be designed and configured to monitor the entire network, including but not limited to, connections between the data centers and PSAPs, connections within the data centers and PSAPs, and external connections from communication service providers and the Internet.  
The NOC shall be staffed by individuals trained and experienced in telecommunications networking and the Next Generation 911 system on a 24 x 7 basis. The NOC staff shall have immediate access to the contractor’s engineering resources for trouble escalation and resolution.  The engineering resources shall have advanced knowledge of all system components, configurations, and applications, and shall have internetworking, network security, and other skill sets necessary to troubleshoot and repair complex problems throughout the system.  The NOC shall maintain a dedicated toll-free 24 x 7 service number for the purpose of accepting calls from the State 911 Department, EOPSS/OTIS, help desk, carriers, and other parties relating to the system or any components of the system.  The NOC shall perform trouble shooting and diagnose network performance problems.  The NOC shall automatically generate trouble tickets for outages.
The NOC shall be equipped with a Network Management System (NMS) that monitors the performance of the network and infrastructure.
· The NMS shall continuously monitor the performance and availability of all devices, network connections, applications, CPE, and other functional elements throughout the Next Generation 911 system on the network;
· The NMS shall monitor network performance, including throughput, latency, jitter, packet loss, MOS and other parameters, including any performance criteria set forth in this RFR;
· The NMS shall monitor the network for network intrusion attempts security breaches, issue network security alerts to the network services provider and State 911 Department staff, maintain logs of all activities that may indicate potential security breaches, and initiate appropriate predetermined responses to potential security breaches (such as blocking traffic or disabling an account);
· The NMS shall create alarms based on thresholds and parameters developed in concert with the State 911 Department, distribute alarm notifications to appropriate contractor and State 911 Department staff by telephone, email, texting or other means, initiate remedial processes;
· The NMS shall monitor the environment at all data centers where critical network components are housed, including temperature, humidity, equipment room physical security, etc. If not already in place and operational at the time of contract award, the contractor shall furnish and install necessary sensors and connectivity to support this requirement;
· The NMS shall monitor ancillary network components such as power utilization and backup power systems (including generator status, fuel levels, battery condition, etc.);  
· All NMS services supporting the network shall be available to the State 911 Department and OTIS over a secure web-based interface.  The NMS shall allow up to five (5) simultaneous users with no degradation to the network operations or performance.  The NMS shall allow multiple levels of access based on logon and password; 
· In the event of any service-affecting outage, the NOC shall, within fifteen (15) minutes of the onset of the outage,  notify through a single point of contact a designated State 911 Department and PSAP representative(s) and other personnel as identified by the State 911 Department via telephone or other electronic means (e.g., Email, text, etc.).  Additional notifications shall be sent at least once every two (2)  hours while the outage continues.;
· In the event of a non-service-affecting outage (i.e.,  failure of a major network component that may not directly affect service due to network redundancy, but which reduces the level of available redundancy), the NOC shall  notify through a single point of contact a designated State 911 Department, and  PSAP representative, and other personnel as identified by the State 911 Department via telephone or other electronic means (e.g., Email, text, etc.) within one (1) hour during normal business hours or if after hours at the beginning of the next business day;
· In addition to real-time performance monitoring, the NMS shall prepare historical reports quantifying the performance of the networks (at no additional charge to the State 911 Department). Standard reports shall include call counts by type, origination point, destination PSAP, latency, jitter, packet loss, throughput, traffic volumes, up time, alarms received, and a description of responses and resolutions.  All incidents shall be time stamped.  Reports shall be able to be prepared on an hourly, daily, weekly, monthly, and annual basis.  Trend analysis shall also be included in these historical reports.  Reports shall be provided in electronic format using commonly available office software to facilitate sorting and analysis of data; and
· The network performance monitoring tools shall be industry standard platforms designed for and deployed by network operators on networks of the same size and complexity as the Next Generation 911 network.
Bidders are advised that the State 911 Department reserves the right to conduct a site visit of the facility from which the bidder proposes to operate its NOC.  Further, the State 911 Department reserves the right to conduct a site visit of the facility from which the contractor operates its NOC at any time during the term of the contract.

8.20.8 
Training of Technicians

The contractor shall conduct training of all contractor technicians, including customer service technicians, specially trained technicians, field technicians, and regional supervisory service technicians, performing services under this contract, or any renewal thereof.  Such training shall take place at regular intervals and shall include industry standard skill set testing.  At the request of the State 911 Department, the contractor shall provide verification of such training to the State 911 Department.  The contractor shall submit to the State 911 Department a comprehensive training plan, including without limitation, the training curriculum, and shall cooperate with the State 911 Department to correct deficiencies identified by the State 911 Department.  
At the request of the State 911 Department, the contractor shall remove any and all technicians identified by the State 911 Department for reasons including, but not limited to, lack of or inadequate training or performance issues, from performing services under the contract, or any renewal thereof.
8.20.9 
Monitoring of Applications, Appliances, and CPE 
The contractor shall monitor all applications and appliances located in the data centers as well as PSAP CPE from a centralized location, with a strong preference that the centralized location is within the Commonwealth. The contractor shall receive and monitor uninterruptible power supply alarms.  The contractor shall ensure that all alarms shall also be received and monitored.  The contractor shall have the capability of performing remote maintenance to further investigate alarms or restore alarms. The contractor shall monitor all ports, inbound and outbound, on the border control functions.  
The contractor shall provide the State 911 Department with notification of software or equipment updates and modifications via a product change notice, technical service bulletin, or a new product announcement.  The State 911 Department shall, in its sole discretion, determine whether the updates or modifications are required.  If the State 911 Department determines that the product update or modification is required, the contractor shall provide the pre-release notification, including a step by step installation process that contains backup procedures of all critical data consisting of configuration settings, installation procedure and a back out procedure.  Prior to deployment of new software upgrades or fixes, the contractor shall document that the required testing as described herein has been completed.  Once the new product or modification is released, the contractor shall install the upgrade or modification/fix process at a dedicated facility, provided by the contractor, within the Commonwealth to trial the upgrade or modification/fix process.  The contractor shall invite representatives of the State 911 Department to attend all aspects of the testing.  If the testing cannot be accomplished at the dedicated facility, the State 911 Department shall select a training site for the testing.   After testing of the upgrade or modification process has been completed and the results of such testing have been fully disclosed to the State 911 Department, the State 911 Department shall make a final decision as to whether to accept the upgrade or modification.   If accepted, the contractor shall provide a proposed roll-out schedule for the upgrade or modification to the State 911 Department, and following approval of the schedule by the State 911 Department, shall begin the roll-out with the State 911 Department training sites followed by primary PSAPs. The contractor shall ensure that the step by step installation process referred to above is strictly adhered to at all sites.   

In cases where a software issue is identified at a specific site where a code change is required, the contractor shall provide a pre-release notification.  The contractor shall identify to the State 911 Department versions of firmware or drivers if there are specific modifications for that firmware or driver. 

The contractor shall provide the State 911 Department with a standard change management document that will describe any software system or manufacturer default setting changes that are implemented by the contractor.  The contractor shall promptly provide the State 911 Department with any and all updates to the standard change management document.  
8.20.10 Performance Monitoring
The contractor shall provide overall performance monitoring of the entire system as part of the initial warranty and any subsequent maintenance. 

8.20.11 Remote Diagnostics
The contractor shall provide remote diagnostics and maintenance that permits the contractor to monitor system performance, and perform routine diagnostics and maintenance from a remote maintenance facility, and bidders shall identify the location and capabilities of this facility.
8.20.12 Notification and Escalation
If a catastrophic system malfunction has occurred, the contractor shall generate a trouble ticket and shall notify the State 911 Department of the malfunction within fifteen (15) minutes of that determination by text message and group e-mail, or as otherwise directed by the State 911 Department.  Within forty-eight (48) hours of the restoration of the catastrophic system malfunction, the contractor shall provide the State 911 Department with an Incident Report and shall provide in that Incident Report, (1) a root cause analysis of the event, an estimated date by which it will submit to the State 911 Department a root cause analysis of the event, or an explanation of why a root cause analysis is not possible, and (2) a plan to upgrade the applicable components at all operational PSAPs and or data centers with the necessary repair, or the estimated date that such plan will be submitted to the State 911 Department.
If the contractor has determined that a major system malfunction has occurred, it shall generate a trouble ticket and shall notify the State 911 Department of the malfunction within fifteen (15) minutes of that determination by text message and group e-mail, or as otherwise directed by the State 911 Department. The contractor shall, within forty-eight (48) hours of restoration, provide the State 911 Department with an Incident Report of the event. The contractor shall indicate in the Incident Report whether the major system malfunction is systemic, an isolated incident, or if it is unknown whether the event is an isolated incident or systemic and shall provide in that Incident Report, (1) a root cause analysis of the event, an estimated date by which it will submit to the State 911 Department a root cause analysis of the event, or an explanation of why a root cause analysis may not be possible, and (2) a plan to upgrade the applicable components at all operational PSAPs and or data centers with the necessary repair, or the estimated date by which it will submit such plan to the State 911 Department.  

The contractor shall submit a notification and escalation path plan for catastrophic, major, and high priority system malfunctions in, at a minimum, the following periodic increments:

Restoration Phase

Immediate: The contractor shall determine whether a malfunction is catastrophic, major, or high priority, and shall, within fifteen (15) minutes of such determination, generate a trouble ticket that will include the date and time of such determination. 

15-30 Minutes: Within fifteen (15) to thirty (30) minutes of the determination that a malfunction is catastrophic, major, or high priority, the contractor shall attempt to isolate the malfunction to a network, application and appliance or CPE issue, and shall determine and engage the appropriate resources to resolve the issue. In the event of a catastrophic malfunction, the contractor shall dispatch the appropriate resources, and at a minimum, a trained and qualified technician, to the data center within one (1) hour. The contractor shall dispatch resources to the PSAP and/or the data centers, and the contractor shall establish and provide, upon request of the State 911 Department and/or the PSAP, an estimated time of arrival of any required resource(s) at that location(s). The contractor shall track all related activity during this time period in the trouble ticket, including the status of any network troubles, that were referred.  If the event is catastrophic, the contractor shall, within thirty (30) minutes of the determination, employ an internal notification process that will advise appropriate contractor personnel of the event.

30-60 Minutes:  Within thirty (30) to sixty (60) minutes of the determination that a major system malfunction has occurred, the contractor shall provide a status update to the PSAP and the State 911 Department that shall include an updated estimated time of arrival of technicians, if applicable, as well as any known information.  Within thirty (30) to sixty (60) minutes of the determination that a catastrophic system malfunction has occurred, the contractor shall establish an informational bridge with the State 911 Department to keep the State 911 Department informed of progress regarding restoration efforts.  

60 Minutes plus through Restoration: For major system malfunctions, the contractor shall monitor the progress of the restoration process.  If required resource commitments have not been fully committed with an expedited response, the contractor shall escalate the malfunction to the next level manager.  At each half hour increment if required commitments have not been made, the contractor shall escalate the issue to the appropriate organizational level. For catastrophic system malfunctions, as required by the notification process described in the paragraph “15-30 Minutes” above, the contractor shall ensure that appropriate organizational management have been notified and that appropriate resource commitments have been secured.   For catastrophic and major system malfunctions, the contractor shall provide a status report to the State 911 Department and the PSAP at intervals of a minimum of every hour that shall include an estimated time of arrival of the technician(s) and shall include sufficient detail so as to permit the State 911 Department and the PSAP to appropriately employ the information set forth in the status report(s).

For catastrophic, major and high priority system malfunctions, the contractor shall track all related activity in the trouble ticket and the Incident Report.  For catastrophic, major, and high priority system malfunctions, notification shall be provided via text message, group e-mail, and by any other means as directed by the State 911 Department.

Should the State 911 Department elect, during a major system malfunction or high priority system malfunction, to escalate/communicate an issue during any of the above time periods, the State 911 Department will contact the help desk.  The help desk shall immediately transfer the State 911 Department to the appropriate manager who will handle the escalation request.  If the appropriate manager is not available, the customer service center shall arrange a call-back to the State 911 Department from the appropriate manager within fifteen (15) minutes. 
Should the State 911 Department elect, during a catastrophic system malfunction, to escalate/communicate an issue during any of the above time periods, the State 911 Department will contact the Contract Manager (as designated by the contractor) who will handle the escalation.  The Contract Manager shall ensure that the State 911 Department escalation request is immediately addressed, and if necessary, shall arrange for a call-back to the State 911 Department from the appropriate manager within fifteen (15) minutes. 

The contractor shall track and report on all activities from inception of the call to repair.

Post Restoration
Once the contractor determines that restoration is completed, the contractor shall:

· Enter the review stage to determine whether failure has been permanently repaired.  This stage shall include investigating the cause of the failure, and documenting and instituting change where necessary; and 
· Provide the Incident Report, and upon request of the State 911 Department, the trouble ticket relating to the incident in the Incident Report, within forty-eight (48)  hours of restoration in order that the State 911 Department can confirm restoration to the satisfaction of the State 911 Department.  The State 911 Department may release such Incident Report to a PSAP or other interested parties upon request of such PSAP or other interested parties consistent with any applicable public records laws and regulations.
8.20.13 System Malfunction
In the event of a catastrophic system malfunction or major system malfunction, whether due to circumstances covered under warranty or maintenance agreement, or due to Acts of God or nature, or any other cause, the contractor shall have a replacement system readily available, which can be installed and operational within forty-eight (48) hours.
8.20.14 System Backup and Restoration Capability
The contractor shall provide the necessary equipment (hardware and software) to allow for required backups and/or restoration of system applications and appliances, including for payload and user information. The contractor shall provide a comprehensive backup solution that is expandable and that includes detailed monitoring.  Bidders shall state the estimated time to restore event logs and event recording. Bidders shall explain in detail how the backups/restorations are accomplished and what effects these operations have on the production environment. Systems that require the system to be removed from service or placed into a degraded mode of operation for routine backups will not be acceptable. The system backups shall be performed without State 911 Department or PSAP intervention. Bidders shall identify the frequency of routine backups. The system shall automatically prepare a listing of all information manually deleted from the system and of all information automatically moved to archives or purged.
The contractor shall maintain current images of the servers and workstation.

The contractor shall ensure that the system archives system information for such period of time as required by law, or as otherwise required by the State 911 Department.
8.20.15 UPS Maintenance and Monitoring
The contractor shall provide, maintain, and monitor UPS.  The contractor shall perform preventative maintenance, including recommended firmware updates, load testing, as well as battery testing and replacement, on all UPS. The contractor shall monitor the UPS using SNMP traps via the existing Ethernet network interface card installed in the UPS.  

8.20.16 SNMPv3 Support 
All IP manageable network hardware shall support the SNMPv3 specification for performance monitoring via standard management information base objects and secure remote management to require SSHv2 on devices that can be remotely managed.

8.20.17 Preventive Maintenance
The State 911 Department requires regular preventive maintenance to preclude failures due to lack of maintenance. The contractor shall supply a schedule of preventive maintenance work for the duration of the contract, including renewals, indicating what work is to be performed, where the work will be done and the times when the work will commence and end. The written approval of the State 911 Department is required prior to commencement of work involving preventive maintenance on any application or appliance which, if a catastrophic failure were to occur, could result in a cascading failure of the system.

Bidders shall describe in detail its preventive maintenance program. Bidders shall specify the preventive maintenance schedule and/or the maintenance steps and shall estimate the amount of scheduled maintenance (system down-time) for each component of the system.  This preventive maintenance shall include system health and pro-active monitoring.  The maintenance windows shall be by mutual agreement of the parties. 
The contractor shall perform routine, preventive maintenance on the system. The contractor shall perform such maintenance according to the plan and schedule approved by the State 911 Department.  The contractor shall provide written documentation of the results of the preventive maintenance to the State 911 Department.
Maintenance shall include keeping all system and equipment software up to date. At the end of the warranty period, all software shall be of the latest version, release, and service release that applies to the equipment provided that has been authorized by the Department.
8.20.17.1 Preventive Maintenance Tasks
The contractor shall perform the following preventive maintenance tasks for all workstations and servers on a schedule recommended by the equipment manufacturer, but such preventive maintenance shall occur no less than twice per year:

Cleaning:  The contractor shall clean all PCs and servers based on the equipment manufacturer’s recommendation and at a minimum shall include vacuuming dust and dirt from all fans, intakes and drive devices.  All PCs and servers shall be opened to clean inside each unit. Prior to commencement of work, the contractor shall provide a listing of sites to be visited during a particular month to the State 911 Department.   The contractor shall develop a checklist/form detailing the items addressed during the scheduled preventive maintenance and shall, upon completion of the maintenance, deliver the completed checklist/form to the State 911 Department verifying that this maintenance was completed. 
 Disk Optimization: The contractor shall perform disk optimization on all workstations automatically via installed software and performed continuously.

Through remote monitoring, the contractor shall ensure that it manages alerts which will identify the percentage of disk space utilization.  Where alerts are received respective to disk space allocation, the contractor shall ensure that it will analyze the associated disk drive and work to identify a solution.

8.20.18 Spare Equipment Repair and Replacement 
Bidders shall describe the policy for expediting repair of equipment that has been inoperative for eight (8) hours, twenty-four (24) hours, and longer than twenty-four (24) hours.

A sufficient supply of spare parts shall be maintained at various locations within the Commonwealth to allow immediate restoration of operation of the system.  In the event that these parts are consumed, replacement stock shall be available via emergency request and airfreight within twenty-four (24) hours of the equipment failure.

Stocking of spare parts shall remain the sole responsibility of the contractor.

8.20.18.1 Spare Inventory at Contractor Locations
The contractor shall maintain a level of spare inventory that is consistent with the needs of repair.  The contractor shall, on a monthly basis, track and analyze equipment failures at data centers and PSAPs that require a replacement from spare inventory.   The contractor shall adjust the inventory as needed based upon a monthly analysis.  Analysis shall be documented and provided to the State 911 Department upon request.   

The contractor shall maintain remote parts depots located at various contractor locations throughout the Commonwealth.  The contractor shall establish inventories at these locations that shall include, but not be limited to: workstations, monitors, keyboards, mice, devices, patch cables, telephones sets, critical server and network components, power supplies, Ethernet switches, and other necessary hardware or peripherals.  The contractor shall provide an inventory and location of each spare parts depot to the State 911 Department upon request.  The contractor shall identify the model number and serial number of the spare parts.
The contractor shall maintain spare parts inventory at locations throughout the Commonwealth.  The contractor shall identify such spare parts on Attachment N- Types of Spare Inventory to be Maintained at Locations Throughout the Commonwealth.  The contractor shall use the spare inventory to support the data centers, PSAPs, and training centers and shall be adjusted and add to the inventory on an as needed basis.  The contractor also shall use the inventory to replenish the remote parts depots when their stock becomes depleted due to repairs.  If there is a repeated malfunction or failure, the State 911 Department may require the contractor to increase its spare parts inventory to ensure sufficient inventory is available to address this repeated malfunction.
8.20.18.2 Spare Inventory at PSAPs and Data Centers
In addition to the spare inventory that will be maintained at the contractor’s locations throughout the Commonwealth, the contractor shall maintain critical spare inventory on-site at each PSAP and data center location. The contractor shall identify critical spare inventory that shall be maintained on-site at each PSAP on Attachment O- Types of Spare Inventory To Be Maintained at PSAPs. The contractor shall identify the critical spare inventory maintained on-site at each data center on Attachment P-  Types of Spare Inventory To Be Maintained at Data Centers.  The contractor shall add equipment to this list based on the frequency and type of repair so as to ensure that critical spare inventory is maintained on-site at PSAPs and data centers at all times.  If there is a repeated malfunction or failure, the State 911 Department may require the contractor to replenish spare parts inventory.
8.20.19 Repair and Service Facilities
Bidders shall include a description of their service facilities, the size and qualifications of its staff, the number of years in business, and a list of customers (with names and telephone numbers) who operate systems of similar size and complexity for whom installation and maintenance services are performed. This information is required to demonstrate to the State 911 Department that the contractor is capable of installing, optimizing, and maintaining the system.
8.20.20 Maintenance of Contractor-Furnished Software 
The contractor shall maintain all contractor-furnished software in a reliable operating condition, and incorporate the latest software changes applicable to the installed system to include version upgrades. The contractor shall describe the nature of his software maintenance coverage and program for maintaining reliable, efficient, and current software.
The maintenance service fee shall include providing and installing any system software patches, upgrades, enhancements, etc., developed by the software manufacturer during the service contract period.
8.20.21 Electrostatic Discharge Precautions
Any and all service technicians of the contractor working on applications and appliances or CPE shall follow industry standard electrostatic discharge precautions.  Precautions shall include, but are not limited to, wearing protective boots straps and/or wrist straps and utilizing anti-static mats.  
8.21 ADDITIONAL SERVICES
At the request of the State 911 Department, the contractor may be required to provide additional services.  The contractor shall complete the requested services through a separate statement of work to be negotiated by the parties at the time of request and subject to the terms of this RFR and any and all rates identified on Attachment E- Cost Tables. The cost tables are intended to capture all known commodities and services that may be needed as of the date of release of this RFR.  Should the State 911 Department identify a need for a commodity and/or service within the scope of this RFR, but for which a rate was not requested on Attachment E- Cost Tables, bidders are advised that all rates shall be reasonable and consistent with that available in the industry. 
8.22 REMOVAL OF CPE, APPLICATIONS, AND APPLIANCES
At the request of the State 911 Department at the termination or expiration of the contract, the contractor shall de-install and remove all CPE, applications and appliances furnished hereunder, including without limitation, servers, cabling workstations, interfaces, etc. to be stored in a location on-site at the PSAP or at such other location to be designated by the State 911 Department. 
8.23 COMPLIANCE WITH AMERICANS WITH DISABILITIES ACT

All goods and services provided by the contractor shall comply with the Americans with Disabilities Act.  The contractor shall be responsible for all modifications to hardware, software, or CPE as may be requested by a PSAP and/or the State 911 Department to ensure compliance with the ADA.  

The contractor shall coordinate with the State 911 Department in the identification of all prospective attendees at contractor training(s) who require accommodation, and shall cooperate with the State 911 Department in its provision of such accommodation.  

All technical and user documentation and any additional training material delivered by the contractor shall include alternative keyboard commands that may be substituted for mouse commands. Any documentation delivered under this Agreement and wholly owned by the State 911 Department shall be in an agreed-upon editable format.  

8.24 COMPLIANCE WITH INFORMATION TECHNOLOGY DIVISION ACCESSIBILITY STANDARDS

The contractor shall ensure that all deliverables adhere to (1) the Section 508 Standards for Electronic and Information Technology Accessibility, 36  C.F.R. §1194, issued under Section 508 of the Rehabilitation Act of 1973, as amended (29 U.S.C. § 794(d)) (the “Section 508 Standards”), and (2) the Web Accessibility Standards, (the “ITD Standards”) issued  by the Commonwealth of Massachusetts’ Information Technology Division (“ITD”), available online at  www.mass.gov/itd. For purposes of this Agreement, contractor’s obligations pertaining to these standards shall be limited to those subsections thereof that have been certified by ITD and the Massachusetts Office on Disability as objective and measurable. Such subsections shall be posted by ITD at www.mass.gov/itd. The Section 508 and ITD Standards may be modified from time to time, and is responsible for compliance with the most current version in effect on the date that contractor executes the contract. 

8.24.1 AT/IT Adaptive List

Attachment D- AT/IT Adaptive List attached hereto sets forth a list of the specific assistive technology (AT) (including class, brand, and version) and specific desktop configuration against which the contractor’s deliverables will be tested under this Agreement (the “AT/IT Adaptive List”). 

8.24.2 Software Developed under the Agreement 

Prior to commencing any design work under this Agreement, contractor’s Project Manager and design professionals shall meet with State 911 Department to review the Section 508 and  ITD Standards, and the AT/IT Adaptive List, and to discuss their impact on the design process.  

The contractor shall test every software deliverable delivered under this Agreement, including the custom code created to customize commercial off the shelf software (COTS) (collectively, “Software Deliverables”), and any updates, new releases, versions, upgrades, improvements, bug fixes, patches or other modifications to the software (“Enhancements”) developed under this agreement, against Section 508 and ITD Standards, and for interoperability with the AT and IT environment listed in the AT/IT Environment list. At the time each such Software Deliverable or Enhancement is delivered to the State 911 Department, the contractor shall deliver to the State 911 Department and the ITD Accessibility Laboratory (the “ITD ATL”) the results of such testing.  

In addition, the contractor shall cooperate with the ITD ATL, and any Accessibility Testing Contractor engaged by the ITD ATL, or by the State 911 Department under the supervision of the ITD ATL, in the performance of testing.  The ITD ATL, any Accessibility Testing engaged by the ITD ATL, or by the State 911 Department under the supervision of the ITD ATL, shall test each Software Deliverable or Enhancement against the Section 508 and ITD Standards, and for interoperability with the AT and the IT environment described in the AT/IT Environment List. The ITD ATL shall certify such deliverables or Enhancements as compliant with the Section 508 and the ITD Standards and interoperable with the AT and environment described in the AT/IT Environment List.   

The contractor shall be responsible for curing each instance in which its deliverables fail to comply with the Section 508 or ITD Standards.  The contractor shall use its best efforts to cooperate with the State 911 Department, the ITD ATL, and any pertinent AT  to correct any problems identified during such testing with the interoperability of the Software Deliverables or Enhancements with the AT and the IT environment specified in the AT/IT Environment List. 

The contractor shall provide a credit against amounts due by the State 911 Department under this agreement for all testing, including repeat accessibility testing required with respect to Software Deliverables or Enhancements that fail initial testing with respect to the Section 508 or ITD Standards and are required by the ITD ATL to be retested in that regard. Such credits shall not exceed 5% of either (1) the total fixed price due the contractor under this Agreement, or (2) the total not-to-exceed amount of this Agreement if entered under a time and materials basis. 

8.24.3 COTS and ASP Software 

The contractor shall conduct testing against the Section 508 and ITD Standards, and for interoperability with the AT and IT environment listed in the AT/IT Environment list, on all COTS referenced in  the contractor’s bid that must be acquired by the State 911 Department in order to implement the system to be delivered by the contractor under this Agreement, and all COTS (including for purposes of this section COTS configured by the contractor), or software to be provided by the contractor or its subcontractors in their capacity as application contractors (ASP), delivered under this agreement, and any Enhancements thereto or new versions thereof, prior to its delivery to the State 911 Department (collectively, COTS and ASP Software). The contractor shall deliver to both the State 911 Department and the ITD ATL the results of such testing with each delivery of COTS or ASP Software. 

The contractor need not conduct such tests for COTS and ASP Software for which accessibility testing has already been conducted and test results have already been provided to the ITD ATL. Instead, the contractor shall provide notice to the State 911 Department that such software has already been certified by the ITD ATL. The notice shall include the name of the software or Enhancement, and the date the software was so certified.

The ITD ATL, or any Accessibility Testing Contractor engaged by the ITD ATL, or by the State 911 Department under the supervision of the ITD ATL, shall test such software for accessibility against the Section 508 Standards and the ITD Standards, and for interoperability with the specific AT and the IT environment set forth in the AT/IT Environment List.   The ITD ATL shall certify as accessible all software so tested that complies with the Section 508 Standards and the ITD Standards, and is interoperable with the AT and the environment specified in the AT/IT Environment List, and shall maintain a central web-based list of certified software for use by the Executive Department. 

The contractor shall be responsible for curing each instance in which its deliverables fail to comply with the Section 508 and ITD Standards.  The contractor shall use its best efforts to cooperate with the State 911 Department, the ITD ATL, and any pertinent AT to correct any problems identified during such testing with the interoperability of the Software Deliverables or Enhancements with the AT and the IT environment specified in the AT/IT Environment List. 

The contractor shall provide a credit against amounts due by the State 911 Department under this agreement for all testing, including repeat accessibility testing required with respect to Software Deliverables or Enhancements that fail initial testing with respect to the Section 508, ITD Standards and are required by the ITD ATL to be retested in that regard. Such credits shall not exceed 5% of either the total fixed price due Contractor under this Agreement, or the total not-to-exceed amount of this Agreement if entered under a time and materials basis. 

The contractor shall not deliver COTS or ASP software under this Agreement that fails to meet such standards unless it has documented (1) that it has performed due diligence in seeking accessible alternative COTS or ASP Software, offering equivalent features and functionality to the inaccessible COTS or ASP Software, for which the contractor is or can readily become a licensed distributor; and (2) the cost of developing substitute accessible software under this Agreement. (Such documentation need not include reference to any specific competing COTS or ASP Software and its level of accessibility).  COTS or ASP Software delivered under this Agreement or under another contract with a state agency in connection with a system delivered under this Agreement that does not meet the Section 508 Standards or the ITD Standards shall be acceptable if either (1) the software contractor provides a roadmap for meeting such standards and interoperating with such AT or (2) the agency seeks and obtains a waiver from ITD that it would be an undue hardship on the agency to eschew use of such COTS or ASP Software. 
9 BIDDER QUALIFICATIONS
The bidder shall clearly display an extensive knowledge of and experience with Next Generation 911 principles, practices, and standards.  The bidder shall have extensive knowledge of and active involvement with public safety principles and practices.  The bidder shall have knowledge of and experience with regionalized and consolidated PSAPs, emergency communications systems and practices, IP-based network architecture, principles, engineering services, and network security, and other applicable technical expertise related to a large scale Next Generation 911 project.  The bidder shall have knowledge of and active involvement with Next Generation 911 standards development organizations and professional organizations, including without limitation, participation in NENA Next Generation 911 committees. The bidder shall have demonstrated awareness of and experience with integration of access to Next Generation 911 services for persons with disabilities. 

Bidder’s response shall include a profile of its operations, qualifications and the organization capabilities, including but not limited to the following:

· An organizational chart;
· The number of years the bidder has been in business and the number of years the bidder has been in the business identified in the RFR;
· The location of the offices from which the work will be managed and the number of staff employed at each office;
· A detailed description of the bidder’s experience and other projects relevant to the RFR performance requirements set forth in this RFR, including a description, dollar value, and the duration of the relevant projects; 
· A detailed summary of qualifications and skills of the bidder and all key personnel identified by the bidder who will perform  services as set forth in this RFR, including the specific knowledge and experience of each individual in the area of public safety communications (distinguishing between administrative staff, management, principal partners or officers, field, technical and customer support), including for NOC personnel; 
· An organizational chart for the project listing each individual who will be assigned to perform services as set forth in this RFR, and a description or listing of the planned role and work for each individual; 
· A proposed Contract Manager who will be responsible for oversight and management of contract performance and shall act as the primary contact person for receipt of notice and other communications under the contract, including but not limited to, timely reports and written responses and attendance at meetings as required by the State 911 Department;
· A proposed Project Manager, who shall be a certified PMP, with a minimum of ten (10) years experience managing large projects, and include his/her resume including a listing of relevant projects; 
· A proposed project schedule, work plan and project management plan that demonstrates its understanding of the engagement and of the tasks that must be completed;
· Complete list of customers for whom the bidder has provided a similar commodities and/or services or with whom the bidder has contract with for the provision of similar commodities and/or services as those proposed in the response during the last two (2) years.  The State 911 Department reserves the right to contact any and all customers set forth on the customer list;
· Staffing plan for ongoing operation, support, and maintenance of the system, including but not limited to, NOC, help desk, field service, data center, and administrative staff;

· Training Plan; 
· A detailed summary of the qualifications and experience for each of the bidder’s proposed subcontractor(s), including a listing of projects, similar in scope to that defined in this RFR, that each proposed subcontractor has participated in; and

· Any other information the bidder considers relevant and supports stated experience and expertise.
9.1 Open Ratings/Dun & Bradstreet (D&B)

The Strategic Sourcing Team (SST) has chosen to utilize independent parties, Open Ratings and Dun and Bradstreet Information Services (D&B), to assist in the evaluation process in two areas, reference checking and financial stability.  The required reports are the “Supplier Qualifier Report” and the “Past Performance Evaluation (Supplier Performance Review).”  The “Supplier Analysis Report” may be substituted for the “Supplier Qualifier Report.”

Bidders are urged to request the Open Ratings/Dun and Bradstreet reports as soon as possible.  Typically, reports can be prepared within thirty (30) days, however, there can be delays in report preparation, so bidders should NOT wait until thirty (30) days before the Solicitation is due to request the reports.  In particular, delays can be lengthy if Open Ratings is unable to contact a sufficient number of a bidder’s references to prepare a report, and must contact the Bidder for additional references.  It is the bidder’s responsibility to submit references that can be contacted readily.  
Bidders should note that Open Ratings will use the company’s legal name when requesting surveys.  If clients are more likely to recognize the company’s “doing business as” name, it is up to the bidder to let their clients know they may be asked by Open Ratings to complete surveys referencing the company’s legal name.
9.1.1 How to Request Reports

It is recommended that all Bidders submit the request for the reports directly to Open Ratings via http://www.ppereports.com/.  When placing an order for the Past Performance Evaluation (Supplier Performance Review) and the Supplier Qualifier Report, select the “State and County” report option at the appropriate prompt during the ordering process.  The Bidder must pay online with Open Ratings for both reports.

Bidders must request that a copy of each report be sent to Karen Robitaille, State 911 Department, 1380 Bay Street, Taunton, MA 02780 Tel 508-821-7221, Fax 508-828-2585, Karen.Robitaille@state.ma.us.  A copy will also be sent to the Bidder’s contact person named on the request form in the recipient section.

Bidders should note that it is not acceptable for the Bidder to simply include the reports in their proposal or to email the reports themselves, only reports emailed by Open Ratings and/or Dun and Bradstreet to Karen.Robitaille@state.ma.us will be acceptable.

Bidders must ensure that the company name given on the Open Ratings/Dun and Bradstreet reports matches the name on the Bidder’s Response.  Reports for parent companies or subsidiary companies are not acceptable.

9.1.2 Use of Reports Obtained Previously
If bidders have had the required reports completed by Open Ratings and/or Dun and Bradstreet within six months of the release date of the RFR, those reports may be submitted in lieu of obtaining new reports.  However, the bidder must arrange for Open Ratings and/or Dun and Bradstreet to email copies of the reports directly to Karen.Robitaille@state.ma.us. Again, reports will not be accepted if they are simply included in the bidder’s Response or emailed by the bidder.

9.1.3 Errors in Open Ratings / Dun and Bradstreet Reports

If a bidder receives the reports but believes they contain errors, it is the bidder’s responsibility to contact: D&B's Customer Resource Center at 888-299-3118 to report any changes/updates if the issue concerns the “Supplier Qualifier Report” or the “Supplier Analysis Report,” and the Open Ratings Coordinator (727-329-1184; orders@openratings.com) at Open Ratings if the problem is with the “Past Performance Evaluation (Supplier Performance Review)” in time to obtain a corrected version to include with the RFR Response. 

9.1.4 Explanation Required for Certain Ratings

Bidders whose “Supplier Risk Score” on the Supplier Qualifier Report or Supplier Analysis Report is above 7 must provide a satisfactory explanation to the SST regarding the company’s financial position.  Bidders whose “Overall Performance Rating” on the Past Performance Evaluation (Supplier Performance Review) is below 80 must provide an explanation to the SST regarding their customer satisfaction score.  The SST may disqualify bidders if, in the sole judgment of the SST, the explanations provided are not satisfactory.

Important Note: Failure to have these reports sent to Karen.Robitaille@state.ma.us by Open Ratings and/or Dun and Bradstreet prior to the RFR deadline may result in disqualification of the Proposal.  Bidders are advised to contact the Open Ratings Coordinator (727-329-1184; orders@openratings.com) if they have not received their reports by two (2) weeks in advance of the RFR response deadline.

10 CONTRACTOR PERFORMANCE REQUIREMENTS AND MEASURES
10.1 Remedies
The State 911 Department recognizes that it may be impossible to ascertain the amount of damages arising out of failure by the contractor to meet its obligations under the contract.  The State 911 Department will assess liquidated damages within ninety (90) days of the breach giving rise to the liquidated damage, provided, however, that the State 911 Department may extend this period for up to ninety (90) additional days by notifying the contractor in writing and stating the reason for the extension.  Failure to assess liquidated damages within these timeframes shall not act as a waiver of any other rights or remedies available to the State 911 Department under the contract or at law.

The contractor agrees that such liquidated damages shall be in addition to and without limitation on any rights or remedies which the State 911 Department may have under the contract, or any renewal, or at law or in equity arising out of or related to any other breach by the contractors of its obligations.
Catastrophic System Malfunction

The contractor shall pay to the State 911 Department a credit of $150,000.00 for each catastrophic system malfunction arising out of failure by the contractor to meet its obligations under the contract.  Such credits shall be cumulative.  

Major System Malfunction

The contractor shall pay to the State 911 Department a credit for each major system malfunction arising out of failure by the contractor to meet its obligations under the contract, as follows: a $25,000 credit if one (1) to five (5) major system malfunctions occur in a month; a $75,000 credit if six (6) to ten (10) major system malfunctions occur in a month; and a $150,000 credit if more than ten (10) major system malfunctions occur in a month. Such credits shall be cumulative.  
Notification/Escalation
The contractor shall pay to the State 911 Department a credit for each time the contractor fails to comply with notification/escalation timeframes for catastrophic system malfunctions, major system malfunctions, and high priority system malfunctions, as follows: a credit in the amount of $2,500 if one (1) to five (5) failures occur in a month; a credit in the amount of $5,000 if six (6) to ten (10) failures occur in a month; and a $10,000 credit if more than ten (10) failures occur in a month. Such credits shall be cumulative.
Any and all credits shall appear as a credit on the invoice submitted to the State 911 Department for payment of the services in the month following the month in which the event triggering the credit has occurred, or in the month following the State 911 Department assessment, or in the month following the conclusion of any mediation of a dispute in accordance with Section 14 of the Commonwealth’s Terms and Conditions.  If such credit is not provided, the State 911 Department may reduce the monthly invoice amount to be paid by the amounts specified.  In addition, to the extent that the credits owed to the State 911 Department pursuant to this Section exceed the amounts owed by the State 911 Department to the contractor under the contract, including any and all renewals thereof, the contractor shall promptly make a direct payment to the State 911 Department in such amount.  
11 INTELLECTUAL PROPERTY RIGHTS
11.1 Source of Property
The delivery of services under this RFR will involve intellectual property derived from four different sources: (1) third party software contractors; (2) that developed by the contractor for the open market; (3) that developed by the contractor for other individual clients, or for internal purposes prior to the effective date of the contract entered by the contractor under this RFR and not delivered to any other client of the contractors; and (4) that developed by the contractor specifically for the purposes of fulfilling its obligations to the State 911 Department under the terms of this RFR.  Ownership of the first and second categories of intellectual property will be addressed in separate agreements between the State 911 Department and the owners and resellers of such property. This section of the RFR addresses exclusively ownership rights in the third and fourth categories of intellectual property.
11.2 Contractor Property and License
The contractor will retain all right, title and interest in and to all Property developed by it, i) for clients other than the Commonwealth, and ii) for internal purposes and not yet delivered to any client, including all copyright, patent, trade secret, trademark and other intellectual property rights created by contractor in connection with such work (hereinafter the "Contractor Property").  The State 911 Department acknowledges that its possession, installation or use of Contractor Property will not transfer to it any title to such property. 
The State 911 Department acknowledges that the Contractor Property contains or constitutes commercially valuable and proprietary trade secrets of the contractor, the development of which involved the expenditure of substantial time and money and the use of skilled development experts. The State 911 Department acknowledges that the Contractor Property is being disclosed to the State 911 Department to be used only as expressly permitted under the terms of the license described in this RFR and any agreement entered with the contractor hereunder.  The State 911 Department will take no affirmative steps to disclose such information to third parties, and, if required to do so under the Commonwealth’s Public Records Law, Massachusetts General Laws c. 66, § 10, or by legal process, will promptly notify the contractor of the imminent disclosure so that contractor can take steps to defend itself against such disclosure.
Except as expressly authorized in this RFR or any agreement entered hereunder, the State 911 Department will not copy, modify, distribute or transfer by any means, display, sublicense, rent, reverse engineer, decompile or disassemble the Contractor Property.
The contractor grants to the State 911 Department a fully-paid, royalty-free, non-exclusive, non-transferable, worldwide, irrevocable, perpetual, assignable license to make, have made, use, reproduce, distribute, modify, publicly display, publicly perform, digitally perform, transmit and create derivative works based upon the Contractor Property, in any media now known or hereafter known, but only to the extent reasonably necessary for the State 911 Department’s exploitation of the deliverables to be developed.  The contractor will provide to the State 911 Department the most current copies of any Contractor Property to which the State 911 Department has rights pursuant to the foregoing, including any related documentation.
Notwithstanding anything contained herein to the contrary, and notwithstanding the State 911 Department’s use of the Contractor Property under the license created herein, the contractor shall have all the rights and incidents of ownership with respect to the Contractor Property, including the right to use such property for any purpose whatsoever and to grant licenses in the same to third parties. 
11.3 Commonwealth Property
In conformance with the Commonwealth’s Standard Terms and Conditions, on the date on which the State 911 Department reimburses the contractor for a deliverable accepted by the State 911 Department under the terms of this RFR and any agreement entered hereunder, all of the contractor’s right, title and interest in all Property developed by contractor under the terms of this RFR and any agreement entered hereunder solely for purposes of creating the deliverables described in such agreements shall pass to and vest in the Commonwealth, including all copyright, patent, trade secret, trademark and other intellectual property rights created by the contractor in connection with such work and any causes of action relating to or based upon such work (hereinafter the "Commonwealth Property"). The Commonwealth Property shall also include all data, including without limitation LIS, ALI, GIS, recordings, stored in the system or obtained from any source whatsoever. The contractor hereby assigns to the Commonwealth, as of the date on which the State 911 Department reimburses the contractor for such deliverables, all intellectual property rights that it may now or hereafter possess in the Commonwealth Property related to such deliverable and all derivative works thereof.  The contractor also agrees to execute all documents and take all actions that may be necessary to confirm such rights, including providing any code used exclusively to develop such deliverables for the State 911 Department and the documentation for such code.  The contractor acknowledges that there are currently and that there may be future rights that the Commonwealth may otherwise become entitled to with respect to Commonwealth property that does not yet exist, as well as new uses, media, means and forms of exploitation, current or future technology yet to be developed, and that the contractor specifically intends the foregoing ownership or rights by the Commonwealth to include all such now known or unknown uses, media and forms of exploitation.
The contractor shall take such actions as may be reasonably requested by the State 911 Department to evidence the transfer of ownership of or license to intellectual property rights described in this section, including without limitation, action to transfer licenses from third parties to the Commonwealth.  All licenses shall be able to be transferred from one PSAP to another PSAP, and all licenses shall allow for the concurrent use of such licenses by PSAP personnel throughout the Commonwealth.   
11.4 Third-party Intellectual Property
If the deliverables contain or will contain any third-party intellectual property to which the contractor intends to provide a sublicense, the contractor shall provide copies of all such sublicense agreements as early in the process as possible.   The sublicense agreements shall be included in the contractor’s initial quotation to the State 911 Department, or, if the requirement to utilize sublicensed intellectual property is not known at the outset of the project, as soon as the requirement becomes known.  
Intellectual Property Agreement for Contractor’s Employees, Contractors, and Agents
The contractor shall ensure that all contractor personnel providing services under any agreement entered under this RFR that will result in the creation of Commonwealth Property, regardless of whether they are the contractor’s employees, contractors, or agents, shall, prior to rendering any services under any agreement entered under this RFR, sign the Intellectual Property Agreement for Contractor’s Employees, Contractors and Agents and return signed copies of the same to the State 911 Department prior to the delivery of such services under such agreement.  
11.5 Warranty of non-infringement

The contractor represents and warrants to the State 911 Department that all goods, services, equipment, software, supplies, any other products provided hereunder do not, and shall not, infringe upon or violate any patent, copyright, trade secret, or proprietary right of any third party.  In the event of any claim by a third party against the State 911 Department and/or the Commonwealth, the contractor shall defend, indemnify, and hold harmless the State 911 Department and the Commonwealth against any loss, cost, expense, or liability arising out of such claim, including reasonable attorney fees.
12 DOCUMENTS AND REPORTING REQUIREMENTS
12.1 Clearances
The contractor represents and warrants to the State 911 Department that it has obtained all rights, grants, assignments, conveyances, licenses, permissions and authorizations necessary or incidental to any materials owned by third parties supplied or specified by it for incorporation in the deliverables to be developed.
12.2 Security Clearance
All persons performing services hereunder shall, at the discretion of the State 911 Department, be subject to a criminal background check, including state and national fingerprint checks conducted by the Department of Criminal Justice Information Services.
12.3 Bid Bond

Bidders shall furnish, at their own expense, a bid bond in the amount of five (5) per cent of the total amount of the non-recurring charges identified in Attachment E- Cost Tables, naming the Commonwealth executed by a surety licensed in the Commonwealth.  Failure to submit a bid bond shall result in disqualification of the bidder. Bidders shall submit the bid bond in a sealed envelope clearly marked Bid Bond, and shall execute Attachment Q- Certification of Compliance with Bid Bond Requirement certifying that the bid bond names the Commonwealth, is in the amount required, and is executed by a surety licensed in the Commonwealth.
12.4 Performance and Payment Bonds

The contractor shall furnish, at its own expense, payment and performance bonds naming the Commonwealth executed by a surety licensed in the Commonwealth.
The performance bond shall be in the amount of fifty (50) per cent of the total value of the contract.  The payment bond shall be in the full amount of the value of commitments to subcontractors. 
The State 911 Department reserves the right to collect on the performance bond if the contractor fails to meet the deadline of June 30, 2016 for complete system installation.

12.5 Insurance

The contractor shall maintain during the term of the contract, and any renewal thereof, insurance in at least the following minimum amounts:
Commercial general liability in the amount of $5,000,000 per occurrence;
Workers’ Compensation and employer’s liability as required by law; and
Property in the amount of $5,000,000 per occurrence.
The contractor shall furnish the State 911 Department with certificates of insurance evidencing the coverage required herein.
13 PRICING/COST TABLE INFORMATION

The pricing for each and every service and commodity required to be furnished under the contract shall be set forth on Attachment E- Cost Tables.  The pricing for optional commodities/services shall be set forth Attachment E- Cost Tables: Optional Components.

All rates shall become fixed for the term of the contract, unless there is a material change to a regulation, guideline, standard, or order of the State 911 Department that significantly alters the contractor’s ability to provide services, as determined solely in the discretion of the Department.  Any renegotiation of rates or pricing resulting from any such material change shall be supported by appropriate and detailed documentation to the satisfaction of the State 911 Department.  Further, any renegotiation of rates or pricing at the time of renewal of the contract shall be supported by detailed documentation to the satisfaction of the State 911 Department.

For any and all equipment or services that are not set forth in this RFR, but that may be requested by the State 911 Department during the term of the contract, or any renewal thereof, the contractors shall provide a detailed, itemized cost estimate for such equipment and/or services that separately displays each component cost, installation cost, maintenance and monitoring cost, and any other cost. 

Bidders shall include a cost for each cost element identified on Attachment E- Cost Tables.  Bidders shall NOT attempt to incorporate costs in other cost elements and indicate that such costs are included in another cost element.  The Cost Table in its entirety shall be completed.  If there is no cost for a noted cost element, the bidder shall clearly indicate “no cost” for that element.  

Bidders are advised that the monthly charges shall reflect an adjustment using the applicable unit cost noted to reflect the number of PSAPs supported under this contract to determine the overall monthly cost.

Further, bidders may NOT modify the cost table in any way, except that the cell height may be expanded to allow for sufficient space for the entry of the response.  Any response that modifies the costs table (other than indicated above) may be considered non-responsive and be given no further evaluation.
Bidders may, however, attach an additional cost table that clearly details the cost associated with any required specification(s) or component(s) that are not addressed in this RFR but are required for the bidder’s proposed comprehensive solution for a Next Generation 911 system.

Bidders are advised that any and all cost associated with the provision of goods and services detailed in this RFR not herein identified shall become the sole responsibility of the qualified bidder in fulfillment of its obligations under the awarded contract.  
The contractor shall not include the amounts of credits or the risk associated with incurring the amounts set forth in Section 10- Remedies, in the calculation of any price or any cost of the contract or any renewal thereof. 

Bidders shall provide a prompt payment discount.  

14 INVOICING AND PAYMENT

The contractor shall submit a detailed invoice within thirty (30) days of completion of requested goods and/or services and acceptance of deliverable(s), where applicable.   Invoices shall, where applicable, clearly detail contract number, project information, number of hours worked, hourly rate, unit cost, service rate(s), itemization of any other costs with supporting documentation, including but not limited to, invoicing from communication service providers to contractor for circuit costs, applicable prompt payment discount,  any and all credits applied during that billing cycle and invoice total.  
The State 911 Department reserves the right to request modifications to the invoice to ensure that the invoice is clear and concise as to the commodities and services for which it is being billed.
All invoices to and payments from the State 911 Department will be reviewed and processed in compliance with the Commonwealth’s standard terms and conditions and bill paying policy as issued by the Office of the State Comptroller and/or any and all applicable local procurement and contracting laws, regulations, rules and policies.
For all services provided to eligible entities, other than the State 911 Department, payment will be the responsibility of the eligible entity.  The contractor shall, therefore, agree to coordinate invoicing and payment terms to comply with the requirements of such eligible entities. Invoices shall, at a minimum, clearly detail the product(s), and/or services, number of hours worked, hourly rate (if applicable), itemization of any other costs with supporting documentation, applicable prompt payment discount terms and invoice total. 
Bidders are advised that all payments issued by the State 911 Department will be made directly to the contractor, and no payments will be made to any parties other than the contractor for goods and services furnished under this contract.

15 RESPONSE EVALUATION CRITERIA
All responses shall be received on or before the submission deadline as defined in this RFR.  Late responses will be automatically rejected and will be given no consideration.  
Responses will be evaluated in accordance with the following criteria:  
· Bidder’s ability to meet the required specifications;
· Bidder Interview/Product Demonstration;
· Business History;
· Demonstration of knowledge, experience and expertise; 
· Help Desk/NOC operations;
· Open Ratings/D&B Report;
· Pricing;
· Proposed work project plan and project management plan;
· Qualifications of Contractor and Key Personnel;
· Qualifications of Subcontractors, if any;
· Quality and completeness of bidder’s overall response;
· Supplier Diversity Program Plan; and
· Technical merit of the system design and configuration,
The criteria are not listed in order of importance. 
The contractor will be selected based upon the fulfillment of the RFR’s qualifications, completion of all the required RFR specifications and attachments listed in this RFR and a determination that the contractor will provide “best value” to the Commonwealth.
The State 911 Department reserves the right to interview any and all bidder(s) to further evaluate the proposed solution, system, capabilities, knowledge, experience and expertise.  Further, the State 911 Department reserves the right to require any and all bidder(s) to provide proof of competency in the delivery of the system, applications and appliances being proposed, either by means of site visits to current installations or by means of providing a fully functional demonstration, or otherwise. Bidder(s) will be contacted to schedule a mutually agreed upon date and time should the State 911 Department elect to exercise these options.  All interviews will be held at the State 911 Department’s offices, and all demonstrations will be held at the State 911 Department’s offices, unless otherwise approved by the State 911 Department.  
16 INSTRUCTIONS FOR SUBMISSION OF RESPONSES
16.1 Submission of Questions

Only questions that are written and submitted via e-mail to Karen.Robitaille@state.ma.us will be accepted and such questions shall include “RFR STATE 911 14-002 Question” in the subject line.  No questions will be accepted after 5:00 PM EDT by 5:00 p.m. on Friday, February 28, 2014.  

16.2 Subcontractors

In addition to the requirements set forth in Attachment A– RFR- Required Specifications, Subcontracting Policies, the response shall disclose whether the bidder intends to use subcontractors to complete some or all of the services under the contract.  Bidders shall provide the State 911 Department with a detailed list disclosing every subcontractor, CPE vendor, appliance vendor, software and/or application vendor, partner, or co-bidder whose services, hardware, software, application, or any other item included in their response to this RFR.  The response shall identify any such subcontractor(s) on Attachment R- List of Commodities/Services Solution, and for each such subcontractor(s) the goods, services, and/or commodities that the bidder intends for the subcontractor to furnish, and shall include executed subcontracts or letters of intent from subcontractors with whom the contractor has subcontracted or intends to subcontract to fulfill the requirements of this RFR.  The State 911 Department reserves the right to approve in advance any subcontracted service.  The State 911 Department reserves the right to require the contractor to furnish additional supporting documentation to verify that any subcontractor is in good standing, and the State 911 Department reserves the right to require the contractor to replace any and all subcontractors whom the State 911 Department deems, in its sole discretion, are not in good standing.  All subcontracts shall be in writing, and copies of such subcontracts shall be provided to the State 911 Department and/or the Commonwealth promptly upon request.  Unless otherwise provided by law, neither the State 911 Department nor the Commonwealth is bound by any provisions contained in any subcontract.  The contractor shall be responsible for the satisfactory performance and adequate oversight of subcontractors.

No bidder may respond to this RFR with a response or proposal that is based upon or is subject to, in whole or in part, an exclusive relationship or agreement with any subcontractor, CPE vendor, appliance vendor, software and/or application vendor, partner, or co-bidder.  

The State 911 Department reserves the right to disqualify any bidder from consideration in the event that said bidder submits a response that is based upon or subject to, in whole or in part, an exclusive relationship or agreement.  
16.3 Supplier Diversity Program Plan

Bidders shall make a commitment to partner with certified Minority- and Women-Owned Businesses and/or a Service-Disabled Veteran-Owned Business Enterprise (SDVOBE)  in order to be awarded a Contract.  An SDO-certified (formerly SOMWBA-certified) and or SDVOBE Bidder may not list itself or an affiliate as being a Supplier Diversity Partner to its own company. In addition, a narrative statement can be included to supplement the SDP Plan Form providing further details of the SDP commitments. The submission of this narrative statement does not replace the requirement of the SDP Plan Commitment SDP Plan Form #1. Bids submitted without an SDP plan Form 1 are subject to rejection without further review.  
The timelines for submission of SDP plan declaration of SDP partners and spending reports are set forth in attachment A: Required Specifications.
· Resources available to assist Prime Bidders in finding potential Minority Business Enterprises (MBE) and Women Business Enterprises (WBE) partners can be found on the Supplier Diversity Program Website (www.mass.gov/sdp). 
· Resources available to assist Prime Bidders in finding potential Service-Disabled Veteran-Owned Business Enterprise (SDVOBE) partners can be found on the SDO webpage on the Supplier Diversity Office Website (www.mass.gov/sdo).
· The Supplier Diversity Program offers training on the SDP Plan requirements.  The dates of upcoming trainings can be found on the OSD Training and Outreach Website.  In addition, the SDP Webinar can be located on the Supplier Diversity Program Website (www.mass.gov/sdp).
16.4 Format of Response
REMINDER:
Bidders shall follow the same sectional format of this RFR and provide an individual response to each RFR specification in its response. All responses shall be presented using the same numbering sequence and order used in this RFR. 

 

Bidders shall acknowledge that the bidder accepts the terms and conditions of the RFR specification by clearly stating in the affirmative that the bidder shall “comply” with or “agree” to” the specification.  Bidders are advised that a response of “understands” or “understood” may be considered non-responsive. In addition, bidders shall explain in detail how the system shall meet the requirements of the RFR, and a failure to do so may be viewed as an incomplete response.
Bidders shall include in the response a detailed list of all components required for a comprehensive solution.  Bidders shall identify by listing on Attachment R- List of Commodities/Services which components, if any, the bidder proposes to be provided by a subcontractor and/or another vendor.  The State 911 Department proposes a comprehensive solution for the Next Generation 911 system, and, therefore, bidders shall identify any required specifications or components that are not addressed in this RFR.  

Bidders shall NOT include any information relative to costs, cost elements, or pricing in the technical response.  All cost and pricing shall be addressed solely in the pricing response.

16.4.1 Comm-PASS Transition

The Commonwealth of Massachusetts is transitioning from the Commonwealth’s Procurement Access and Solicitation System (Comm-PASS) to COMMBUYS.  Effective 5:00 PM on Friday, February 28, 2014, activity on Comm-PASS will be restricted to viewing and downloading of solicitations (and contracts) posted prior to the above- referenced date and time.  All Comm-PASS solicitations will migrate and be available in COMMBUYS commencing on Monday, March 24, 2014.

This transition from Comm-PASS to COMMBUYS does not impact the procurement calendar as published in this RFR.

Bidders are advised that any and all documents, including but not limited to, questions and answers, amendments/updates/modifications to this RFR as issued on Friday, February 28, 2014,  and/ or notice(s) to bidders, published after 5:00 PM on Friday, February 28, 2014 will be published on the State 911 Department’s (Department) website (www.mass.gov/e911). 

Bidders will NOT receive an automated notification of any such amendments/changes/notices.  It is the sole responsibility of the bidder to monitor the Department’s website to obtain all new documents, notifications, changes, notice(s), and/or amendments/modifications/updates associated with the above-referenced solicitation posted after 5:00 PM on Friday, February 28, 2014.

Bidders are advised that submission of a response to this RFR shall address all specifications as detailed in the final version (latest posting) of the RFR.  As noted in this RFR, “Bidders shall acknowledge that the bidder accepts the terms and conditions of the RFR specification by clearly stating in the affirmative that the bidder shall “comply” with or “agree” to” the specification.”

Finally, bidders are advised that references and requirements regarding Comm-PASS noted in this RFR may be impacted by the introduction of COMMBUYS, and, therefore, bidders may also be required to comply with policies, procedures, and requirements necessitated by the introduction of COMMBUYS. 

16.5 Required Forms

In order for a response to be considered complete, the following required information and forms shall be completed and submitted:
· Response addressing all of the specifications as detailed in this RFR
· Completed Cost Tables
· Standard Contract Form and Instructions*
· Contractor Authorized Signatory Listing Form*
· Commonwealth Terms and Conditions*
· W-9 Request for Taxpayer Identification Number and Certification*
· Supplier Diversity Program Plan Commitment – SDP Form 1* 
· Prompt Payment Discount Form*
· Electronic Funds Transfer Form*
· Intellectual Property Agreement for Contractor’s Employees, Consultants and Agents*
· Attachment Q- Certification of Compliance with Bid Bond Requirement
· Open Ratings/Dun & Bradstreet Report
* Forms can be found on the Forms and Terms tab of the RFR as posted on www.Comm-Pass.com.
Bidders shall follow the same sectional format of this RFR and provide an individual response to each RFR specification in its response. All responses shall be presented using the same numbering sequence and order used in this RFR. 
16.6 Submission of Responses

Bidders shall submit one (1) clearly marked Original Technical Response, nineteen (19) complete paper copies of the Original Technical Response, and one electronic copy of the Original Technical Response in PDF format by, , April 8, 2014, 5:00 p.m., Eastern Daylight Time (EDT). Further, bidders shall submit one (1) clearly marked Original Pricing Response, nineteen (19) complete paper copies of the Original Pricing Response, and one electronic copy of the original Pricing Response in PDF format by April 8, 2014, 5:00 p.m., Eastern Daylight Time (EDT). 
Please note that electronic copies are in addition to, and do not substitute for, the hard copies of the Original Response.  All signatures on the Original Response shall be the signature of the Authorized Signatory listed on the Contractor Authorized Signature Verification Form.  All dates on forms shall be hand-dated. The Original Response shall be double-sided, printed on recycled paper with a minimum post-consumer content of 30% or paper made with tree-free fibers (i.e. paper made from raw materials other than trees, such as kenaf).  All responses shall clearly indicate the level of recycled content contained in the paper being used.  The use of the following non-recyclable and/or non-reusable materials is strongly discouraged for any copies of the Original Response: plastic report covers, plastic dividers, vinyl sleeves, and spiral binding.  Please only use three-ringed binders, glued materials, paper clips or staples to secure documents.  Bidders shall submit materials in a format that allows for easy removal and recycling of materials.  Bidders are also encouraged to use other products that contain recycled content in their response documents.  Such products include but are not limited to folders, CDs, envelopes, boxes, etc.  Where appropriate, respondents shall note which of these products are made with recycled materials.  Bidders shall not submit any unnecessary samples, corporate brochures, attachments, or documents.  
A sealed hard copy of the complete response package is required.  Delivery may be made by U.S. Postal Service, courier, or other personal delivery.  The outside label shall reference this RFR File Name and Number, RFR State 911 14-002, Next Generation 9-1-1 Emergency Communications System and be addressed to:
Karen Robitaille
State 911 Department
1380 Bay Street, Building C
Taunton, MA 02780

17 DEADLINE FOR RESPONSES AND PROCUREMENT CALENDAR

The critical procurement dates are set forth on the Procurement Calendar below.  The State 911 Department reserves the right to modify these dates as needed. 
PROCUREMENT CALENDAR
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ATTACHMENT A- RFR - Required Specifications
Issue Date: 
October 1, 2013

In general, most of the required contractual stipulations are referenced in the Standard Contract Form and Instructions and the Commonwealth Terms and Conditions (either version). However, the following RFR provisions must appear in all Commonwealth competitive procurements conducted under 801 CMR 21.00:
The terms of 801 CMR 21.00: Procurement of Commodities and Services are incorporated by reference into this RFR.  Words used in this RFR shall have the meanings defined in 801 CMR 21.00. Additional definitions may also be identified in this RFR.  Unless otherwise specified in this RFR, all communications, responses, and documentation must be in English, all measurements must be provided in feet, inches, and pounds and all cost proposals or figures in U.S. currency.  All responses must be submitted in accordance with the specific terms of this RFR.
Supplier Diversity Program (SDP). Massachusetts Executive Order 524 established a policy to promote the award of state contracts in a manner that develops and strengthens Minority and Women Business Enterprises (M/WBEs) that resulted in the Supplier Diversity Program in Public Contracting. M/WBEs are strongly encouraged to submit responses to this RFR, either as prime vendors, joint venture partners or other type of business partnerships. Similarly, Executive Order 546 established the Service-Disabled Veteran-Owned Business Enterprise (SDVOBE) Program to encourage the participation of businesses owned and controlled by service-disabled veterans in all areas of state procurement and contracting, thereby including them in the SDP. All bidders must follow the requirements set forth in the SDP section of the RFR, which will detail the specific requirements relating to the prime vendor’s inclusion of M/WBEs and/or SDVOBEs. Bidders are required to develop creative initiatives to help foster new business relationships with M/WBEs and/or SDVOBEs within the primary industries affected by this RFR. In order to satisfy the compliance of this section and encourage bidder’s participation of SDP objectives, the Supplier Diversity Program (SDP) Plan for large procurements greater than $150,000 will be evaluated at 10% or more of the total evaluation. Once an SDP commitment, expressed as a percentage of contract revenues, is approved, the agency will then monitor the contractor’s performance, and use actual expenditures with SDO certified M/WBE contractors and the Center for Veterans Enterprise certified SDVOBEs to fulfill their own SDP expenditure benchmarks.  M/WBE and SDVOBE participation must be incorporated into and monitored for all types of procurements regardless of size; however, submission of an SDP Plan is mandated only for large procurements over $150,000.

Unless otherwise specified in the RFR, the following SDP forms are required to be submitted by the deadlines noted below in order to meet the mandatory participation requirements of the SDP:

	SDP Plan Form #/Name
	Submitted By
	When Submitted

	SDP Plan Form #1 – SDP Plan Commitment
	All Bidders
	With Bid Response

	SDP Plan Form #2 – Declaration of SDP Partners
	Newly Awarded Contractors
	Within 30 days of contract execution

	SDP Plan Form #3 – SDP Spending Report
	Contractors
	Within 45 days of the end of each quarter


Supplier Diversity Program (SDP) Resources:

· Resources available to assist Prime Bidders in finding potential Minority Business Enterprises (MBE) and Women Business Enterprises (WBE) partners can be found on the Supplier Diversity Program Website (www.mass.gov/sdp). 
· Resources available to assist Prime Bidders in finding potential Service-Disabled Veteran-Owned Business Enterprise (SDVOBE) partners can be found on the SDO webpage on the Supplier Diversity Office Website (www.mass.gov/sdo).
· The Supplier Diversity Program offers training on the SDP Plan requirements.  The dates of upcoming trainings can be found on the OSD Training and Outreach Website.  In addition, the SDP Webinar can be located on the Supplier Diversity Program Website (www.mass.gov/sdp).
Supplier Diversity Program Subcontracting Policies. In addition to the Subcontracting Policies (See Subcontracting Policies section below and see Section 9, Subcontracting By Contractor, in the Commonwealth Terms and Conditions) that apply to all subcontracted services, agencies may define specific required deliverables for a contractor’s SDP Plan, including, but not limited to, documentation necessary to verify subcontractor commitments and expenditures with Minority- or Women-Owned Business Enterprises (M/WBEs) and Service-Disabled Veteran-Owned Business Enterprises (SDVOBE) for the purpose of monitoring and enforcing commitments made in a contractor’s Supplier Diversity Program (SDP) Plan. 
Best Value Selection and Negotiation. The Strategic Sourcing Team (SST) may select the response(s) which demonstrates the best value overall, including proposed alternatives that will achieve the procurement goals of the department. The SST and a selected bidder, or a contractor, may negotiate a change in any element of contract performance or cost identified in the original RFR or the selected bidder’s or contractor’s response which results in lower costs or a more cost effective or better value than was presented in the selected bidder’s or contractor’s original response.
Bidder Communication. Bidders are prohibited from communicating directly with any employee of the procuring department or any member of the SST regarding this RFR except as specified in this RFR, and no other individual Commonwealth employee or representative is authorized to provide any information or respond to any question or inquiry concerning this RFR. Bidders may contact the contact person for this RFR in the event this RFR is incomplete or the bidder is having trouble obtaining any required attachments electronically through Comm-PASS.

Comm-PASS. Comm-PASS is the official system of record for all procurement information which is publicly accessible at no charge at www.comm-pass.com.  Information contained in this document and in each tab of the Solicitation, including file attachments, and information contained in the related Bidders’ Forum(s), are all components of the Solicitation. 

Bidders are solely responsible for obtaining all information distributed for this Solicitation via Comm-PASS, by using the free Browse and Search tools offered on each record-related tab on the main navigation bar (Solicitations and Forums). Forums support Bidder submission of written questions associated with a Solicitation and publication of official answers. All records on Comm-PASS are comprised of multiple tabs, or pages. For example, Solicitation records contain Summary, Rules, Issuer(s), Intent or Forms & Terms and Specifications, and Other Information tabs. Each tab contains data and/or file attachments provided by the Procurement Management Team.  All are incorporated into the Solicitation.

It is each Bidder’s responsibility to check Comm-PASS for:

· Any addenda or modifications to this Solicitation, by monitoring the “Last Change” field on the Solicitation’s Summary tab, and
· Any Bidders’ Forum records related to this Solicitation (see Locating a Online Bidders’ Forum for information on locating these records.
The Commonwealth accepts no responsibility and will provide no accommodation to Bidders who submit a Response based on an out-of-date Solicitation or on information received from a source other than Comm-PASS.

Comm-PASS SmartBid Subscription.  Bidders may elect to obtain a free SmartBid subscription which provides value-added features, including automated email notification associated with postings and modifications to Comm-PASS records.  When properly configured and managed, SmartBid provides a subscriber with:
· A secure desktop within Comm-PASS for efficient record management
· A customizable profile reflecting the subscriber’s product/service areas of interest
· A customizable listing in the publicly accessible Business Directory, an online “yellow-pages” advertisement
· Full-cycle, automated email alert whenever any record of interest is posted or updated
· Access to Online Response Submission, when allowed by the Issuer, to support:
· paperless bid drafting and submission to an encrypted lock-box prior to close date
· electronic signature of OSD forms and terms; agreement to defer wet-ink signature until Contract award, if any 
· withdrawal of submitted bids prior to close date
· online storage of submitted bids
Every public purchasing entity within the borders of Massachusetts may post records on Comm-PASS at no charge. Comm-PASS has the potential to become the sole site for all public entities in Massachusetts.

Contract Expansion. If additional funds become available during the contract duration period, the department reserves the right to increase the maximum obligation to some or all contracts executed as a result of this RFR or to execute contracts with contractors not funded in the initial selection process, subject to available funding, satisfactory contract performance and service or commodity need.
Costs. Costs which are not specifically identified in the bidder’s response, and accepted by a department as part of a contract, will not be compensated under any contract awarded pursuant to this RFR. The Commonwealth will not be responsible for any costs or expenses incurred by bidders responding to this RFR.
Electronic Communication/Update of Bidder’s/Contractor’s Contact Information. It is the responsibility of the prospective bidder and awarded contractor to keep current the email address of the bidder’s contact person and prospective contract manager, if awarded a contract, and to monitor that email inbox for communications from the SST, including requests for clarification. The SST and the Commonwealth assume no responsibility if a prospective bidder’s/awarded contractor’s designated email address is not current, or if technical problems, including those with the prospective bidder’s/awarded contractor’s computer, network or internet service provider (ISP) cause email communications sent to/from the prospective bidder/awarded contractor and the SST to be lost or rejected by any means including email or spam filtering.
Electronic Funds Transfer (EFT). All bidders responding to this RFR must agree to participate in the Commonwealth Electronic Funds Transfer (EFT) program for receiving payments, unless the bidder can provide compelling proof that it would be unduly burdensome. EFT is a benefit to both contractors and the Commonwealth because it ensures fast, safe and reliable payment directly to contractors and saves both parties the cost of processing checks. Contractors are able to track and verify payments made electronically through the Comptroller’s Vendor Web system. A link to the EFT application can be found on the OSD Forms page (www.mass.gov/osd). Additional information about EFT is available on the VendorWeb site (www.mass.gov/osc). Click on MASSfinance.

Successful bidders, upon notification of contract award, will be required to enroll in EFT as a contract requirement by completing and submitting the Authorization for Electronic Funds Payment Form to this department for review, approval and forwarding to the Office of the Comptroller. If the bidder is already enrolled in the program, it may so indicate in its response. Because the Authorization for Electronic Funds Payment Form contains banking information, this form, and all information contained on this form, shall not be considered a public record and shall not be subject to public disclosure through a public records request.
The requirement to use EFT may be waived by the SST on a case-by-case basis if participation in the program would be unduly burdensome on the bidder. If a bidder is claiming that this requirement is a hardship or unduly burdensome, the specific reason must be documented in its response. The SST will consider such requests on a case-by-case basis and communicate the findings with the bidder.

Environmental Response Submission Compliance. In an effort to promote greater use of recycled and environmentally preferable products and minimize waste, all responses submitted should comply with the following guidelines:

· All copies should be printed double sided.
· All submittals and copies should be printed on recycled paper with a minimum post-consumer content of 30% or on tree-free paper (i.e. paper made from raw materials other than trees, such as kenaf). To document the use of such paper, a photocopy of the ream cover/wrapper should be included with the response.
· Unless absolutely necessary, all responses and copies should minimize or eliminate use of non-recyclable or non re-usable materials such as plastic report covers, plastic dividers, vinyl sleeves and GBC binding. Three ringed binders, glued materials, paper clips and staples are acceptable.
· Bidders should submit materials in a format which allows for easy removal and recycling of paper materials.
· Bidders are encouraged to use other products which contain recycled content in their response documents. Such products may include, but are not limited to, folders, binders, paper clips, diskettes, envelopes, boxes, etc. Where appropriate, bidders should note which products in their responses are made with recycled materials.
· Unnecessary samples, attachments or documents not specifically asked for should not be submitted.
Executive Order 509, Establishing Nutrition Standards for Food Purchased and Served by State Agencies. Food purchased and served by state agencies must be in compliance with Executive Order 509, issued in January 2009.  Under this Executive Order, all contracts resulting from procurements posted after July 1, 2009 that involve the purchase and provision of food must comply with nutrition guidelines established by the Department of Public Health (DPH).  The nutrition guidelines are available at the Department’s website: Executive Order # 509 Guidance.
HIPAA: Business Associate Contractual Obligations. Bidders are notified that any department meeting the definition of a Covered Entity under the Health Insurance Portability and Accountability Act of 1996 (HIPAA) will include in the RFR and resulting contract sufficient language establishing the successful bidder’s contractual obligations, if any, that the department will require in order for the department to comply with HIPAA and the privacy and security regulations promulgated thereunder (45 CFR Parts 160, 162, and 164) (the Privacy and Security Rules). For example, if the department determines that the successful bidder is a business associate performing functions or activities involving protected health information, as such terms are used in the Privacy and Security Rules, then the department will include in the RFR and resulting contract a sufficient description of business associate’s contractual obligations regarding the privacy and security of the protected health information, as listed in 45 CFR 164.314 and 164.504 (e), including, but not limited to, the bidder's obligation to: implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the protected health information (in whatever form it is maintained or used, including verbal communications); provide individuals access to their records; and strictly limit use and disclosure of the protected health information for only those purposes approved by the department. Further, the department reserves the right to add any requirement during the course of the contract that it determines it must include in the contract in order for the department to comply with the Privacy and Security Rules. Please see other sections of the RFR for any further HIPAA details, if applicable.

Pricing: Price Limitation. The bidder must agree that no other state or public entity customer within the United States of similar size and with similar terms and conditions shall receive a lower price for the same commodity and service during the contract period, unless this same lower price is immediately effective for the Commonwealth. If the Commonwealth believes that it is not receiving this lower price as required by this language, the bidder must agree to provide current or historical pricing offered or negotiated with other state or public entities at any time during the contract period in the absence of proprietary information being part of such contracts.

Prompt Payment Discounts (PPD).  All bidders responding to this procurement must agree to offer discounts through participation in the Commonwealth Prompt Payment Discount (PPD) initiative for receiving early and/or on-time payments, unless the bidder can provide compelling proof that it would be unduly burdensome.  PPD benefits both contractors and the Commonwealth.  Contractors benefit by increased, usable cash flow as a result of fast and efficient payments for commodities or services rendered.  Participation in the Electronic Funds Transfer initiative further maximizes the benefits with payments directed to designated accounts, thus eliminating the impact of check clearance policies and traditional mail lead time or delays.  The Commonwealth benefits because contractors reduce the cost of products and services through the applied discount. Payments that are processed electronically can be tracked and verified through the Comptroller’s Vendor Web system.  The PPD form can be found under the Forms and Terms tab of this solicitation.

Bidders must submit agreeable terms for Prompt Payment Discount using the PPD form within their proposal, unless otherwise specified by the SST.  The SST will review, negotiate or reject the offering as deemed in the best interest of the Commonwealth.

The requirement to use PPD offerings may be waived by the SST on a case-by-case basis if participation in the program would be unduly burdensome on the bidder.  If a bidder is claiming that this requirement is a hardship or unduly burdensome, the specific reason must be documented in or attached to the PPD form.
Public Records. All responses and information submitted in response to this RFR are subject to the Massachusetts Public Records Law, M.G.L., c. 66, s. 10, and to c. 4, s. 7, ss. 26. Any statements in submitted responses that are inconsistent with these statutes shall be disregarded.

Reasonable Accommodation. Bidders with disabilities or hardships that seek reasonable accommodation, which may include the receipt of RFR information in an alternative format, must communicate such requests in writing to the contact person.  Requests for accommodation will be addressed on a case by case basis. A bidder requesting accommodation must submit a written statement which describes the bidder’s disability and the requested accommodation to the contact person for the RFR. The SST reserves the right to reject unreasonable requests. 

Restriction on the Use of the Commonwealth Seal. Bidders and contractors are not allowed to display the Commonwealth of Massachusetts Seal in their bid package or subsequent marketing materials if they are awarded a contract because use of the coat of arms and the Great Seal of the Commonwealth for advertising or commercial purposes is prohibited by law.
Subcontracting Policies. Prior approval of the department is required for any subcontracted service of the contract. Contractors are responsible for the satisfactory performance and adequate oversight of its subcontractors. Human and social service subcontractors are also required to meet the same state and federal financial and program reporting requirements and are held to the same reimbursable cost standards as contractors.
ATTACHMENT B - RFR - Required Specifications
for Information Technology

Refresh Date: August 13, 2007

Information Technology. Required for Information Technology contracts. All IT systems and applications developed by, or for Executive department agencies or operating within the Massachusetts Access to Government Network (MAGNet), must conform with the Enterprise Information Technology Policies, Standards and Procedures promulgated by the Commonwealth’s CIO. Non-conforming IT systems cannot be deployed unless the purchasing agency and their contractor have jointly applied for and received in writing from the Commonwealth’s CIO or his designee, notice that a specified deviation will be permitted. The Enterprise Information Technology Policies, Standards and Guidance, with the exception of the Enterprise Public Access Policy For e-Government Applications and the Enterprise Public Access For e-Government Applications Standards, are available at mass.gov/itd. The Enterprise Public Access Policy For e-Government Applications and the Enterprise Public Access For e-Government Applications Standards are available in hard copy from the purchasing agency.  Purchasing agencies may also obtain a current copy of these documents, on behalf of their contractor, by contacting the Information Technology Division's CommonHelp group at commhelp@state.ma.us or 1 (866) 888-2808.

Please Note: Given the pace of information technology innovation, purchasing agencies and their contractors are encouraged to contact the Information Technology Division's CommonHelp group at commhelp@state.ma.us or 1 (866) 888-2808 to signal a system or application design and development initiative. Such advance notice helps to ensure conformance with the relevant Enterprise Technology Policies, Standards and Procedures.
Contractor delivery of IT systems and applications that fail to conform to the Commonwealth’s Enterprise Information Technology Policies, Standards and Procedures, absent the Commonwealth CIO’s grant of written permission for a deviation, shall constitute breach of any contract entered as a result of this Request for Response and any subsequent Request for Quotes. The Commonwealth may choose to require the contractor, at his own cost, to re-engineer the non-conforming system for the purpose of bringing it into compliance with Commonwealth Enterprise Information Technology Policies, Standards and Procedures.

Information Technology - Clarification of Language in Section 11, Indemnification of the Commonwealth Terms and Conditions. Required for the following object codes within the “Expenditure Classification Handbook” as issued by the Office of the Comptroller:
	OBJECT CODE
	TITLE

	U01
	TELECOMMUNICATION SERVICES DATA

	U02
	TELECOMMUNICATION SERVICES VOICE

	U03
	SOFTWARE AND INFORMATION TECHNOLOGY (IT) LICENSES

	U04
	INFORMATION TECHNOLOGY (IT) CHARGEBACK

	U05
	INFORMATION TECHNOLOGY (IT) PROFESSIONALS

	U06
	INFORMATION TECHNOLOGY (IT) CABLING

	U07
	INFORMATION TECHNOLOGY (IT) EQUIPMENT

	U08
	INFORMATION TECHNOLOGY (IT) EQUIPMENT TELP LEASE-PURCHASE

	U09
	INFORMATION TECHNOLOGY (IT) EQUIPMENT RENTAL OR LEASE

	U10
	INFORMATION TECHNOLOGY (IT) EQUIPMENT MAINTENANCE AND REPAIR

	U75
	ADVANCE ADMINISTRATIVE EXPENSES

	U98
	REIMBURSEMENT FOR TRAVEL EXPENSES FOT IT PROFESSIONALS


Pursuant to Section 11. Indemnification of the Commonwealth Terms and Conditions, the term “other damages” shall include, but shall not be limited to, the reasonable costs the Commonwealth incurs to repair, return, replace or seek cover (purchase of comparable substitute commodities and services) under a contract. “Other damages” shall not include damages to the Commonwealth as a result of third party claims, provided, however, that the foregoing in no way limits the Commonwealth’s right of recovery for personal injury or property damages or patent and copyright infringement under Section 11 nor the Commonwealth’s ability to join the contractor as a third party defendant.  Further, the term “other damages” shall not include, and in no event shall the contractor be liable for, damages for the Commonwealth’s use of contractor provided products or services, loss of Commonwealth records, or data (or other intangible property), loss of use of equipment, lost revenue, lost savings or lost profits of the Commonwealth. In no event shall “other damages” exceed the greater of $100,000, or two times the value of the product or service (as defined in the contract scope of work) that is the subject of the claim. Section 11 sets forth the contractor’s entire liability under a contract. Nothing in this section shall limit the Commonwealth’s ability to negotiate higher limitations of liability in a particular contract, provided that any such limitation must specifically reference Section 11 of the Commonwealth Terms and Conditions.

ATTACHMENT C- EXECUTIVE ORDER NO. 504
ORDER REGARDING THE SECURITY AND
CONFIDENTIALITY OF PERSONAL INFORMATION
Section 1.  This Executive Order shall apply to all state agencies in the Executive Department.  As used in this Order, “state agencies” (or “agencies”) shall include all executive offices, boards, commissions, agencies, departments, divisions, councils, bureaus, and offices, now existing and hereafter established.

Section 2.   It shall be the policy of the Executive Department of the Commonwealth of Massachusetts to adopt and implement the maximum feasible measures reasonably needed to ensure the security, confidentiality and integrity of personal information, as defined in Chapter 93H, and personal data, as defined in Massachusetts General Laws Chapter 66A, maintained by state agencies (hereafter, collectively, “personal information”).  Each executive officer and agency head serving under the Governor, and all state employees, shall take immediate, affirmative steps to ensure compliance with this policy and with applicable federal and state privacy and information security laws and regulations.     

Section 3.  All state agencies shall develop, implement and maintain written information security programs governing their collection, use, dissemination, storage, retention and destruction of personal information.  The programs shall ensure that agencies collect the minimum quantity of personal information reasonably needed to accomplish the legitimate purpose for which the information is collected; securely store and protect the information against unauthorized access, destruction, use, modification, disclosure or loss; provide access to and disseminate the information only to those persons and entities who reasonably require the information to perform their duties; and destroy the information as soon as it is no longer needed or required to be maintained by state or federal record retention requirements.  The security programs shall address, without limitation, administrative, technical and physical safeguards, and shall comply with all federal and state privacy and information security laws and regulations, including but not limited to all applicable rules and regulations issued by the Secretary of State’s Supervisor of Public Records under Chapter 93H.

Section 4.  Each agency’s written information security program shall include provisions that relate to the protection of information stored or maintained in electronic form (hereafter, “electronic security plans”).  The Commonwealth’s Chief Information Officer (“CIO”) shall have the authority to:

· Issue detailed guidelines, standards, and policies governing agencies’ development, implementation and maintenance of electronic security plans; 
· Require that agencies submit their electronic security plans to ITD for review, following which ITD shall either approve the plans, return them for amendment, or reject them and mandate the preparation of a new plan; 
· Issue guidelines specifying when agencies will be required to prepare and submit supplemental or updated electronic security plans to ITD for approval; 
· Establish periodic reporting requirements pursuant to which all agencies shall conduct and submit self-audits to ITD no less than annually, assessing the state of their implementation and compliance with their electronic security plans, with all guidelines, standards, and policies issued by ITD, and with all applicable federal and state privacy and information security laws and regulations; 
· Conduct reviews to assess agency compliance with the governing plans, guidelines, standards, policies, laws and regulations.  At the discretion of ITD, reviews may be conducted on site or electronically, and may be announced or unannounced; 
· Issue policies requiring that incidents involving a breach of security or unauthorized acquisition or use of personal information be immediately reported to ITD and to such other entities as required by the notice provisions of Chapter 93H; and  
· Where necessary and appropriate, and with the approval of the Secretary for Administration and Finance, determine and implement remedial courses of action to assist non-compliant agencies in achieving compliance with the governing plans, guidelines, standards, policies, laws and regulations.  Such actions may include, without limitation, the imposition of terms and conditions relating to an agency’s information technology (“IT”)-related expenditures and use of IT capital funding.
Section 5.  Each agency shall appoint an Information Security Officer (“ISO”), who may also hold another position within the agency.  ISOs shall report directly to their respective Agency heads and shall coordinate their agency’s compliance with the requirements of this Order, applicable federal and state laws and regulations, and ITD security standards and policies.  All agency security programs, plans, self-audits, and reports required by this Order shall contain certifications signed by the responsible ISO and the responsible agency head attesting to the accuracy and completeness of the submissions.

Section 6.  All agency heads, managers, supervisors, and employees (including contract employees) shall attend mandatory information security training within one year of the effective date of this Order.  For future employees, such training shall be part of the standardized orientation provided at the time they commence work.  Such training shall include, without limitation, guidance to employees regarding how to identify, maintain and safeguard records and data that contain personal information.

Section 7.   The Enterprise Security Board (“ESB”), as presently established, shall advise the CIO in developing the guidelines, standards, and policies required by Section 4 of this Order.  Consistent with the ESB’s current framework, the precise members and make-up of the ESB shall be determined by the CIO, but its membership shall be drawn from state employees across the Executive Department with knowledge and experience in the fields of information technology, privacy and security, together with such additional representatives from the Judicial and Legislative Branches, other constitutional offices, and quasi-public authorities who accept an invitation from the CIO to participate.  The ESB shall function as a consultative body to advise the CIO in developing and promulgating guidelines, standards, and policies that reflect best practices to ensure the security, confidentiality and integrity of the electronic personal information collected, stored, used, and disseminated by the Commonwealth’s IT resources.

Section 8.  The CIO shall develop mandatory standards and procedures for agencies to follow before entering into contracts that will provide third parties with access to electronic personal information or information technology systems containing such information.  Such standards must require that appropriate measures be taken to verify the competency and integrity of contractors and subcontractors, minimize the data and systems to which they will be given access, and ensure the security, confidentiality and integrity of such data and systems.

Section 9.  All contracts entered into by state agencies after January 1, 2009 shall contain provisions requiring contractors to certify that they have read this Executive Order, that they have reviewed and will comply with all information security programs, plans, guidelines, standards and policies that apply to the work they will be performing for their contracting agency, that they will communicate these provisions to and enforce them against their subcontractors, and that they will implement and maintain any other reasonable and appropriate security procedures and practices necessary to protect personal information to which they are given access as part of the contract from unauthorized access, destruction, use, modification, disclosure or loss.  The foregoing contractual provisions shall be drafted by ITD, the Office of the Comptroller, and the Operational Services Division, which shall develop and implement uniform language to be incorporated into all contracts that are executed by state agencies.  The provisions shall be enforced through the contracting agency and the Operational Services Division.  Any breach shall be regarded as a material breach of the contract that may subject the contractor to appropriate sanctions. 

Section 10.   In performing their responsibilities under this Order, ITD, the CIO and the Operational Services Division shall have the full cooperation of all state agencies, including compliance with all requests for information.

Section 11.   This Executive Order shall take effect immediately and shall continue in effect until amended, superseded or revoked by subsequent Executive Order.
ATTACHMENT D- AT/IT ADAPTIVE LIST (UPDATED)

Generic Assistive Technology and Information Technology (AT/IT) Environment List
Version 2.0

Testers are only required to:
1. Test contract deliverables against the most current versions of the operating systems, GUI desktops, applications, browsers, and assistive technology listed below, unless otherwise indicated in the RFR by the procuring agency. Prior versions are referenced only to enable the vendor to anticipate potential user problems.
2. Test the portion of contract deliverables that constitute administrator or end user interfaces (prototype or final), rather than back end system elements,  against the operating systems, GUI desktops, applications, browsers, and assistive technology listed below and

3. Test contract deliverables against the most current version of the GUI desktops and applications listed below. This requirement only applies if an interaction between the IT system being delivered and the user’s implementation of such desktops and/or applications is a required feature of such system.
Operating Systems

Computers

	Operating System
	GUI Desktops
	Supported Versions
	Vendor
	Vendor Website

	Apple Macintosh
	Macintosh / 
X-Windows
	OS 9 - OSX 10.8+ (Mountain Lion)
	Apple
	http://www.apple.com/macosx/

	Microsoft Windows
	Windows
	Windows XP - Windows 7 – 8+
	Microsoft
	http://www.microsoft.com/windows/

	Linux - Red Hat
	KDE, GNOME, XGL/Compiz
	Enterprise Linux V4 – 6+ / Desktop
	Redhat
	https://www.redhat.com/rhel/desktop/

	Linux - SuSE
	KDE, GNOME, XGL/Compiz
	SUSE 9 - Enterprise Desktop 10 – 11+
	SUSE
	http://www.suse.com/products/desktop

	Linux - Ubuntu
	KDE, GNOME, XGL/Compiz
	Ubuntu for Desktop 10 -12+
	Ubuntu
	http://www.ubuntu.com/business/desktop


Mobile 

	Operating System
	Devices
	Supported Versions
	AT Included in Mobile OS
	Vendor Website

	Apple iOS
	iPhone, IPad
	iOS 4 - iOS 6+)
	VoiceOver, Zoom, Siri
	Apple

http://www.apple.com/iphone/ios/

	Microsoft Windows Phone
	HTC, Nokia, Samsung
	Windows Phone 8+
	Screen Magnifier, Speech Recognition
	Microsoft

http://www.windowsphone.com/en-us

	Nokia Symbian OS**
	Nokia
	Nokia Symbian OS 9.x+
	None – Need External Apps
	Nokia

http://www.developer.nokia.com/Resources/Library/

	Android OS
	Nexus, Samsung
	Android 3.0 Honeycomb -Android 4.2 Jelly Bean
	TalkBack, Magnifier
	Google

http://www.suse.com/products/desktop


** On 11 February 2011, Nokia announced that it would use Microsoft's Windows Phone OS as its primary smartphone platform, and Symbian would be phased out.

Desktop Applications by Operating System

Linux

	Application Type
	Application Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Database
	MySQL
	4.x – 5+.x
	Linux
	MySQL
	http://www.mysql.com/

	Office Suite
	Open Office
	2.x – 3+.x
	Linux
	Open Office.org
	http://www.openoffice.org/

	PDF Documents
	Adobe Reader
	8.x – 9+.x
	Linux
	Adobe
	http://www.adobe.com/products/reader/

	Web Browser
	FireFox
	4.x – current (19.x)
	Linux
	Mozilla
	http://www.mozilla.com/en-US/firefox/

	Web Browser
	Opera
	10.x – 12+.x
	Linux
	Opera
	http://www.opera.com/browser/

	Web Browser
	Chrome
	Ongoing Updates, Current 25+
	Linux
	Google
	https://www.google.com/intl/en/chrome/browser/features.html


Macintosh

	Application Type
	Application Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Database
	MySQL
	4.x – 5+.x
	Macintosh
	MySQL
	http://www.mysql.com/

	Database
	FileMaker Pro
	10.x – 12+.x
	Macintosh
	FIlemaker
	http://www.filemaker.com/

	Office Suite
	iWork
	iWork ‘09
	Macintosh
	Apple
	http://www.apple.com/iwork/

	Office Suite
	Microsoft Office
	2008 – 2011
	Macintosh
	Microsoft
	http://www.microsoft.com/mac/products

	Office Suite
	Open Office
	2.x – 3+.x
	Macintosh
	Open Office.org
	http://www.openoffice.org/

	PDF Documents
	Adobe Reader
	9.x – 11+.x
	Macintosh
	Adobe
	http://www.adobe.com/products/reader/

	Web Browser
	Safari
	4.x – 5+.x
	Macintosh
	Apple
	http://www.apple.com/safari/

	Web Browser
	FireFox
	4.x – current (19.x)
	Macintosh
	Mozilla
	http://www.mozilla.com/en-US/firefox/

	Web Browser
	Opera
	10.x – 12+.x
	Macintosh
	Opera
	http://www.opera.com/browser/

	Web Browser
	Chrome
	Ongoing Updates, Current 25+
	Macintosh
	Google
	https://www.google.com/intl/en/chrome/browser/features.html


Windows

	Application Type
	Application Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Database
	MySQL
	4.x – 5+.x
	Windows
	MySQL
	http://www.mysql.com/

	Database
	Access
	2003 - 2013
	Windows
	Microsoft
	http://office.microsoft.com/en-us/access 

	Office Suite
	Microsoft Office
	2003 - 2013
	Windows
	Microsoft
	http://office.microsoft.com/en-us/

	Office Suite
	Open Office
	2.x – 3+.x
	Windows
	Open Office.org
	http://www.openoffice.org/

	PDF Documents
	Adobe Reader
	9.x – 11+.x
	Windows
	Adobe
	http://www.adobe.com/products/reader/

	Web Browser
	Internet Explorer
	7.x – 10+.x
	Windows
	Microsoft
	http://windows.microsoft.com/en-US/internet-explorer/products/ie/home

	Web Browser
	FireFox
	4.x – current (19.x)
	Windows
	Mozilla
	http://www.mozilla.com/en-US/firefox/

	Web Browser
	Opera
	10.x – 12+.x
	Windows
	Opera
	http://www.opera.com/browser/

	Web Browser
	Chrome
	Ongoing Updates, Current 25+
	Windows
	Google
	https://www.google.com/intl/en/chrome/browser/features.html


Mobile Applications by Operating System

Apple iOS

	Application Type
	Application Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Database
	Bento
	4.x – 5.x
	Apple iOS
	Filemaker
	http://www.filemaker.com/products/bento/

	Office Suite
	iWork
	4.x – 5.x
	Apple iOS 
	Apple
	http://www.apple.com/iwork/

	PDF Documents
	Adobe Reader
	4.x – 5.x
	Apple iOS
	Adobe
	http://www.adobe.com/products/reader-mobile.html

	PDF Documents
	PDF Expert
	4.x – 5.x
	Apple iOS
	Readdle
	http://readdle.com/products/pdfexpert_iphone/

	Web Browser
	Safari
	4.x – 5.x
	Apple iOS
	Apple
	http://www.apple.com/safari/


Android

	Application Type
	Application Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Database
	HanDBase
	5+.x
	Android
	DDH Software
	http://www.filemaker.com/products/bento/

	Office Suite
	Quickoffice Pro
	1.x – 2+.x
	Android
	Google
	https://play.google.com/store/apps/details?id=com.qo.android.am3

	PDF Documents
	Adobe Reader
	9.x – 11+.x
	Android
	Adobe
	http://www.adobe.com/products/reader-mobile.html

	Web Browser
	Firefox
	4.x – current (19.x)
	Android
	Mozilla


	https://play.google.com/store/apps/details?id=org.mozilla.firefox

	Web Browser
	Chrome
	Ongoing Updates, Current 25+
	Android
	Google
	https://play.google.com/store/apps/details?id=com.android.chrome


Windows Phone

	Application Type
	Application Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Office Suite
	Office Mobile
	2010
	Windows Phone
	Microsoft
	http://www.windowsphone.com/en-US/how-to/wp8/office/office-hub

	PDF Documents
	Adobe Reader
	11+.x
	Windows Phone
	Adobe
	http://blogs.adobe.com/readermobile/2012/12/13/adobe-reader-for-windows-8-tablets/

	Web Browser
	Internet Explorer Mobile
	8.x – 10+.x
	Windows Phone
	Microsoft
	http://www.windowsphone.com/en-US/how-to/wp8/web/use-internet-explorer


Independent Assistive Technologies by platform

Linux

	Assistive Technology Type
	Assistive Technology Name
	Versions Supported
	Operating System

	Vendor
	Vendor Website

	Screen Reader
	Orca
	Part of GNOME Platform
	Linux
	GNOME Project
	https://live.gnome.org/Orca


Macintosh

	Assistive Technology Type
	Assistive Technology Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Braille Translation and Embossing
	Duxbury Braille Translator
	10.7 - 11.1+
	Macintosh
	Duxbury Systems
	http://www.duxburysystems.com/dbt.asp

	Screen Reader
	VoiceOver
	Part of Macintosh OSX
	Macintosh
	Apple
	http://www.apple.com/accessibility/voiceover/

	Screen Magnification
	ZoomText
	1+.x
	Macintosh
	AI Squared


	http://www.aisquared.com/zoomtextmac

	Voice Recognition
	Dragon Dictate
	2.x -  3+.x
	Macintosh
	Nuance
	http://www.nuance.com/for-individuals/by-product/dragon-for-mac/index.htm


Windows

	Assistive Technology Type
	Assistive Technology Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Braille Translation and Embossing
	Duxbury Braille Translator
	10.7 - 11.1+
	Windows
	Duxbury Systems
	http://www.duxburysystems.com/dbt.asp

	Screen Reader
	JAWS for Windows
	10.0 – 14+.0
	Windows
	Freedom Scientific
	http://www.freedomscientific.com/products/fs/jaws-product-page.asp

	Screen Reader
	Window-Eyes
	7.2 – 8.1+
	Windows
	GW Micro
	http://www.gwmicro.com/Window-Eyes/

	Screen Reader
	NVDA
	2010 – 2012+
	Windows
	NVDA
	http://www.nvda-project.org/

	Screen Magnification
	ZoomText
	9.0 – 10+.x
	Windows
	AI Squared
	http://www.aisquared.com/zoomtext/

	Screen Magnification
	MAGic
	10.0 – 12+.0
	Windows
	GW Micro
	http://www.freedomscientific.com/fs_products/software_magic.asp

	Text to Speech
	Kurzweil
	1000 V11 – 12+
	Windows
	Kurzweil Educational Systems
	http://www.kurzweiledu.com/kurz1000.html

	Voice Recognition
	Dragon Naturally Speaking Professional
	10.0 – 12+.x
	Windows
	Nuance
	http://www.nuance.com/for-individuals/by-product/dragon-for-mac/index.htm


Apple iOS

	Assistive Technology Type
	Assistive Technology Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Screen Magnification
	ZoomText
	1+.x
	Apple iOS
	AI Squared
	http://www.aisquared.com/news/more/zoomreader_for_all_ios_devices/

	Voice Recognition
	Dragon Dictate
	2.x -  3+.x
	Apple iOS
	Nuance
	http://www.nuancemobilelife.com/apps/dragon-dictation


Android

	Assistive Technology Type
	Assistive Technology Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Screen Reader
	Mobile Speak
	4.x – 5+.x
	Android
	Code Factory
	http://www.codefactory.es/en/products.asp?id=316#2flav

	Screen Reader
	Mobile Accessibility
	1+.x
	Android
	Code Factory
	http://www.codefactory.es/en/products.asp?id=415#Intro

	Voice Recognition
	Dragon Go!
	1+.x
	Android
	Nuance
	http://www.nuancemobilelife.com/apps/dragon-go


Windows Mobile

	Assistive Technology Type
	Assistive Technology Name
	Versions Supported
	Operating System
	Vendor
	Vendor Website

	Screen Reader
	Mobile Speak
	4.x – 5+.x
	Windows Mobile
	Code Factory
	http://www.codefactory.es/en/products.asp?id=316#2flav


ATTACHMENT E– COST TABLES
REMINDER: Bidders shall submit one (1) clearly marked Original Pricing Response, nineteen (19) complete paper copies of the Original Pricing Response, and one electronic copy of the original Pricing Response in PDF format by April 8, 2014, 5:00 p.m., Eastern Daylight Time (EDT).    Bidders shall not include any pricing information in its technical response submission.
Instructions for completing Cost Tables

Bidders are reminded that the pricing for each and every service and commodity required to be furnished under the RFR shall be set forth on this Attachment E- Cost Tables.   

For any and all equipment or services that are not set forth on this Attachment E- Cost Tables, but that may be requested by the State 911 Department during the term of the contract, and any renewal thereof, the contractor shall provide a detailed, itemized cost estimate for such equipment and/or services that separately displays each component cost, installation cost, maintenance and monitoring cost, and any other cost. 

Bidders shall include a cost for each cost element identified on this Attachment E- Cost Tables.  Bidders shall NOT attempt to incorporate costs in other cost elements and indicate that such costs are included in another cost element.  The Cost Tables in their entirety shall be completed.  If there is no cost for a noted cost element, the bidder shall clearly indicate “no cost” for that element.  Further, bidders may NOT modify the cost table in any way, except that the cell height may be expanded to allow for sufficient space for the entry of the response.  Any response that modifies the costs table (other than indicated above) may be considered non-responsive and be given no further evaluation.
Should the bidder’s response to Attachment R– List of Components for Comprehensive Solution contain an additional specification(s) or component(s) that is not addressed in the RFR, the bidder shall provide a detailed cost proposal for the identified specification(s) or component(s).   The pricing shall, at a minimum, clearly identify the additional specification or component, a unit cost, a monthly cost, and the total costs for the applicable duration through June 30, 2019. In addition, bidders shall, for any and all additional costs that are required to fulfill the contractor’s obligations under the contract that are not able to be identified at the time of the bid response, identify the cost category for each and every  such additional cost.  The State 911 Department reserves the right to accept or reject any portion of such additional goods and services offered.  Failure to provide any required cost category item may result in the contractor providing such goods and/or services at no cost to the Commonwealth.  All costs proposed for additional specification(s), component(s) and proposed cost categories shall be attached to bidder’s pricing proposal and shall be clearly titled “Supplement to Attachment E– Cost Tables.”  
Charges and fees not directly related to service are prohibited.  Examples of prohibited charges include:
· State and Federal tax,

· Tax recovery charge,

· Universal Service Fund contribution,

· Subscriber Line Charge,

· End User Common Line charge,

· Carrier Access Recovery Charge,

· Carrier Line Charge or Assessment,

· Administrative Expense Fee,

· Shipping or freight charges,

· Late Payment Fees not in compliance with the Bill Paying 

Policy of the Comptroller of the Commonwealth, and
· Any other charges not specifically required by statute or regulation.

It is the expectation of the State 911 Department that the contractor will propose decreasing costs based on total volume generated by the State 911 Department. As the total volume generated by the State 911 Department reaches certain thresholds (tiers), the cost per item for the proposed services should decrease.  

Travel, commuting, meals and all other travel related expenses are not allowed.
All costs shall be inclusive of all charges, including shipping and delivery charges.  Shipping shall be FOB Destination, Freight Prepaid.  
No remedies shall be added into the price or cost of the contract.
Further, should the State 911 Department change PSAP sites and/or positions during the term of the contract, bidders are advised that the monthly invoiced amount shall reflect an adjustment using the applicable unit cost noted to reflect the number of PSAPs supported under this contract to determine the overall monthly cost.

Finally, the dates contained within Attachment E- Cost Tables, Recurring Costs, are intended to align with the project schedule and to allow for a consistent pricing approach.  Bidders are advised, however, that the unit price will be incurred effective as of the commencement date for the service as approved by the State 911 Department. 

NON-RECURRING COSTS
	Milestone 1: System Design and Test Plan Development

	Deliverable/Task Number
	Milestone Payment

	1.1 System Design
	

	1.1.1
	

	1.1.2
	

	1.1.3
	

	1.1.4
	

	1.1.5
	

	1.2 Test Plan Development
	

	1.2.1
	

	1.2.2
	

	1.2.3
	

	1.2.4
	

	1.2.5
	

	1.2.6
	

	TOTAL COST MILESTONE 1: System Design and 
Test Plan Development 
	

	Milestone 2: Laboratory Trial and Testing

	Deliverable/Task Number
	Milestone  Payment

	2.1 Laboratory Trial and 

Testing Setup
	

	2.1.1
	

	2.1.2
	

	2.2 Laboratory Testing
	

	2.2.1
	

	2.2.2
	

	2.2.3
	

	2.2.4
	

	2.2.5
	

	2.2.6
	

	2.3 Change Management Protocol Development
	

	2.3.1
	

	2.4 Finalize Network Design and Pilot Deployment  Plan
	

	2.4.1
	

	2.4.2
	

	2.5 Training Plan Development
	

	2.5.1
	

	2.5.2
	

	2.5.3
	

	2.6 Pilot Deployment Documentation and Processes
	

	2.6.1
	

	2.6.2
	

	TOTAL COST MILESTONE 2: 

Laboratory Trial and Testing
	


	Milestone 3: Data Center Installations and Pilot Deployment

	Deliverable/Task Number
	Milestone Payment

	3.1 Data Center Installations
	

	3.1.1
	

	3.1.2
	

	3.1.3
	

	3.1.4
	

	3.2 Training Center Installation
	

	3.2.1
	

	3.3 PSAP Pilot Deployment
	

	3.3.1
	Not applicable – Milestone payments will be made upon acceptance of each Pilot PSAP.   Payment amounts shall be in the amount set forth in the PSAP Deployment Cost Table below.

	3.3.2
	Not applicable – Milestone payments will be made upon acceptance of each Pilot PSAP.   Payment amounts shall be in the amount set forth in the PSAP Deployment Cost Table below.

	TOTAL COST MILESTONE 3:   (3.1 and 3.2) Data Center

 Installation and Pilot Deployment 
	


	MILESTONE4: PSAP Deployment

	PSAP Configuration*
	Quantity
	Cost Per PSAP
	Total Cost 

	2 Position PSAP
	149
	
	

	3 Position PSAP
	55
	
	

	4 Position PSAP
	25
	
	

	5 Position PSAP
	3
	
	

	6 Position PSAP
	7
	
	

	7 Position PSAP
	3
	
	

	8 Position PSAP
	2
	
	

	9 Position PSAP
	2
	
	

	13 Position PSAP
	1
	
	

	14 Position PSAP
	1
	
	

	21 Position PSAP
	1
	
	

	45 Position  PSAP
	1
	
	

	Mobile PSAP
	1
	
	

	TOTAL COST: PSAP DEPLOYMENT
	


*Noted pricing shall be for a standard configuration.  Components not included in the standard configuration will processed in compliance with costs identify elsewhere on this Attachment E- Cost Tables or agreed upon costs for additional services as defined within the RFR.
	
OPTIONAL PRICE: Provision of Third Data Center 

	Total cost for the provision of a third data center as set forth in Section 8.5 of this RFR
	


	Normalization of GIS DATA 

	Total cost for normalization of GIS data required for implementation as set forth in Section 8.6.7 of this RFR
	


	PROJECT MANAGEMENT

	Contract Manager 

(as set forth in Section 8.9.1)
	Monthly Fee
	Total Cost 

(July 1, 2014 –June 30, 2016)

	
	
	

	Project Manager 

(as set forth in Section 8.9.2)
	Monthly Fee
	Total Cost 

(July 1, 2014 –June 30, 2016)

	
	
	

	TRAINING

	Training Material
	Cost

	Review and Customization of Training Material (as set forth in Section 8.12.1)
	

	Training
	Cost per Class

	Operations Training 
(as set forth in Section 8.12.2)
	

	Conversion Training 
(as set forth in Section 8.12.3)
	

	Refresher Training 
(as set forth in Section 8.12.3)
	

	Administrator Training 
(as set forth in Section 8.12.4)

	


RECURRING COSTS
	Customer Support

	Help Desk
	Monthly Fee
	Total Cost 

(February 1, 2015– June 30, 2019)

	
	
	

	NOC
	Monthly Fee
	Total Cost 

(February 1, 2015– June 30, 2019)

	
	
	

	Total Cost 

Customer Support
	
	


	Network- Operation and Management and Monitoring 

	
	Recurring  Cost Per Position 

per Month
	Sub-Total Cost 

Per Month
	Total Cost 

(February 1, 2015– June 30, 2019)

	Operation and Management 
	
	
	

	Monitoring
	
	
	

	Total Cost

Network
	N/A
	
	


NETWORK- MONTHLY CIRCUIT COSTS

THE BIDDER SHALL IDENTIFY ITS PROPOSED SOLUTION FOR THE PROVISION OF PSAP CIRCUITS FOR EACH OF THE CATEGORIES OF PSAP ANSWERING POSITIONS.  THE PROPOSED SOLUTION SHALL SUPPORT THE RECOMMENDED BANDWIDTH NOTED BY THE BIDDER.  BIDDERS ARE ADVISED THAT THE PROPOSED SOLUTION IDENTIFIED HEREIN SHALL BE UTILIZED FOR IMPLEMENTATION OF THE NEXT GENERATION 911 SYSTEM, UNLESS OTHERWISE DIRECTED BY THE STATE 911 DEPARTMENT.  BIDDERS ARE CAUTIONED TO ENSURE THAT THE PROPOSED SOLUTION IS VIABLE AND BEST VALUE.  

	NETWORK – MONTHLY CIRCUIT COSTS- PRIMARY PATH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Proposed Solution

(Circuit Type )
	Monthly Recurring Cost

	1 (Limited Secondary PSAP)
	
	
	
	

	2 – 3
	
	
	
	

	4 – 6
	
	
	
	

	7 - 10
	
	
	
	

	11 - 15
	
	
	
	

	15  - 20
	
	
	
	

	21 – 25
	
	
	
	

	26 - 30
	
	
	
	

	31 - 35
	
	
	
	

	36 - 40
	
	
	
	


	NETWORK – MONTHLY CIRCUIT COSTS- PRIMARY PATH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Proposed Solution

(Circuit Type )
	Monthly Recurring Cost

	41 - 45
	
	
	
	

	46 - 50
	
	
	
	

	51 +
	
	
	
	


	NETWORK – MONTHLY CIRCUIT COSTS - SECONDARY PATH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Proposed Solution

(Circuit Type )
	Monthly Recurring Cost

	1 (Limited Secondary PSAP)
	
	
	
	

	2 – 3
	
	
	
	

	4 – 6
	
	
	
	

	7 - 10
	
	
	
	

	11 - 15
	
	
	
	

	15  - 20
	
	
	
	

	21 – 25
	
	
	
	

	26 - 30
	
	
	
	

	31 - 35
	
	
	
	

	36 - 40
	
	
	
	

	41 - 45
	
	
	
	

	46 - 50
	
	
	
	

	51 +
	
	
	
	


	NETWORK – MONTHLY CIRCUIT COSTS - TERTIARY PATH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Proposed Solution

(Circuit Type )
	Monthly Recurring Cost

	1 (Limited Secondary PSAP)
	
	
	
	

	2 – 3
	
	
	
	

	4 – 6
	
	
	
	

	7 - 10
	
	
	
	

	11 - 15
	
	
	
	

	15  - 20
	
	
	
	

	21 – 25
	
	
	
	

	26 - 30
	
	
	
	

	31 - 35
	
	
	
	

	36 - 40
	
	
	
	

	41 - 45
	
	
	
	

	46 - 50
	
	
	
	

	51 +
	
	
	
	


IN ADDITION, BIDDERS SHALL IDENTIFY ANY AND ALL MEANS OF PROVISIONING THE RECOMMENDED BANDWIDTH FOR EACH OF THE CATEGORIES OF PSAP ANSWERING POSITIONS.  BIDDERS SHALL ALSO BE REQUIRED TO IDENTIFY THE MONTHLY RECURRING COST ASSOCIATED WITH SAID CIRCUIT TYPE.  BIDDERS MAY MODIFY THE TABLE TO IDENTIFY ADDITIONAL MEANS OF PROVISIONING THE RECOMMENDED BANDWIDTH IF THE SPACE PROVIDED IS INSUFFICIENT.  NO OTHER CHANGES TO THE COST TABLES SHALL BE MADE.

	NETWORK – SOLUTIONS FOR PROVISIONING RECOMMENDED BANDWIDTH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Circuit Type
	Monthly Recurring Cost

	1 (Limited Secondary PSAP)
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	2 – 3
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	NETWORK – SOLUTIONS FOR PROVISIONING RECOMMENDED BANDWIDTH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Circuit Type
	Monthly Recurring Cost

	4 – 6
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	7 – 10
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	NETWORK – SOLUTIONS FOR PROVISIONING RECOMMENDED BANDWIDTH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Circuit Type
	Monthly Recurring Cost

	11 - 15
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	15 -20
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	NETWORK – SOLUTIONS FOR PROVISIONING RECOMMENDED BANDWIDTH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Circuit Type
	Monthly Recurring Cost

	21 - 25
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	26 - 30
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	NETWORK – SOLUTIONS FOR PROVISIONING RECOMMENDED BANDWIDTH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Circuit Type
	Monthly Recurring Cost

	31 - 35
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	36 - 40
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	NETWORK – SOLUTIONS FOR PROVISIONING RECOMMENDED BANDWIDTH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Circuit Type
	Monthly Recurring Cost

	41 -45
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	46 - 50
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	NETWORK – SOLUTIONS FOR PROVISIONING RECOMMENDED BANDWIDTH

	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 
	Circuit Type
	Monthly Recurring Cost

	51 +

	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Data Centers

	Tier III Facility 
	Monthly Fee 
	Quantity


	Total Cost 

(November 1, 2014 – June 30, 2019)

	
	
	2
	

	Maintenance of Applications and Appliances 
	Monthly Fee
	
	Total Cost 

(November 1, 2015 – June 30, 2019)

	
	
	2
	

	Monitoring of Applications and Appliances
	Monthly Fee
	
	Total Cost 

(November 1, 2014 –June 30, 2019)

	
	
	2
	

	Total Cost

Data Center
	
	N/A
	


	DATA CENTERS (2) NETWORK CONNECTIVITY – PRIMARY PATH

	
	RECOMMENDED 

BANDWIDTH
	CIRCUIT TYPE
	MONTHLY RECURRING COST

	Aggregated ESInet Connections to PSAPs
	
	
	

	Connections between Data Centers
	
	
	

	Connections to the Public Internet
	
	
	

	Connections to the existing Selective Routers
	
	
	

	Total Monthly Recurring Cost 
	
	
	


	DATA CENTERS (2) NETWORK CONNECTIVITY – SECONDARY PATH

	
	RECOMMENDED 

BANDWIDTH
	CIRCUIT TYPE
	MONTHLY RECURRING COST

	Aggregated ESInet Connections to PSAPs
	
	
	

	Connections between Data Centers
	
	
	

	Connections to the Public Internet
	
	
	

	Connections to the existing Selective Routers
	
	
	

	Total Monthly Recurring Cost 
	
	
	


	DATA CENTERS (2) NETWORK CONNECTIVITY – TERTIARY PATH

	
	RECOMMENDED 

BANDWIDTH
	CIRCUIT TYPE
	MONTHLY RECURRING COST

	Aggregated ESInet Connections to PSAPs
	
	
	

	Connections between Data Centers
	
	
	

	Connections to the Public Internet
	
	
	

	Connections to the existing Selective Routers
	
	
	

	Total Monthly Recurring Cost 
	
	
	


	Legacy PSAP Gateway

	Provision of Legacy PSAP Gateway (as set forth in   Section 8.7.11.2 of this RFR)
	Monthly Fee
	Total Cost 

(February 1, 2015 –June 30, 2019)

	
	
	


	Database Services

	Provision of Database Services (as set forth in Section 8.7.13 of this RFR)
	Cost per 1,000 Records per month
	Total Cost 
Per Month
	Total Cost 

(February 1, 2015 – June 30, 2019)

	
	
	
	

	Subscription Services (as set forth in Section 8.7.13 of this RFR)
	Cost per 1,000 Records: 

Daily Update
	Cost per 1,000 Records: Weekly Update
	Cost per 1,000 Records: One-Time Extract 

	
	
	
	


	Customer Premises Equipment Maintenance and Monitoring

	
	Cost 

Per PSAP

Per Month
	Quantity
	Total 

Cost 

Per Month
	Total Cost

(February 1, 2015 – June 30, 2019)

	Maintenance 
	
	823
	
	

	Monitoring
	
	823
	
	

	Total Cost

CPE Maintenance

And Monitoring
	
	N/A
	
	


	MOBILE PSAP

	
	Unit
	Per Unit Cost
	Total Cost (August 1, 2015 – June 30, 2019)

	MAINTENANCE

	
	Monthly 
	
	

	MONITORING

	Standby Monitoring (not deployed)
	Monthly 
	
	

	Active Monitoring (deployed)
	Daily 
	
	Not Applicable

	Active Monitoring (deployed)
	Weekly
	
	Not Applicable

	Active Monitoring (deployed)
	Monthly
	
	Not Applicable

	Active Monitoring (deployed)
	Multiple Months
	
	Not Applicable

	Total Cost

Mobile PSAP
	N/A
	
	


	GRAND TOTAL:

RECURRING COSTS 

(CUSTOMER SUPPORT, NETWORK, DATA CENTERS, LEGACY PSAP GATEWAY, DATABASE, MAINTENANCE & MONITORING OF CPE,       MOBILE PSAP) 
	


	Optional Third Data Center

	Tier III Facility
	Monthly Fee
	Total Cost 

(February 1, 2015–June 30, 2019)

	
	
	

	Maintenance 
	Monthly Fee
	Total Cost 

(February, 2015 –June 30, 2019)

	
	
	

	Monitoring
	Monthly Fee
	Total Cost 

(February 1, 2015–June 30, 2019)

	
	
	

	Total Cost

Optional Data Center
	
	


	Optional Third Data Center Network Connectivity – PRIMARY PATH

	
	RECOMMENDED 

BANDWIDTH
	CIRCUIT TYPE
	MONTHLY RECURRING COST

	Aggregated ESInet Connections to PSAPs
	
	
	

	Connections between Data Centers
	
	
	

	Connections to the Public Internet
	
	
	

	Connections to the existing Selective Routers
	
	
	

	Total Monthly Recurring Cost 
	
	
	


	Optional Third Data Center Network Connectivity – SECONDARY PATH

	
	RECOMMENDED 

BANDWIDTH
	CIRCUIT TYPE
	MONTHLY RECURRING COST

	Aggregated ESInet Connections to PSAPs
	
	
	

	Connections between Data Centers
	
	
	

	Connections to the Public Internet
	
	
	

	Connections to the existing Selective Routers
	
	
	

	Total Monthly Recurring Cost 
	
	
	


	Optional Third Data Center Network Connectivity – TERTIARY PATH

	
	RECOMMENDED 

BANDWIDTH
	CIRCUIT TYPE
	MONTHLY RECURRING COST

	Aggregated ESInet Connections to PSAPs
	
	
	

	Connections between Data Centers
	
	
	

	Connections to the Public Internet
	
	
	

	Connections to the existing Selective Routers
	
	
	

	Total Monthly Recurring Cost 
	
	
	


	Project Management

	Contract Manager 

(as set forth in Section 8.9.1)
	Hourly Fee
	Total Cost 

(July 1, 2016 –June 30, 2019)

	
	
	

	Project Manager 

(as set forth in Section 8.9.2)
	Hourly Fee
	Total Cost 

(July 1, 2016 –June 30, 2019)

	
	
	


	Time and Material Rates

	Personnel Category
	Level of Expertise
	Hourly Rate 

	Network Architect


	
	

	Network Engineer


	
	

	Technician I

	
	

	Technician II

	
	

	Field Technician I

	
	

	Field Technician II


	
	

	Supervisory Service Technician/Manager

	
	

	Electrician – Apprentice


	
	

	Electrician


	
	


	Time and Material Rates

	Personnel Category
	Level of Expertise
	Hourly Rate 

	Master Electrician


	
	

	Cabling Technician


	
	


	Customer Premises Equipment

	New 2 Position PSAP 

(standard configuration)
	UNIT COST

	Hardware


	

	Hardware Installation


	

	Software


	

	Software Installation


	

	Additional PSAP Position

(standard configuration)
	UNIT COST

	Hardware


	

	Hardware Installation


	

	Software


	

	Software Installation


	


	Limited Secondary PSAP
Customer Premises Equipment

	
	UNIT COST

	Hardware
	

	Hardware Installation
	

	Software
	

	Software Installation
	


	Optional Components


	
	Unit Cost
	Monthly Maintenance Cost

	Administrative Position

	
	

	Audio Monitoring

	
	

	Black & White Laser Jet Printer 
(equivalent to HP P2035)
	
	

	Color Laser Jet Printer
(equivalent to HP Pro 400)
	
	

	Digital Logging Recorder
(i3 Compliant)
	
	

	Headset – wired

	
	

	Headset – wireless

	
	

	Handset – wired

	
	

	Keyboard – wired

	
	

	Keyboard Arbitrator

	
	

	Monitor(equivalent to make/model provided with system)
	
	

	Mouse – wired

	
	

	Network Equipment
(Routers, Switches, Firewalls, Intrusion Protection/Intrusion Detection)
	
	

	PC cable extension kit for video, keyboard and mouse
	
	

	PC Speakers

	
	

	Remote Ringer

	
	

	Administrative IP Phone Set

	
	

	Uninterruptable  Power Supply  for a 1 Position PSAP
	
	

	Optional Components


	
	Unit Cost
	Monthly Maintenance Cost

	Uninterruptable  Power Supply  for a 2 Position PSAP

	
	

	Uninterruptable  Power Supply  for a 3 Position PSAP
	
	

	Uninterruptable  Power Supply for a 4 Position PSAP
	
	

	Uninterruptable  Power Supply for a 5 Position PSAP
	
	

	Uninterruptable  Power Supply for a 6 Position PSAP
	
	

	Uninterruptable  Power Supply for a 7 Position PSAP
	
	

	Uninterruptable  Power Supply for a 8 Position PSAP
	
	

	Uninterruptable  Power Supply for a 9 Position PSAP
	
	

	Uninterruptable  Power Supply  for a 10 Position PSAP
	
	

	Uninterruptable  Power Supply for a 11 Position PSAP
	
	

	Uninterruptable  Power Supply  for a 12 Position PSAP

	
	

	Uninterruptable  Power Supply for a 13 Position PSAP

	
	

	Uninterruptable  Power Supply for a 14 Position PSAP
	
	

	Optional Components


	
	Cost
	Monthly Maintenance Cost

	Uninterruptable  Power Supply  for a 15 Position PSAP
	
	

	Uninterruptable  Power Supply for a 21 Position PSAP
	
	

	Uninterruptable  Power Supply for a 45 Position PSAP
	
	


ATTACHMENT F-
PSAP NETWORK BANDWIDTH
	Number of 911 Answering Positions
	Minimum PSAP Bandwidth Required for Next Generation 911 Payload
	Recommended Bandwidth 

	1 (Limited Secondary PSAP)
	
	

	2 – 3
	
	

	4 – 6
	
	

	7 – 10
	
	

	11 – 15
	
	

	15 - 20
	
	

	21 – 25
	
	

	26 – 30
	
	

	31 – 35
	
	

	36 – 40
	
	

	41 -45
	
	

	46 – 50
	
	

	51 +
	
	


ATTACHMENT G - SECONDARY PSAP DATA
	SECONDARY PSAP
	CITY
	ZIP CODE
	# OF POSITIONS

	AMR - Natick
	Natick
	01760
	2

	Boston Fire Alarm*
	Boston 
	02116
	21

	Chicopee Fire
	Chicopee
	01020
	2

	Fallon Ambulance
	Quincy
	02169
	2

	Lynn FD
	Lynn
	01905
	2

	Springfield Fire* 
	Springfield
	01105
	8

	UMass Medical Center
	Worcester
	01655
	2

	West Springfield Fire 
	West Springfield
	01089
	2

	Worcester Fire*
	Worcester
	01605
	7


*Sites are included in the deployment schedule.

ATTACHMENT H- LIMITED SECONDARY PSAP DATA
	LIMITED 
SECONDARY PSAP
	CITY/TOWN
	ZIP CODE

	Amesbury Fire
	Amesbury
	01913

	Ashland Fire
	Ashland
	01721

	Athol Fire
	Athol
	01331

	Attleboro Fire
	Attleboro
	02703

	Beverly Fire
	Beverly
	01915

	Billerica Fire
	Billerica
	01821

	Bourne Police
	Bourne
	02532

	Braintree Fire
	Braintree
	02184

	Brewster Police
	Brewster
	02631

	Bridgewater Fire
	Bridgewater
	02324

	Brockton Fire
	Brockton
	00000

	Burlington Fire
	Burlington
	01803

	Canton Fire
	Canton
	02021

	Carver Fire
	Carver
	02330

	Centerville FD
	Centerville
	02632

	Chatham Fire
	Chatham
	02633

	Chatham Police
	Chatham
	02633

	Clinton Fire
	Clinton
	01510

	Dracut Fire
	Dracut
	01826

	Dudley Fire
	Dudley
	01571

	East Bridgewater Fire
	East Bridgewater
	02333

	Falmouth Fire
	Falmouth
	02540

	Fitchburg Fire
	Fitchburg
	01420

	Framingham Fire
	Framingham
	01701

	Franklin FD
	Franklin
	02038

	Gardner Fire
	Gardner
	01440

	Gloucester Fire
	Gloucester
	01930

	Greenfield Fire
	Greenfield
	01301

	Harwich Fire

	Harwich
	02645

	LIMITED 
SECONDARY PSAP
	CITY/TOWN
	ZIP CODE

	Harwich Police
	Harwich
	02645

	Holliston Fire
	Holliston
	01746

	Holyoke Fire
	Holyoke
	01040

	Hopedale PD
	Hopedale
	01747

	Hopkinton Fire
	Hopkinton
	01748

	Hyannis FD
	Hyannis
	02601

	Lakeville FD
	Lakeville
	02347

	Leominster Fire
	Leominster
	01453

	Longmeadow Fire
	Longmeadow
	01106

	Ludlow Fire
	Ludlow
	01056

	Lynnfield Fire Dept. 
	Lynnfield
	01940

	Malden Fire 
	Malden
	02148

	Marshfield Fire
	Marshfield
	02050

	Mashpee Police
	Mashpee
	0649

	Maynard FD
	Maynard
	01754

	Melrose Fire 
	Melrose
	02176

	Methuen Fire
	Methuen
	01844

	Middleboro Fire
	Middleboro
	02346

	Monson Fire
	Monson
	01057

	Montague Fire
	Montague
	01376

	Needham Fire
	Needham
	02492

	New Bedford Fire
	New Bedford
	02740

	Newburyport FD
	Newburyport
	01950

	North Attleboro Fire
	North Attleboro
	02760

	North Reading Fire
	North Reading
	01864

	Northbridge FD
	Whitinsville
	01588

	Norwood FD
	Norwood
	02062

	Onset Fire
	Onset
	02558

	Orange
	Orange
	01364

	Orleans
	Orleans
	2653

	Peabody Fire
	Peabody
	01960

	Pembroke Fire 
	Pembroke
	02356


	LIMITED SECONDARY PSAP
	CITY/TOWN
	ZIP

CODE

	Plymouth Fire 
	Plymouth
	02360

	Quincy Fire
	Quincy
	02169

	Randolph Fire 
	Randolph
	02368

	Raynham Fire 
	Raynham
	02767

	Revere Police
	Revere
	02151

	Rockland Fire
	Rockland
	02370

	Salem Fire
	Salem
	01970

	Salisbury Fire 
	Salisbury
	01952

	Sandwich Fire
	Sandwich
	02563

	Scituate Fire
	Scituate
	02066

	Shrewsbury Fire
	Shrewsbury
	01545

	Somerville Fire
	Somerville
	02143

	Southbridge Fire
	Southbridge
	01550

	Stoughton Fire
	Stoughton
	02072

	Sturbridge Fire 
	Sturbridge
	01566

	Sudbury Fire
	Sudbury
	01776

	Swansea Fire 
	Swansea
	02777

	Taunton Police
	Taunton
	02780

	Ware Fire
	Ware
	01082

	Wareham Fire
	Wareham
	02571

	Webster Fire 
	Webster
	01570

	Wellfleet
	Wellfleet
	02667

	West Bridgewater Fire
	West Bridgewater
	02379

	Westboro Fire
	Westboro
	01581

	Westford Fire
	Westford
	01886

	Weston Fire
	Weston
	02493

	Westport Fire 
	Westport
	02493

	Weymouth Fire 
	Weymouth
	02189

	Winthrop Fire
	Winthrop
	02152

	Woburn Fire 
	Woburn
	01801

	Yarmouth Fire
	Yarmouth
	02664


ATTACHMENT I- 
GIS DATA AND DATA SCHEME
SEE ATTACHMENT TO SOLICITATION TITLED 

ATTACHMENT I– GIS DATA AND DATA SCHEME
ATTACHMENT J– ALI FORMAT
WIRELINE EXAMPLE
206

RESD   10:00   06/09

(978) 555-0911   COID=VERIZ

ROGERS, FRED

    209

MARLBOROUGH

APT 2

NEWTON      MA

CI

ESN=138     MTN: 978-555-0911

LAT:                LON:

ELV:      COF:          COP:

NEWTON POLICE

NEWTON FIRE

NEWTON EMS

WIRELESS EXAMPLE
206

WPH2   13:03   02/07

(401) 555-0911   COID=

T-MOBILE USA (973)292-8911

  165

  BEETLE RD

SE SECTOR

MARLBOROUGH       MA

ESN=603     MTN:508-511-5037

LAT:+042.5 LON:-071.573610

ELV:0000       COF:33        COP:082

Region 3

Region 3

Region 3

PLEASE ALSO SEE ATTACHMENT TO SOLICITATION TITLED 
ATTACHMENT J– ALI FORMAT
ATTACHMENT K1- PRIMARY PSAP, 

REGIONAL PSAP, AND RECC DATA (UPDATED)
Note:  All PSAPs have one 1- Way Line.
	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	2 WAY LINES

	Abington Police
	Abington  
	02351
	PRIMARY
	2
	4
	4
	4

	Acton Police
	Acton
	01720
	PRIMARY
	3
	8
	4
	4

	Acushnet Police
	Acushnet
	02743
	PRIMARY
	2
	4
	4
	4

	Adams Police
	Adams
	01220
	PRIMARY
	2
	4
	4
	4

	Agawam Police
	Agawam
	01030
	PRIMARY
	3
	5
	4
	4

	Amherst Public Safety
	Amherst
	01002
	PRIMARY
	4
	6
	4
	4

	Amesbury Police
	Amesbury
	01913
	PRIMARY
	2
	4
	4
	4

	Andover Police
	Andover
	01810
	PRIMARY
	4
	5
	4
	4

	Arlington Communications
	Arlington
	02474
	PRIMARY
	3
	5
	4
	4

	Ashburnham Police
	Ashburnham
	01430
	PRIMARY
	2
	4
	4
	4

	Ashby Police
	Ashby
	01431
	PRIMARY
	2
	4
	4
	4

	Ashland Police
	Ashland
	01721
	PRIMARY
	2
	4
	4
	4

	Athol Police
	Athol Fire
	01331
	PRIMARY
	2
	4
	4
	4

	Attleboro Police
	Attleboro
	02703
	PRIMARY
	3
	5
	4
	4

	Auburn Police
	Auburn
	01501
	PRIMARY
	2
	4
	4
	4

	Avon Police
	Avon
	02322
	PRIMARY
	2
	4
	4
	4

	Ayer Police
	Ayer
	01432
	PRIMARY
	2
	8
	4
	4

	Barnstable County Sheriff
	Otis AFB 
	02542
	REGIONAL
	6
	10
	6
	6

	Barnstable Police
	Barnstable
	02601
	PRIMARY
	4
	6
	4
	4

	Bedford Police
	Bedford
	01730
	PRIMARY
	2
	4
	4
	4

	Belchertown Police
	Belchertown
	01007
	PRIMARY
	2
	4
	4
	4

	Bellingham Police
	Belington
	02019
	PRIMARY
	2
	4
	4
	4

	Belmont Public Safety
	Belmont
	02478
	PRIMARY
	3
	5
	4
	4

	Berkley Police
	Berkley
	02779
	PRIMARY
	2
	4
	4
	4

	Berkshire Cty ECC Sheriff
	Berkshire
	01201
	RECC
	3
	6
	4
	4

	Beverly Police
	Beverly
	01915
	PRIMARY
	3
	5
	4
	4

	Berlin Police
	Berlin
	01503
	PRIMARY
	2
	4
	4
	4

	Billerica Police
	Billerica Fire
	01821
	PRIMARY
	3
	5
	4
	4

	Blackstone Police
	Blackstone
	01504
	PRIMARY
	2
	4
	4
	4

	Bolton Police
	Bolton
	01740
	PRIMARY
	2
	4
	4
	4

	Boston Police
	Boston 
	02120
	PRIMARY
	45
	24
	38
	38

	Bourne Police
	Bourne
	02532
	PRIMARY
	2
	4
	4
	4

	Boxborough Police
	Boxboro
	01719
	PRIMARY
	2
	4
	4
	4

	Boxford Police
	Boxford
	01921
	PRIMARY
	2
	4
	4
	4

	Boylston Police
	Boylston
	01505
	PRIMARY
	2
	4
	4
	4


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	2 WAY LINES

	Braintree Police
	Braintree
	02184
	PRIMARY
	4
	9
	5
	1

	Bridgewater Police
	Bridgewater
	02324
	PRIMARY
	3
	5
	4
	1

	Brockton Police
	Brockton
	02302
	PRIMARY
	5
	8
	4
	2

	Brookline Police
	Brookline
	02445
	PRIMARY
	4
	8
	4
	1

	Burlington Police
	Burlington
	01803
	PRIMARY
	3
	5
	4
	1

	Cambridge Communications
	Cambridge
	02142
	PRIMARY
	9
	8
	4
	2

	Canton Police
	Canton
	02021
	PRIMARY
	2
	4
	4
	1

	Carlisle Police
	Carlisle
	01741
	PRIMARY
	2
	4
	4
	1

	Carver Police
	Carver
	02330
	PRIMARY
	2
	4
	4
	1

	Charlton Police
	Charlton
	01507
	PRIMARY
	2
	4
	4
	1

	Chelmsford Police
	Chelmsford
	01824
	PRIMARY
	4
	6
	4
	1

	Chelsea Emergency Communications
	Chelsea
	02150
	PRIMARY
	4
	6
	6
	1

	Chicopee Police
	Chicopee
	01020
	PRIMARY
	4
	6
	4
	1

	Clinton Police
	Clinton
	01510
	PRIMARY
	2
	4
	4
	1

	Concord Police
	Concord
	01742
	PRIMARY
	3
	8
	4
	1

	Dalton Communications
	Dalton
	01226
	RECC
	2
	4
	4
	1

	Danvers Police
	Danvers
	01923
	PRIMARY
	3
	5
	3
	1

	Dartmouth Police
	Dartmouth
	02748
	PRIMARY
	3
	4
	4
	1

	Dedham Police
	Dedham
	02026
	PRIMARY
	3
	5
	4
	1

	Dennis Police
	Dennis
	02660
	PRIMARY
	2
	6
	4
	1

	Dighton Police
	Dighton
	02715
	PRIMARY
	2
	4
	4
	2

	Douglas Police
	Douglas
	01516
	PRIMARY
	2
	4
	4
	1

	Dover Police
	Dover
	02030
	PRIMARY
	2
	4
	4
	1

	Dracut Police
	Dracut
	01826
	PRIMARY
	3
	5
	4
	1

	Dudley Police
	Dudley
	01571
	PRIMARY
	2
	4
	4
	1

	Dukes County Sheriff
	Edgartown
	02539
	RECC
	4
	6
	4
	1

	Duxbury ECC
	Duxbury
	02332
	PRIMARY
	2
	4
	4
	1

	East Bridgewater Police
	East Bridgewater
	02333
	PRIMARY
	2
	6
	4
	1

	East Longmeadow Police

	East Longmeadow
	01028
	PRIMARY
	2
	4
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	# OF 2 WAY LINES

	Eastham Police
	Eastham
	02642
	PRIMARY
	2
	4
	4
	1

	Easthampton Police
	Easthampton
	01027
	PRIMARY
	2
	4
	4
	1

	Easton Police
	Easton
	02356
	PRIMARY
	3
	4
	4
	1

	Essex County 
	Middleton
	01949
	WIRELESS

	7
	
	22
	1

	Essex County RECC
	Middleton
	01949
	RECC
	6
	6
	
	1

	Everett Communications
	Everett
	02149
	PRIMARY
	4
	6
	4
	1

	Fairhaven Police
	Fairhaven
	02719
	PRIMARY
	2
	4
	4
	1

	Fall River Police
	Fall River
	02721
	PRIMARY
	6
	8
	4
	1

	Fitchburg Police
	Fitchburg
	01420
	PRIMARY
	3
	5
	4
	1

	Foxboro Police
	Foxboro
	02035
	PRIMARY
	2
	6
	4
	1

	Framingham Police
	Framingham
	01702
	PRIMARY
	4
	6
	4
	1

	Framingham State Police
	Framingham
	01702
	Sp Wireless
	13
	0
	25
	2

	Franklin Police
	Franklin
	02038
	PRIMARY
	3
	6
	4
	1

	Freetown Police
	Freetown
	02717
	PRIMARY
	2
	4
	4
	2

	Gardner Police
	Gardner
	01440
	PRIMARY
	2
	4
	4
	1

	Georgetown Police
	Georgetown
	01833
	PRIMARY
	2
	4
	4
	1

	Gloucester Police
	Gloucester
	01930
	PRIMARY
	4
	9
	6
	1

	Grafton Police
	Grafton
	01519
	PRIMARY
	2
	4
	4
	1

	Granby Police
	Granby
	01033
	PRIMARY
	2
	4
	4
	2

	Great Barrington Police
	Great Barrington
	01230
	PRIMARY
	2
	4
	4
	1

	Greenfield Police
	Greenfield
	01301
	PRIMARY
	2
	4
	4
	1

	Groton Police
	Groton
	01450
	RECC
	2
	8
	4
	1

	Groveland Police
	Groveland
	01834
	PRIMARY
	2
	4
	4
	1

	Hadley Police
	Hadley
	01035
	PRIMARY
	2
	4
	4
	1

	Halifax Police
	Halifax
	02338
	PRIMARY
	2
	4
	4
	1

	Hamilton
	Hamilton
	01982
	PRIMARY
	2
	4
	4
	1

	Hampden Police
	Hampton
	01036
	PRIMARY
	2
	4
	4
	1

	Hanover Police
	Hanover
	02339
	PRIMARY
	2
	4
	4
	1

	Hanscom AFB
	Hanscom AFB Bedford
	01731
	PRIMARY
	2
	4
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	# OF 2 WAY LINES

	Hanson Police
	Hanson
	02341
	PRIMARY
	2
	4
	4
	1

	Haverhill Police
	Haverhill
	01830
	PRIMARY
	4
	8
	4
	1

	Holbrook Police
	Holbrook
	02343
	REGIONAL
	3
	4
	4
	1

	Holden Police
	Holden
	01520
	PRIMARY
	2
	4
	4
	1

	Holliston Police
	Holliston
	01746
	PRIMARY
	2
	4
	4
	1

	Holyoke Police
	Holyoke
	01040
	PRIMARY
	3
	4
	5
	1

	Hopkinton Police
	Hopkinton
	01748
	PRIMARY
	3
	4
	4
	1

	Hudson Police
	Hudson
	01749
	PRIMARY
	2
	4
	4
	1

	Ipswich Police
	Ipswich
	01938
	PRIMARY
	2
	4
	4
	1

	Kingston Police
	Kingston
	02364
	PRIMARY
	2
	4
	4
	1

	Lakeville Police
	Lakeville
	02347
	PRIMARY
	2
	4
	4
	1

	Lawrence Police
	Lawrence
	01840
	PRIMARY
	6
	8
	4
	1

	Lee Communications
	Lee
	01238
	RECC
	2
	4
	4
	1

	Leicester Police
	Leicester
	01524
	PRIMARY
	2
	4
	4
	1

	Leominster Police
	Leominster
	01453
	PRIMARY
	3
	5
	4
	1

	Lexington Police
	Lexington
	02420
	PRIMARY
	3
	5
	4
	1

	Lincoln Police
	Lincoln
	01773
	PRIMARY
	2
	4
	4
	1

	Littleton Police
	Littleton
	01460
	PRIMARY
	2
	4
	4
	1

	Longmeadow Police
	Longmeadow
	01106
	PRIMARY
	2
	4
	4
	1

	Lowell Police
	Lowell
	01852
	PRIMARY
	6
	9
	5
	1

	Ludlow Police
	Ludlow Fire
	01056
	PRIMARY
	2
	4
	4
	1

	Lynn Police
	Lynn
	01902
	REGIONAL
	5
	8
	4
	3

	Lynnfield Police
	Lynnfield
	01940
	PRIMARY
	2
	4
	4
	1

	Malden Police
	Malden
	02148
	PRIMARY
	3
	6
	4
	1

	Manchester Police
	Manchester
	01944
	PRIMARY
	2
	4
	4
	1

	Mansfield Police
	Mansfield
	02048
	PRIMARY
	2
	4
	4
	1

	Marblehead Police
	Marblehead
	01945
	PRIMARY
	3
	5
	4
	1

	Marion Police
	Marion
	02738
	PRIMARY
	2
	4
	4
	1

	Marlboro Police
	Marlboro
	01752
	PRIMARY
	3
	5
	4
	1

	Marshfield Police
	Marshfield
	02050
	PRIMARY
	3
	5
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	# OF 2 WAY LINES

	Mattapoisett Police
	Mattapoisett
	02739
	PRIMARY
	2
	4
	4
	1

	Maynard Police
	Maynard
	01754
	PRIMARY
	2
	4
	4
	1

	Medfield Police
	Medfield
	02052
	PRIMARY
	2
	4
	4
	1

	Medford Police
	Medford
	02155
	PRIMARY
	4
	6
	4
	2

	Medway Police
	Medway
	02053
	PRIMARY
	2
	4
	4
	1

	Melrose Police
	Melrose
	02176
	PRIMARY
	3
	5
	4
	1

	Mendon Police
	Mendon
	01756
	RECC
	2
	4
	4
	1

	Merrimac Police
	Merrimac
	01860
	PRIMARY
	2
	4
	4
	1

	Methuen Police
	Methuen
	01844
	PRIMARY
	3
	5
	4
	1

	Middleboro Police
	Middleboro
	02346
	PRIMARY
	2
	4
	4
	1

	Middleboro State Police
	Middleboro
	02346
	SP Wireless
	6
	20
	12
	2

	Milford Police
	Milford
	01757
	PRIMARY
	3
	5
	4
	1

	Millbury Police
	Millbury
	01527
	PRIMARY
	2
	4
	4
	1

	Millis Police
	Millis
	02054
	PRIMARY
	2
	4
	4
	1

	Milton Police
	Milton
	02186
	PRIMARY
	3
	5
	4
	1

	Monson Police
	Monson
	01057
	PRIMARY
	2
	4
	4
	2

	Montague Police
	Montague
	01376
	PRIMARY
	2
	4
	4
	1

	Nahant Police
	Nahant
	01908
	PRIMARY
	2
	4
	4
	1

	Nantucket Police
	Nantucket
	02554
	PRIMARY
	3
	5
	6
	3

	Nashoba Valley 
	Devens
	01434
	RECC
	2
	5
	4
	1

	Natick Police RECC
	Natick
	01760
	PRIMARY
	3
	5
	4
	1

	Needham Police
	Needham
	02492
	PRIMARY
	2
	4
	4
	1

	New Bedford Police
	New Bedford
	02740
	PRIMARY
	6
	8
	4
	3

	New Braintree State Police
	New Braintree
	01531
	RECC
	4
	10
	4
	2

	Newbury Police
	Newbury
	01951
	PRIMARY
	2
	4
	4
	1

	Newburyport Police
	Newburyport
	01950
	PRIMARY
	2
	4
	4
	1

	Newton Police
	Newton
	02465
	PRIMARY
	7
	10
	4
	1

	Norfolk Police
	Norfolk
	02056
	PRIMARY
	2
	8
	4
	1

	North Adams Police
	North Adams
	01247
	RECC
	2
	4
	4
	1

	North Andover Police
	North Andover
	01845
	PRIMARY
	3
	5
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	# OF 2 WAY LINES

	North Attleboro Police
	North Attleboro
	02760
	PRIMARY
	4
	5
	4
	1

	North Reading Police
	North Reading
	01864
	PRIMARY
	2
	4
	4
	1

	Northampton Communications
	Northampton
	01060
	PRIMARY
	3
	5
	4
	1

	Northampton State Police
	Northampton
	01060
	WIRELESS
	9
	13
	12
	1

	Northborough Police
	Northborough
	01532
	PRIMARY
	2
	4
	4
	1

	Northbridge Police
	Northbridge
	01588
	PRIMARY
	2
	4
	4
	1

	Norton Communications
	Norton
	02766
	PRIMARY
	2
	4
	4
	1

	Norwood Police
	Norwood
	02062
	PRIMARY
	3
	5
	4
	1

	Oxford Police
	Oxford
	01540
	PRIMARY
	2
	4
	4
	1

	Palmer Police
	Palmer
	01069
	PRIMARY
	2
	4
	4
	1

	Paxton Communications
	Paxton
	01612
	PRIMARY
	2
	4
	4
	1

	Peabody Police
	Peabody
	01960
	PRIMARY
	4
	6
	4
	1

	Pembroke Police
	Pembroke
	02359
	PRIMARY
	2
	4
	4
	1

	Pepperell Police
	Pepperell
	01463
	PRIMARY
	2
	4
	4
	1

	Pittsfield Police
	Pittsfield
	01201
	PRIMARY
	4
	5
	4
	1

	Plainville Police
	Plainville
	02762
	PRIMARY
	2
	4
	4
	1

	Plymouth Police
	Plymouth
	02360
	PRIMARY
	4
	6
	4
	1

	Princeton Police
	Princeton
	01541
	PRIMARY
	2
	4
	4
	1

	Provincetown Police
	Provincetown
	02657
	PRIMARY
	2
	4
	4
	1

	Quincy Police
	Quincy
	02169
	PRIMARY
	5
	9
	4
	2

	Randolph Police
	Randolph
	02368
	PRIMARY
	3
	5
	4
	1

	Raynham Police
	Raynham
	02767
	PRIMARY
	2
	4
	4
	1

	Reading Police
	Reading
	01867
	PRIMARY
	3
	5
	4
	1

	Rehoboth Police
	Rehoboth
	02769
	PRIMARY
	2
	4
	4
	2

	Revere Fire
	Revere
	02151
	PRIMARY
	4
	6
	4
	2

	Rochester Communications
	Rochester
	02770
	PRIMARY
	2
	4
	4
	2

	Rockland Police
	Rockland
	02370
	PRIMARY
	2
	4
	4
	1

	Rockport Police
	Rockport
	01966
	PRIMARY
	2
	4
	4
	1

	Rowley Police
	Rowley
	01969
	PRIMARY
	2
	4
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	# OF 2 WAY LINES

	Rutland RECC
	Rutland
	01543
	RECC
	3
	4
	4
	1

	Salem Police
	Salem
	01970
	PRIMARY
	3
	5
	4
	1

	Salisbury Police
	Salisbury
	01952
	PRIMARY
	2
	4
	4
	1

	Sandwich Police
	Sandwich
	02563
	PRIMARY
	2
	4
	4
	1

	Saugus Police
	Saugus
	01906
	PRIMARY
	3
	5
	4
	1

	Scituate Police
	Scituate
	02066
	PRIMARY
	2
	4
	4
	1

	Seekonk Police & Fire Communications
	Seekonk
	02771
	PRIMARY
	2
	4
	4
	1

	Sharon Police
	Sharon
	02067
	PRIMARY
	2
	4
	4
	1

	Shelburne Falls State Police
	Shelburne Falls
	01370
	REGIONAL
	4
	8
	10
	4

	Sherborn Police
	Sherborn
	01770
	PRIMARY
	2
	4
	4
	1

	Shirley Communications
	Shirley
	01464
	PRIMARY
	2
	4
	4
	1

	Shrewsbury Police
	Shrewsbury
	01545
	PRIMARY
	3
	5
	4
	1

	Somerset Police
	Somerset
	02726
	PRIMARY
	2
	4
	4
	1

	Somerville Police
	Somerville
	02143
	PRIMARY
	4
	6
	4
	1

	South Hadley Police
	South Hadley
	01075
	PRIMARY
	2
	4
	4
	1

	South Shore Emergency Communications Center
	Hingham
	02043
	RECC
	4
	8
	4
	1

	Southampton Police
	Southampton
	01073
	PRIMARY
	2
	4
	4
	2

	Southborough Police
	Southboro
	01772
	PRIMARY
	2
	4
	4
	1

	Southbridge Police
	Southbridge
	01550
	PRIMARY
	2
	4
	4
	1

	Southwick Police
	Southwick
	01077
	PRIMARY
	2
	4
	4
	1

	Spencer Police
	Spencer
	01562
	PRIMARY
	2
	4
	4
	1

	Springfield Communications
	Springfield
	01105
	PRIMARY
	8
	12
	12
	1

	Sterling Communications
	Sterling
	01564
	PRIMARY
	2
	4
	4
	1

	Stoneham Police
	Stoneham
	02180
	PRIMARY
	3
	5
	4
	1

	Stoughton Police
	Stoughton
	02072
	PRIMARY
	3
	5
	4
	1

	Stow Police
	Stow
	01775
	PRIMARY
	2
	4
	4
	1

	Sturbridge Police
	Sturbridge
	01566
	PRIMARY
	2
	4
	4
	1

	Sudbury Police
	Sudbury
	01776
	PRIMARY
	2
	4
	4
	1

	Sutton Police
	Sutton
	01590
	PRIMARY
	2
	4
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	# OF 2 WAY LINES

	Swansea
	Swansea
	02777
	PRIMARY
	2
	4
	4
	1

	Taunton Fire
	Taunton
	02780
	PRIMARY
	3
	5
	4
	3

	Templeton Police
	Templeton
	01468
	RECC
	2
	4
	4
	1

	Tewksbury Police
	Tewksbury
	01876
	PRIMARY
	3
	5
	4
	1

	Topsfield Police
	Topsfield
	01983
	PRIMARY
	2
	4
	4
	1

	Townsend Police
	Townsend
	01469
	PRIMARY
	2
	4
	4
	1

	Truro Police
	Truro
	02666
	PRIMARY
	2
	4
	4
	1

	Tyngsboro Police
	Tyngsboro
	01879
	PRIMARY
	2
	4
	4
	1

	Upton Police
	Upton
	01568
	REGIONAL
	2
	4
	4
	1

	Uxbridge Police
	Uxbridge
	01569
	PRIMARY
	2
	4
	4
	1

	Wakefield Police
	Wakefield
	01880
	PRIMARY
	3
	5
	4
	1

	Walpole Police
	Walpole
	02081
	PRIMARY
	2
	4
	4
	1

	Waltham Communications
	Waltham
	02452
	PRIMARY
	6
	9
	6
	1

	Ware Police
	Ware
	01082
	PRIMARY
	2
	4
	4
	2

	Wareham Police
	Wareham
	02571
	PRIMARY
	3
	5
	4
	1

	Warren Police
	Warren
	01083
	PRIMARY
	2
	4
	4
	1

	Watertown Police
	Watertown
	02472
	PRIMARY
	3
	5
	4
	1

	Wayland Police
	Wayland
	01778
	PRIMARY
	2
	4
	4
	1

	Webster Police
	Webster
	01570
	PRIMARY
	2
	4
	4
	1

	Wellesley Police
	Wellesley
	02482
	PRIMARY
	3
	5
	4
	1

	West Boylston Police
	West Boylston
	01583
	PRIMARY
	2
	4
	4
	2

	West Bridgewater Police
	West Bridgewater
	02379
	PRIMARY
	2
	4
	4
	1

	West Newbury Public Safety Dispatch
	West Newbury
	01985
	PRIMARY
	2
	4
	4
	1

	West Springfield Police
	West Springfield
	01089
	PRIMARY
	2
	5
	4
	1

	Westboro Police
	Westboro
	01581
	PRIMARY
	3
	5
	4
	1

	Westfield Public Safety
	Westfield
	01085
	PRIMARY
	3
	5
	4
	1

	Westford Police
	Westford
	01886
	PRIMARY
	2
	4
	4
	1

	Westminster Police
	Westminster
	01473
	PRIMARY
	2
	4
	4
	1

	Weston Police
	Weston
	02493
	PRIMARY
	2
	4
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	TYPE
	# OF
POSITIONS
	WIRELINE TRUNKS
	WIRELESS TRUNKS
	# OF 2 WAY LINES

	Westport Police
	Westport
	02790
	PRIMARY
	2
	4
	4
	2

	Westwood Police
	Westwood
	02090
	PRIMARY
	2
	4
	4
	1

	Weymouth Police
	Weymouth
	02188
	PRIMARY
	4
	6
	4
	2

	Wilbraham Police
	Wilbraham
	01095
	PRIMARY
	2
	4
	4
	1

	Williamstown Police
	Williamstown
	01267
	PRIMARY
	2
	4
	4
	2

	Wilmington Police
	Wilmington
	01887
	PRIMARY
	3
	4
	4
	1

	Winchendon Police
	Winchendon
	01475
	RECC
	2
	4
	4
	1

	Winchester Police
	Winchester
	01890
	PRIMARY
	3
	5
	4
	1

	Winthrop Police
	Winthrop 
	02152
	PRIMARY
	2
	4
	4
	1

	Woburn Police
	Woburn
	01801
	PRIMARY
	4
	6
	4
	1

	Worcester Communications
	Worcester
	01608
	PRIMARY
	14
	16
	8
	4

	Wrentham Police
	Wrentham
	02093
	PRIMARY
	3
	4
	4
	1

	Yarmouth Police
	Yarmouth
	02673
	PRIMARY
	3
	5
	4
	1


	PSAP
	TOWN/CITY
	ZIP CODE
	Type
	# OF POSITIONS
	# OF 2 WAY LINES

	Maynard TC CS1000 active backup
	Maynard
	01754
	TRAINING
	13
	10

	Maynard TC Pallas active backup
	Maynard
	01754
	TRAINING
	10
	10

	Taunton Training Center active back-up
	Taunton
	02780
	TRAINING
	10
	10

	Springfield Training Center
	Springfield
	01105
	TRAINING
	10
	10

	Mobile PSAP
	Taunton
	02780
	TRAINING
	6
	


TRAINING CENTERS/MOBILE PSAP

PSAPS WITH AUDIO MONITORING POINTS

	PSAP

	Braintree

	Eastham

	Marshfield

	Norwood

	Quincy

	West Bridgewater


ATTACHMENT K2- PRIMARY PSAP, Regional PSAP and RECC DATA
	PSAP
	# 9-1-1 CALLS/YR WIRELINE
	# 9-1-1 CALLS/YR WIRELESS
	2-WAY
	1-WAY
	4th\ FINAL ROUTE

	Abington Police
	1,844
	2,036
	1,238
	54
	

	Acton Police
	1,492
	2,689
	515
	23
	

	Acushnet Police
	618
	1,187
	575
	41
	

	Adams Police
	627
	1,195
	418
	42
	

	Agawam Police
	2,672
	4,894
	1,584
	44
	

	Amherst Public Safety
	2,906
	3,181
	4,349
	320
	

	Amesbury Police
	1,200
	1,733
	1,664
	60
	

	Andover Police
	2,210
	4,434
	607
	33
	

	Arlington Communications
	2,693
	4,095
	1,768
	56
	

	Ashburnham Police
	310
	630
	346
	68
	

	Ashby Police
	154
	393
	490
	59
	12

	Ashland Police
	970
	1,368
	409
	42
	

	Athol Police
	845
	1,190
	675
	55
	23

	Attleboro Police
	3,951
	4,327
	1,450
	71
	

	Auburn Police
	1,767
	2,526
	857
	29
	

	Avon Police
	572
	884
	295
	17
	

	Ayer Police
	659
	1,083
	753
	85
	

	Barnstable County Sheriff
	3,039
	23,023
	824
	12
	

	Barnstable Police
	9,954
	11,226
	19,501
	1,697
	

	Bedford Police
	903
	1,789
	465
	149
	

	Belchertown Police
	1,152
	1,464
	737
	219
	28

	Bellingham Police
	1,045
	1,620
	1,408
	55
	

	Belmont Public Safety
	1,390
	2,435
	420
	98
	

	Berkley Police
	360
	602
	425
	35
	

	Berkshire Cty ECC Sheriff
	2,531
	5,054
	1,869
	225
	

	Berlin Police
	208
	394
	343
	13
	

	Beverly Police
	3,552
	4,527
	653
	58
	

	Billerica Police
	2,472
	4,262
	876
	403
	

	Blackstone Police
	245
	935
	355
	28
	

	Bolton Police
	382
	485
	764
	40
	

	Boston Police
	214,513
	195,614
	3,342
	123
	

	Bourne Police
	2,379
	3,212
	1,355
	74
	

	Boxborough Police
	233
	562
	284
	46
	

	Boxford Police
	376
	694
	354
	31
	

	Boylston Police
	278
	459
	250
	29
	

	Braintree Police
	3,778
	5,467
	1,353
	11
	

	Bridgewater Police
	1,967
	2,383
	462
	39
	

	Brockton Police
	21,435
	16,210
	3,571
	75
	

	Brookline Police
	4,673
	7,017
	1,271
	597
	

	Burlington Police
	2,599
	3,864
	561
	44
	

	PSAP
	# 9-1-1 Calls/yr Wireline
	# 9-1-1 Calls/yr Wireless
	2-way
	1-way
	4th\ Final route

	Cambridge Communications
	15,815
	16,700
	286
	5
	

	Canton Police
	1,836
	2,969
	1,014
	34
	

	Carlisle Police
	216
	829
	235
	15
	

	Carver Police
	1,016
	1,470
	344
	37
	

	Charlton Police
	1,228
	1,607
	1,337
	39
	

	Chelmsford Police
	2,232
	3,835
	900
	10
	

	Chelsea Emergency Communications
	9,836
	6,792
	5,426
	304
	

	Chicopee Police
	9,234
	9,741
	1,884
	63
	

	Clinton Police
	1,139
	1,569
	410
	36
	

	Concord Police
	1,122
	2,793
	392
	27
	

	Dalton Communications
	596
	1,253
	474
	120
	

	Danvers Police
	3,000
	3,990
	556
	39
	

	Dartmouth Police
	3,646
	4,908
	1,561
	481
	

	Dedham Police
	2,262
	4,408
	1,089
	54
	

	Dennis Police
	2,576
	3,273
	836
	27
	

	Dighton Police
	414
	711
	451
	58
	

	Douglas Police
	411
	674
	450
	91
	

	Dover Police
	263
	579
	324
	44
	

	Dracut Police
	1,862
	3,026
	2,668
	70
	

	Dudley Police
	691
	1,224
	998
	58
	

	Dukes County Sheriff
	1,929
	2,972
	1,224
	50
	

	Duxbury ECC
	668
	1,785
	789
	56
	

	East Bridgewater Police
	973
	1,707
	324
	45
	

	East Longmeadow Police
	1,295
	2,316
	623
	38
	 

	Eastham Police
	650
	1,033
	362
	53
	 

	Easthampton Police
	1,457
	1,978
	760
	35
	 

	Easton Police
	1,472
	2,238
	818
	37
	 

	Essex County RECC
	1,108
	403
	NA
	NA
	 

	Everett Communications
	7,510
	5,467
	1,618
	92
	 

	Fairhaven Police
	1,757
	2,400
	1,268
	42
	 

	Fall River Police
	18,814
	16,405
	3,943
	380
	 

	Fitchburg Police
	7,365
	6,376
	1,824
	50
	 

	Foxboro Police
	1,390
	1,954
	292
	28
	 

	Framingham Police
	9,470
	9,641
	1,394
	266
	 

	Framingham State Police
	1,426,894
	0
	4,428
	98
	 

	Franklin Police
	1,582
	3,047
	414
	29
	 

	Freetown Police
	666
	1,396
	770
	173
	 

	Gardner Police
	2,173
	2,863
	3,788
	108
	 

	Georgetown Police
	379
	751
	386
	54
	 

	Gloucester Police
	2,338
	3,165
	661
	38
	 

	Grafton Police
	1,130
	1,680
	618
	35
	 

	Granby Police
	467
	683
	733
	57
	23

	Great Barrington Police
	929
	1,663
	539
	22
	 

	Greenfield Police
	2,810
	3,726
	3,888
	2,064
	 


	PSAP
	# 9-1-1 Calls/yr Wireline
	# 9-1-1 Calls/yr Wireless
	2-way
	1-way
	4th\ Final route

	Groton Police
	540
	1,294
	648
	178
	35

	Groveland Police
	310
	606
	300
	18
	 

	Hadley Police
	1,207
	1,251
	952
	31
	 

	Halifax Police
	565
	1,596
	506
	40
	 

	Hamilton
	521
	1,100
	322
	60
	 

	Hampden Police
	196
	526
	42
	265
	 

	Hanover Police
	1,163
	1,711
	620
	27
	 

	Hanscom AFB
	63
	1,068
	217
	50
	 

	Hanson Police
	668
	1,186
	458
	42
	 

	Haverhill Police
	8,426
	8,035
	1,766
	71
	 

	Holbrook Police
	1,134
	1,625
	2,460
	89
	 

	Holden Police
	982
	1,643
	636
	55
	 

	Holliston Police
	619
	1,023
	294
	29
	 

	Holyoke Police
	10,037
	8,610
	2,618
	76
	 

	Hopkinton Police
	816
	1,252
	374
	56
	 

	Hudson Police
	1,305
	1,984
	488
	15
	 

	Ipswich Police
	1,090
	1,281
	397
	33
	 

	Kingston Police
	1,179
	1,702
	337
	40
	 

	Lakeville Police
	736
	1,072
	436
	59
	 

	Lawrence Police
	18,033
	12,331
	4,329
	203
	 

	Lee Communications
	615
	1,037
	1,272
	164
	 

	Leicester Police
	1,006
	1,190
	1,357
	30
	 

	Leominster Police
	4,764
	5,430
	1,084
	50
	 

	Lexington Police
	2,128
	4,036
	1,167
	85
	 

	Lincoln Police
	376
	636
	655
	81
	 

	Littleton Police
	502
	1,149
	371
	386
	 

	Longmeadow Police
	947
	2,129
	493
	22
	 

	Lowell Police
	17,524
	13,643
	2,395
	130
	 

	Ludlow Police
	1,821
	2,595
	911
	33
	 

	Lynn Police
	18,793
	13,605
	3,577
	1,636
	 

	Lynnfield Police
	711
	1,388
	470
	104
	 

	Malden Police
	8,116
	7,347
	1,449
	85
	 

	Manchester Police
	215
	687
	222
	31
	 

	Mansfield Police
	1,630
	2,265
	392
	26
	 

	Marblehead Police
	1,103
	2,103
	471
	265
	 

	Marion Police
	264
	841
	213
	48
	 

	Marlboro Police
	3,821
	5,542
	1,046
	48
	 

	Marshfield Police
	2,031
	3,017
	674
	30
	 

	Mattapoisett Police
	308
	751
	323
	42
	 

	Maynard Police
	535
	913
	277
	18
	 

	Medfield Police
	570
	1,087
	262
	21
	 

	Medford Police
	5,497
	6,422
	1,807
	43
	 

	Medway Police
	604
	1,034
	267
	35
	 

	Melrose Police
	1,733
	2,833
	586
	31
	 

	PSAP
	# 9-1-1 Calls/yr Wireline
	# 9-1-1 Calls/yr Wireless
	2-way
	1-way
	4th\ Final route

	Mendon Police
	809
	1,758
	1,202
	281
	 

	Merrimac Police
	259
	590
	259
	20
	 

	Methuen Police
	4,481
	6,210
	1,759
	166
	 

	Middleboro Police
	2,622
	2,684
	472
	35
	 

	Middleboro State Police
	229,918
	4,894
	1,037
	35
	93

	Milford Police
	2,834
	3,612
	1,515
	14
	 

	Millbury Police
	1,186
	1,731
	1,021
	41
	 

	Millis Police
	454
	728
	421
	76
	 

	Milton Police
	2,096
	3,286
	580
	126
	 

	Monson Police
	474
	889
	962
	649
	 

	Montague Police
	871
	1,371
	1,183
	53
	 

	Nahant Police
	182
	1,835
	274
	39
	 

	Nantucket Police
	1,154
	968
	1,010
	77
	 

	Nashoba Valley 
	1,476
	2,752
	n/a
	n/a
	n/a

	Natick Police RECC
	3,232
	3,750
	584
	17
	 

	Needham Police
	1,330
	3,506
	816
	47
	 

	New Bedford Police
	25,917
	20,732
	10,051
	1,084
	 

	New Braintree State Police
	2,018
	2,926
	648
	30
	 

	Newbury Police
	366
	554
	1,516
	46
	 

	Newburyport Police
	1,379
	2,064
	1,027
	38
	 

	Newton Police
	6,631
	10,794
	2,009
	102
	 

	Norfolk Police
	408
	920
	310
	33
	 

	North Adams Police
	2,107
	3,158
	2,972
	84
	 

	North Andover Police
	2,180
	3,313
	989
	71
	 

	North Attleboro Police
	1,949
	2,520
	564
	27
	 

	North Reading Police
	874
	1,460
	493
	63
	 

	Northampton Communications
	4,187
	6,165
	1,975
	38
	 

	Northampton State Police
	407,438
	2,856
	15,994
	1,140
	39

	Northboro Police
	1,022
	1,606
	435
	18
	 

	Northbridge Police
	1,124
	1,700
	767
	37
	 

	Norton Communications
	1,035
	2,030
	2,674
	149
	 

	Norwood Police
	2,572
	4,574
	508
	54
	 

	Oxford Police
	1,381
	1,768
	1,118
	44
	 

	Palmer Police
	1,668
	1,760
	923
	851
	 

	Paxton Communications
	309
	553
	346
	24
	 

	Peabody Police
	4,839
	6,740
	818
	58
	 

	Pembroke Police
	1,197
	2,289
	590
	21
	 

	Pepperell Police
	550
	864
	751
	36
	 

	Pittsfield Police
	8,640
	10,010
	2,617
	132
	 

	Plainville Police
	665
	844
	245
	53
	 

	Plymouth Police
	5,547
	7,190
	355
	28
	 

	Princeton Police
	199
	447
	311
	25
	 

	Provincetown Police
	678
	898
	1,240
	54
	 

	Quincy Police
	12,085
	13,082
	1,810
	55
	 

	Randolph Police
	3,290
	4,148
	1,408
	51
	 

	PSAP
	# 9-1-1 Calls/yr Wireline
	# 9-1-1 Calls/yr Wireless
	2-way
	1-way
	4th\ Final route

	Raynham Police
	1,626
	1,778
	507
	23
	 

	Reading Police
	1,153
	2,556
	421
	50
	 

	Rehoboth Police
	829
	874
	450
	52
	13

	Revere Fire
	9,250
	7,067
	1,357
	29
	 

	Rochester Communications
	281
	641
	445
	129
	38

	Rockland Police
	1,812
	2,415
	680
	56
	 

	Rockport Police
	401
	932
	297
	24
	 

	Rowley Police
	387
	581
	330
	22
	 

	Rutland RECC
	904
	1,969
	739
	65
	 

	Salem Police
	6,702
	5,767
	3,007
	88
	 

	Salisbury Police
	959
	1,283
	1,125
	55
	 

	Sandwich Police
	1,727
	2,540
	462
	35
	 

	Saugus Police
	3,198
	4,085
	1,065
	43
	 

	Scituate Police
	823
	1,983
	274
	33
	 

	Seekonk Police & Fire Communications
	1,184
	1,755
	1,304
	66
	 

	Sharon Police
	910
	1,569
	358
	33
	 

	Shelburne Falls State Police
	3,365
	5,968
	1,941
	67
	 

	Sherborn Police
	405
	544
	216
	21
	 

	Shirley Communications
	347
	731
	296
	55
	15

	Shrewsbury Police
	2,851
	3,527
	473
	30
	 

	Somerset Police
	1,298
	2,164
	1,460
	61
	 

	Somerville Police
	10,188
	8,391
	1,273
	83
	 

	South Hadley Police
	1,322
	2,085
	1,649
	76
	 

	South Shore Emergency Communications Center
	4,275
	7,697
	1,561
	49
	 

	Southampton Police
	351
	608
	377
	183
	 

	Southborough Police
	818
	1,006
	342
	25
	 

	Southbridge Police
	1,992
	2,965
	1,611
	49
	 

	Southwick Police
	805
	1,165
	675
	35
	 

	Spencer Police
	1,140
	1,610
	478
	44
	 

	Springfield Communications
	55,206
	42,969
	5,851
	78
	 

	Sterling Communications
	455
	715
	501
	27
	 

	Stoneham Police
	1,422
	2,744
	512
	55
	 

	Stoughton Police
	2,342
	3,668
	1,953
	73
	 

	Stow Police
	274
	626
	326
	21
	 

	Sturbridge Police
	1,064
	1,182
	895
	34
	 

	Sudbury Police
	1,004
	1,716
	321
	25
	 

	Sutton Police
	473
	806
	329
	179
	 

	Swansea
	1,458
	2,154
	1,310
	157
	 

	Taunton Fire
	9,389
	8,898
	2,101
	133
	 

	Templeton Police
	457
	867
	868
	38
	 

	Tewksbury Police
	2,163
	4,048
	1,351
	43
	 

	Topsfield Police
	462
	706
	289
	60
	

	Townsend Police
	603
	779
	521
	315
	 

	Truro Police
	402
	543
	471
	37
	 

	PSAP
	# 9-1-1 CALLS/YEAR WIRELINE
	# 9-1-1 CALLS/YEAR WIRELESS
	2-WAY
	1-WAY
	4th\ FINAL ROUTE

	Tyngsboro Police
	564
	968
	1,002
	55
	17

	Upton Police
	356
	749
	566
	26
	 

	Uxbridge Police
	1,015
	1,434
	568
	37
	 

	Wakefield Police
	1,879
	2,768
	360
	60
	 

	Walpole Police
	1,618
	2,447
	746
	36
	 

	Waltham Communications
	6,200
	8,465
	5,689
	263
	61

	Ware Police
	1,130
	1,591
	916
	53
	19

	Wareham Police
	2,916
	3,784
	656
	80
	 

	Warren Police
	271
	744
	867
	52
	27

	Watertown Police
	3,006
	4,076
	967
	45
	 

	Wayland Police
	817
	1,282
	279
	27
	 

	Webster Police
	2,235
	3,075
	817
	218
	 

	Wellesley Police
	1,687
	2,615
	596
	43
	 

	West Boylston Police
	621
	1,053
	597
	61
	 

	West Bridgewater Police
	666
	1,099
	499
	34
	 

	West Newbury Public Safety Dispatch
	213
	521
	188
	22
	 

	West Springfield Police
	6,137
	5,821
	1,470
	87
	 

	Westboro Police
	1,886
	2,825
	615
	45
	 

	Westfield Public Safety
	4,979
	5,143
	2,658
	225
	 

	Westford Police
	949
	1,823
	405
	32
	 

	Westminster Police
	417
	740
	585
	59
	 

	Weston Police
	822
	1,711
	744
	42
	 

	Westport Police
	1,150
	1,675
	426
	70
	 

	Westwood Police
	968
	2,154
	580
	30
	 

	Weymouth Police
	5,634
	6,978
	1,219
	54
	 

	Wilbraham Police
	1,093
	2,103
	631
	34
	 

	Williamstown Police
	478
	1,318
	1,115
	75
	 

	Wilmington Police
	1,484
	2,647
	550
	35
	 

	Winchendon Police
	774
	1,269
	620
	22
	 

	Winchester Police
	1,085
	1,981
	340
	26
	 

	Winthrop Police
	1,066
	1,698
	338
	387
	 

	Woburn Police
	3,905
	6,182
	844
	43
	 

	Worcester Communications
	50,235
	37,252
	3,838
	3,220
	 

	Wrentham Police
	1,056
	1,380
	485
	38
	 

	Yarmouth Police
	3,604
	5,813
	778
	50
	 


ATTACHMENT L- PROJECT SCHEDULE, 
DELIVERABLES AND MILESTONES
BIDDERS SHALL COMPLETE THE DELIVERABLE
DUE DATE WITH A SPECIFIC DATE,

(UNLESS THE STATE 911 DEPARTMENT HAS NOTED A DELIVERABLE

DUE DATE.  THESE DATES SHALL NOT BE ALTERED).

	Milestone 1
	System Design and Test Plan Development

	Deliverable/
Task Number
	Deliverable/Task Name
	Deliverable(s)
	Deliverable

Due Date

	1.1
	System Design
	
	

	1.1.1
	Develop and Submit to the State 911 Department System Design and Technical Documents 
	Detailed System

Design Documents 
	Within sixty (60) days of contract award

	1.1.2 
	Develop and Submit to the State 911 Department Detailed Network Design and Technical Documents
	Detailed Network Design and Technical Documents 
	Within sixty (60) days of contract award

	1.1.3
	Develop and Submit to the State 911 Department Data Center Assessment, System Design and Technical Documents
	Data Center Assessment, System Design and Technical Documents 
	Within thirty (30) days of contract award


	1.1.4
	Develop and Submit to the State 911 Department Detailed Security Plan 
	Detailed Security Plan 
	Within sixty (60) days of contract award

	1.1.5
	Develop and Submit to the State 911 Department a NOC/Help Desk Operational Manual 
	NOC/Help Desk Operations Manual 
	Within sixty (60) days of contract award

	1.2
	Test Plan Development
	
	

	1.2.1
	Develop and Submit to the State 911 Department System Test Plan, (including Network Test Plan), Test Criteria, Test Cases and Scenarios,  and Test Reports for each functional element of the system 
	System Test Plan
(including Network Test Plan), Test Criteria, Test Cases and Scenarios, and Test Reports
	BIDDER TO INSERT DATE.

	1.2.2
	Develop and Submit to the State 911 Department Test Plan, Test Criteria, Test Cases and Scenarios, and Test Reports for GIS Data, Database, and LIS server function, including initial data loading validation, data normalization and load testing
	GIS Data, Database, and LIS Server Test Plan, Test Criteria, Test Cases and Scenarios, Test Reports
	BIDDER TO INSERT DATE.

	1.2.3
	Develop and Submit to the State 911 Department Data Center Test Plan, Test Criteria, Test Cases and Scenarios, and Test Reports, for each data center
	Data Center Test Plan, Test Criteria, Test Cases and Scenarios, Test Reports for each data center
	BIDDER TO INSERT DATE.

	1.2.4
	Develop and Submit to the State 911 Department NOC and Monitoring Test Plan, Tests Cases and Scenarios, Test Reports, and  document how the system automatically generates trouble tickets and alarming and alerting functions 
	NOC and Monitoring Test Plan, Test Criteria, Test Cases and Test Scenarios, Test Reports
	BIDDER TO INSERT DATE.

	1.2.5
	Develop and Submit to the State 911 Department Security Test Plan and Test Criteria
	Security Test Plan and Security Test Criteria
	BIDDER TO INSERT DATE.

	1.2.6
	Develop and Submit to the State 911 Department Test Schedule
	Test Schedule
	BIDDER TO INSERT DATE.

	
	MILESTONE DUE
	August 31, 2014


	Milestone 2
	Laboratory Trial and Testing

	Deliverable/
Task Number
	Deliverable/Task Name
	Deliverable(s)
	Deliverable

Due Date

	2.1
	Laboratory Trial and Testing Setup
	
	

	2.1.1
	Establish Laboratory Staging and Trial Testing Plan 
	Comprehensive Laboratory Staging and Trial Testing Plan
	BIDDER TO INSERT DATE.

	2.1.2
	Install and Configure Test Equipment, Applications and Appliances and CPE using simulated equipment 
	Documentation that Test Equipment, Applications and Appliances, and CPE Installed and Prepared for Testing
	BIDDER TO INSERT DATE.

	2.2
	Laboratory Testing
	
	

	2.2.1
	Implement  System Test Plan and Correct/Retest as necessary until Test Passed
	Final Test Results Report
	BIDDER TO INSERT DATE.

	 2.2.2
	Implement GIS, Database, and LIS Server Test Plan and Correct/Retest as necessary until Test Passed
	GIS, Database, and LIS Server Test Results Report
	BIDDER TO INSERT DATE.


	2.2.3
	Implement NOC and Monitoring Test Plan and Correct/Retest as necessary until Test Passed  and NOC processes and procedures  refined to reflect results

	NOC and  Monitoring Test Results Report

Updated Documentation
	BIDDER TO INSERT DATE.

	2.2.4
	Implement Security Test Plan
	Security Test Results Report
	BIDDER TO INSERT DATE.

	2.2.5
	Event Recording Review and Refinement
	Event Recording Results Report demonstrating
operational functionality of Event Recording
	BIDDER TO INSERT DATE.

	2.2.6
	Lab Testing Review and adjust any documentation from design phase based on Lab Testing Results
	Final Test Acceptance
	BIDDER TO INSERT DATE.

	2.3
	Change Management Protocol Development
	
	

	2.3.1
	Develop and Submit to the State 911 Department Change Management Plan for hardware changes, software updates, software upgrade testing plan, determine change management team, inventory updates and documentation updates.
	Change Management Plan 
	BIDDER TO INSERT DATE.

	2.4
	Finalize Network Design and  Deployment Plans
	
	

	2.4.1
	Revise, Finalize, and Submit to the State 911 Department Network Design based on test results
	Final Network Design Document
	BIDDER TO INSERT DATE.

	2.4.2
	Revise, Finalize, and Submit to the State 911 Department Data Center Deployment Plan, and PSAP Deployment Plan based on test results, Deployment Schedule for data centers and PSAPs submitted, 

planning complete, data centers prepared for commencement of pilot PSAP deployment, ordering schedule finalized
	Final Data Center and PSAP Deployment Plan  
	BIDDER TO INSERT DATE.

	2.5
	Training Plan Development
	
	

	2.5.1
	Develop Training Plan and Training Materials working with State Department
	Training Plan and Training Materials
	BIDDER TO INSERT DATE.

	2.5.2
	Develop Mobile Training Solution working with State 911 Department
	Mobile Training Solution Documentation and Demonstration
	BIDDER TO INSERT DATE.

	2.5.3
	Develop PSAP Pilot Deployment Training Schedule working with State 911 Department
	Pilot PSAP Deployment Training Schedule
	BIDDER TO INSERT DATE.

	2.6
	Pilot Deployment Documentation and Processes
	
	

	2.6.1
	Develop and Submit to the State 911 Department Pilot PSAP Deployment Plan, Pilot PSAP Deployment Documentation (including Scheduling, Procurement, Installation, Quality Assurance and Work Order Documentation)  
	Pilot PSAP Deployment Plan and Pilot PSAP Deployment Documentation
	BIDDER TO INSERT DATE.

	2.6.2
	In conjunction with State 911 Department, Develop and Deliver technical Training Plan and Materials to State 911 Department Systems staff and Develop and Deliver Training to State 911 Department Systems Staff on solution, read-only access to the Help Desk, and Monitoring systems 
	Training Plan and Materials and Certification of Training for State 911 Department Systems Staff
	BIDDER TO INSERT DATE.

	
	MILESTONE DUE DATE
	October 31, 2014


	Milestone3
	Data Center Installations and Pilot Deployment

Note:  Only (2) position PSAPs may be used for the Pilot Deployment

	Deliverable/

Task Number
	Deliverable/Task Name
	Deliverable(s)
	Deliverable

Due Date

	3.1
	Data Center Installations
	
	

	3.1.1
	Install all equipment, applications and appliances, and software at Data Centers for Pilot Deployment
	Equipment, Applications and Appliances, and Software Installed in Data Centers 
	BIDDER TO INSERT DATE.

	3.1.2
	Implement Data Center Test Plans (including Stress Test Plan, Data Center Failover Test, including routing failover, physical plant failover, security, application failover, routing, and call distribution
	Test Results Reports for all Data Center Test Plans 
	BIDDER TO INSERT DATE.

	3.1.3
	Working with EOPSS and State 911 Department, develop Data Center Policies and Procedures for facilities, access procedures, security, notification and escalation processes
	Data Center Policy and Procedures
	BIDDER TO INSERT DATE.

	3.1.4
	Review discussions, meetings and modifications as needed resulting from testing and data centers approved by the State 911 Department to be operational


	Test Results, Acceptance Report, Site Acceptance Package for each Data Center

	On or before Training Center Installation and PSAP Pilot Deployment

BIDDER TO INSERT DATE.

	3.2
	Training Center Installation
	
	

	3.2.1
	Install all equipment and CPE at Training Centers and connect Training Centers to Data Centers

	State 911 Department Training Centers Operational

Test Results, Acceptance Report, and Acceptance Package for each Training Center
	On or before commencement of PSAP Pilot Deployment

BIDDER TO INSERT DATE.

	3.3
	PSAP Pilot Deployment
	
	

	3.3.1
	Prepare Six (6) Pilot PSAPs per PSAP Pilot Deployment Plan approved by  State 911 Department
	Site Cutover Project Plan, Site Survey Form, Staging Test Results for each Pilot PSAP
	BIDDER TO INSERT DATE.

	3.3.2
	Cutover of  Six (6) Pilot PSAPs in Pilot Deployment
	Cutover Test Results, Post-Cutover Test Results, Cutover Acceptance Report, Site Cutover Acceptance Package for each Pilot Site

	BIDDER TO INSERT DATE.

	
	MILESTONE DUE DATE
	January 31, 2015


	Milestone 
4
	PSAP Deployment

Note:  This Milestone includes the Mobile PSAP and from Attachment G - Boston Fire, Springfield Fire and Worcester Fire 

	Deliverable/
Task Number
	Deliverable/Task Name 
	Deliverable(s)
	Deliverable

Due Date

	4.1
	Cutover of 20 PSAPs
	Cutover Acceptance Report for 20 PSAPs
	April 30, 2015

	
	
	 
	

	4.2
	Cutover of 30 PSAPs
	Cutover Acceptance Report for 30PSAPs
	June 30, 2015

	
	
	 
	

	4.3
	Cutover of 34 PSAPs
	Cutover Acceptance Report for 34 PSAPs
	August 31, 2015

	
	
	 
	

	4.4
	Cutover of 34 PSAPs
	Cutover Acceptance Report for 34 PSAPs
	October 31, 2015

	
	
	 
	

	4.5
	Cutover of 28 PSAPs
	Cutover Acceptance Report for 28 PSAPs
	December 31, 2015

	
	
	 
	

	4.6
	Cutover of 35 PSAPs
	Cutover Acceptance Report for 35 PSAPs
	February 28, 2016

	
	
	 
	

	4.7
	Cutover of 35 PSAPs
	Cutover Acceptance Report for 35 PSAPs
	April 30, 2016

	
	
	 
	

	4.8
	Cutover of 35 PSAPs
	Cutover Acceptance Report for 35 PSAPs
	June 30, 2016 

	
	
	 
	

	
	MILESTONE DUE DATE
	June 30, 2016


ATTACHMENT M- SITE SURVEY PLAN
Next Gen 911 – Site Survey
	PSAP Name:
	

	PSAP Address:
	

	PSAP Phone:
	

	Date of Site Survey:
	

	State 911 Dept Rep:
	

	NG911 Vendor Rep:
	

	PSAP Rep/Phone:
	

	PSAP Facilities Contact:
	


Site Specific Information Provided by State 911 Department
	


Circuits

	
	


Circuit Notes:

	


Phone System Information

	
	


Phone System Notes:

	


Routing Information

	
	


Routing  Notes:

	


Electrical Cabling, Power Supplies and Grounding
	
	


Electrical Cabling, Power Supplies and Grounding Notes
	


HVAC
	
	


HVAC Notes
Network Cabling
	
	


Network Cabling Notes
	


Conduits/Cable Run Information

	


Additional Equipment, (including but not limited to)
	CAD Interface
	

	Net Clock
	

	Audio Monitoring Points
	

	
	


Additional Equipment Notes
	


Space at Positions
	
	


Space at Position Notes
	


Space on 911 Backboard
	
	


Space on 911 Backboard Notes
	


Storage Space for Staging and Legacy Equipment
	
	


Storage Space for Staging and Legacy Equipment Notes
	


Shipping and Receiving Info

	
	


Shipping and Receiving Notes

	


ATTACHMENT N– TYPES OF SPARE PARTS 
INVENTORY TO BE MAINTAINEDAT LOCATIONS
THROUGHOUT THE COMMONWEALTH
BIIDERS SHALL COMPLETE ATTACHMENT TO SOLICITATION TITLED
ATTACHMENT N– TYPES OF SPARE PARTS INVENTORY TO BE MAINTAINED
AT LOCATIONS THROUGHOUT THE COMMONWEALTH
ATTACHMENT O–TYPES OF SPARE PARTS
INVENTORY TO BE MAINTAINED AT PSAPS
BIIDERS SHALL COMPLETE ATTACHMENT TO SOLICITATION TITLED
ATTACHMENT O–
TYPES OF SPARE PARTS 
INVENTORY TO BE MAINTAINED AT PSAPS
ATTACHMENT P–
TYPES OF SPARE PARTS
INVENTORY TO BE MAINTAINED AT DATA CENTERS
BIIDERS SHALL COMPLETE ATTACHMENT TO SOLICITATION TITLED
ATTACHMENT P–
TYPES OF SPARE PARTS
INVENTORY TO BE MAINTAINED AT DATA CENTERS
ATTACHMENT Q- CERTIFICATION OF COMPLIANCE
WITH BID BOND REQUIREMENT
I, _________________________________________, hereby certify on behalf of ___________________________________________(“Bidder”) and hereby declare that the following statements are true and correct to the best of my knowledge and belief:
1.
I am authorized to complete this Certification of Compliance with Bid Bond Requirement;

 2.
As required by the terms of Next Generation 911 Products and Services, Request for Response, State 911 14-002, Bidder has furnished, at its own expense, a bid bond in the amount of five (5) per cent of the total amount of the of the non-recurring charges identified in Attachment E- Cost Tables, and such bid bond has been enclosed and submitted in a sealed envelope clearly marked Bid Bond; and

3.
The bid bond names the Commonwealth and is executed by a surety licensed in the Commonwealth.
____________________________________

Printed Name and Title

_____________________________________

______________________

Signature






Date

ATTACHMENT R- LIST OF COMMODITIES/SERVICES
Bidders shall identify by listing below which components, if any, the bidder proposes to be provided by a subcontractor and/or another vendor.
	Commodity/SerVICe
	Function
	Proposed Subcontractor
	Comments

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Bidders shall identify by listing below any required specifications or components that are not addressed in this RFR.   
	Commodity/SerVICe
	Function
	Proposed Subcontractor
	Comments

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Attachment S- NON-DISCLOSURE AGREEMENT 

THE STATE 911 DEPARTMENT WILL MAKE AVAILABLE CONFIDENTIAL PSAP ADDRESS AND SITE SURVEY INFORMATION ONLY UPON THE EXECUTION AND SUBMISSION OF THE FOLLOWING NON-DISCLOSURE AGREEMENT BY THE BIDDER.  pLEASE COMPLETE AND SUBMIT THE NON-DISCLOSURE AGREEMENT TO:
KAREN ROBITAILLE
STATE 911 DEPARTMENT
1380 BAY STREET, BUILDING C
TAUNTON, MA 02780
NON-DISCLOSURE AGREEMENT

In consideration of the State 911 Department providing the undersigned with confidential Public Safety Answering Point information (hereinafter the “Security Information”) in connection with a procurement for Next Generation 911 Products and Services being conducted by the Commonwealth of Massachusetts, the undersigned _________________________________________________ (hereinafter “Bidder”)

hereby agrees as follows: 

1. Bidder shall use the Secure Information solely for the purpose of a procurement conducted by the Commonwealth.

2. Bidder understands that disclosure of the Secure Information to individuals not involved in the above-referenced procurement could threaten the security of the Commonwealth and therefore the Commonwealth’s ability to serve the public.  

3. Bidder shall make the minimum number of copies of the Secure Information necessary to respond to the above-referenced procurement. Bidder shall keep a record of the names of all individuals who receive a copy of the Secure Information, and the number of copies of the Secure Information that Bidder makes. 

4. Bidder shall require each recipient of the Secure Information, including its own employees, contractors and agents, to sign a copy of this Non-Disclosure Agreement before receiving copies of the Secure Information.  

5. Following its participation in the above-referenced procurement, Bidder shall destroy all copies of the Secure Information in its possession.

6. Bidder understands that Bidder is responsible for the Secure Information. 

7. Bidder shall physically safeguard the Secure Information at all times. 

8. Bidder understands that the Secure Information does not constitute a public record. 

9. Bidder shall immediately report to the Director of the State 911 Department any violation of this Non-Disclosure Agreement of which Bidder becomes aware.  

_____________________________

Printed Name and Title

______________________________

______________________

Signature





Date
ATTACHMENT T- COMMONWEALTH NETWORK ASSETS
	NG9-1-1 Site 
	City
	ZIP
	Site Type
	Existing
Fiber

	Adams Police
	Adams
	01220
	PRIMARY
	MBI/Axia

	Agawam Police
	Agawam
	01030
	PRIMARY
	MBI/Axia

	Amherst Public Safety
	Amherst
	01002
	PRIMARY
	MBI/Axia

	Athol Fire
	Athol
	01331
	LIMSEC
	MBI/Axia

	Athol Police
	Athol Fire
	01331
	PRIMARY
	MBI/Axia

	Ayer Police
	Ayer
	01432
	PRIMARY
	MBI/Axia

	Belchertown Police
	Belchertown
	01007
	PRIMARY
	MBI/Axia

	Berkshire Cty ECC Sheriff
	Berkshire
	01201
	PRIMARY
	MBI/Axia

	Cambridge Communications
	Cambridge
	02142
	PRIMARY
	Commonwealth

	Chicopee Fire
	Chicopee
	01020
	FULLSEC
	MBI/Axia

	Chicopee Police
	Chicopee
	01020
	PRIMARY
	MBI/Axia

	Dalton Communications
	Dalton
	01226
	PRIMARY
	See Note

	East Longmeadow Police
	East Longmeadow
	01028
	PRIMARY
	MBI/Axia

	Easthampton Police
	Easthampton
	01027
	PRIMARY
	MBI/Axia

	Fitchburg Fire
	Fitchburg
	01420
	LIMSEC
	MBI/Axia

	Fitchburg Police
	Fitchburg
	01420
	PRIMARY
	MBI/Axia

	Framingham State Police
	Framingham
	01702
	SP WIRELESS
	Commonwealth

	Gardner Fire
	Gardner
	01440
	LIMSEC
	MBI/Axia

	Gardner Police
	Gardner
	01440
	PRIMARY
	MBI/Axia

	Granby Police
	Granby
	01033
	PRIMARY
	MBI/Axia

	Great Barrington Police
	Great Barrington
	01230
	PRIMARY
	MBI/Axia

	Greenfield Fire
	Greenfield
	01301
	LIMSEC
	MBI/Axia

	Greenfield Police
	Greenfield
	01301
	PRIMARY
	MBI/Axia

	Hadley Police
	Hadley
	01035
	PRIMARY
	MBI/Axia

	Hampton Police
	Hampton
	01036
	PRIMARY
	MBI/Axia

	Holyoke Fire
	Holyoke
	01040
	LIMSEC
	MBI/Axia

	Holyoke Police
	Holyoke
	01040
	PRIMARY
	MBI/Axia

	Lee Communications
	Lee
	01238
	PRIMARY
	MBI/Axia

	Leominster Fire
	Leominster
	01453
	LIMSEC
	MBI/Axia

	Leominster Police
	Leominster
	01453
	PRIMARY
	MBI/Axia

	Longmeadow Police
	Longmeadow
	01106
	PRIMARY
	MBI/Axia

	Ludlow Fire
	Ludlow
	01056
	LIMSEC
	MBI/Axia 

	Ludlow Police
	Ludlow
	01056
	PRIMARY
	MBI/Axia-DUAL

	Monson Police
	Monson
	01057
	PRIMARY
	MBI/Axia

	Montague Fire
	Montague
	01376
	LIMSEC
	MBI/Axia 

	Montague Police
	Montague
	01376
	PRIMARY
	MBI/Axia

	NG9-1-1 Site 
	City
	ZIP
	Site Type
	Existing
Fiber

	Nashoba Valley RECC
	Devens
	01434
	PRIMARY
	MBI/Axia

	New Braintree State Police
	New Braintree
	01531
	PRIMARY
	MBI/Axia

	North Adams Police
	North Adams
	01247
	PRIMARY
	MBI/Axia

	Northampton Communications
	Northampton
	01060
	PRIMARY
	MBI/Axia-DUAL

	Northampton State Police
	Northampton
	01060
	PRIMARY
	MBI/Axia

	Orange
	Orange
	01364
	LIMSEC
	MBI/Axia

	Palmer Police
	Palmer
	01069
	PRIMARY
	MBI/Axia

	Pittsfield Police
	Pittsfield
	01201
	PRIMARY
	MBI/Axia

	Princeton Police
	Princeton
	01541
	PRIMARY
	MBI/Axia

	Shelburne Falls State Police
	Shelburne Falls
	01370
	PRIMARY
	MBI/Axia

	Shirley Communications
	Shirley
	01464
	PRIMARY
	MBI/Axia

	South Hadley Police
	South Hadley
	01075
	PRIMARY
	MBI/Axia

	Southampton Police
	Southampton
	01073
	PRIMARY
	MBI/Axia

	Southwick Police
	Southwick
	01077
	PRIMARY
	MBI/Axia

	Springfield Communications
	Springfield
	01105
	PRIMARY
	MBI/Axia-DUAL

	Springfield Fire 
	Springfield
	01105
	FULLSEC
	MBI/Axia

	Sturbridge Police
	Sturbridge
	01566
	PRIMARY
	MBI/Axia

	Templeton Police
	Templeton
	01468
	PRIMARY
	MBI/Axia

	Ware Police
	Ware
	01082
	PRIMARY
	MBI/Axia

	Warren Police
	Warren
	01083
	PRIMARY
	MBI/Axia

	West Springfield Police
	West Springfield
	01089
	PRIMARY
	MBI/Axia

	Westfield Public Safety
	Westfield
	01085
	PRIMARY
	MBI/Axia

	Westminster Police
	Westminster
	01473
	PRIMARY
	MBI/Axia

	Wilbraham Police
	Wilbraham
	01095
	PRIMARY
	MBI/Axia

	Williamstown Police
	Williamstown
	01267
	PRIMARY
	MBI/Axia


Procurement Schedule�
Day/Date�
Time�
�
Release of RFR�
Friday, October 4, 2013�
�
�
Submission of Written Questions �
Friday, February 7, 2014 through Friday, February 28, 2014�
By 5:00 PM on Friday, February 28, 2014�
�
Posting of Answers to Written Questions�
By Wednesday, March 12, 2014�
5:00 PM�
�
RFR Response Deadline�
 Tuesday, April 8, 2014�
5:00 PM�
�
Evaluation Period�
Wednesday, April 9, 2014 through Friday, June 13, 2014�
Not applicable�
�
Notification of Contract Award�
Monday, June 16, 2014�
�
�
Start Date of Contract �
July 1, 2014�
12:00 AM�
�
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